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ANATOMY OF A
TRUSTED EXECUTION

® Code must have an ID (i.e. hash)
® Trusted hardware computes ID

® Hardware attests the ID

® Client trusts hardware & ID
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GENERIC TCC INTERFACE

® execute

e code loading + identification + isolated execution
e attest

e TCC-signed code identity and I/O data

UTP-side

Implementable with:
e Intel TXT + TPM
e Hypervisor-based TCC
e Intel SGX

® verify
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SECURITY/EFFICIENCY TRADEOFF
FOR LARGE-SCALE SERVICES
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CODE IDENTITY
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EXECUTION VERIFICATION
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1 01/1/10100/1/0
0/1/0 111 1/1/01 1
110/1/11101/0/1
1 0/1/0 01 0/ 1011
1 010/10011/0/1
1'11/1/01000/1|1
11/0/01 101101
1/{oj1foj1f0j1]1]1]0]1

e rkrorRrrRkFRrROoOKrREFRKRRERKROROKRRKRRRORK O I®KRHRKR
k m o POkl orrRoORRrRErRooORkRERR KR ErROODORKR KRR
H m oo ROk KrRKrRKrRrROrRErRrOrROKRORKREFHROKR KKK OmR
H m oo ROkl rRKrRrRrRKFRkRrRRkROKRKRKRKRKFHRROKRDP®RKROLR
H o roroolororkrkFkKRErRkRoORoOOKrROKFROKR KK O OLR
- O OB OO0 O MK M OOOKHR OOK OO+ OO O R = OO
O O OO O K MK OO OO®®KOOOO K OO GO RRFK KB OR

Hk orkrrOrRkFRoOrROKRKRoOOKRRKHROKRKFRKrROOR KRk K oORo
© O 0O O 0O O+ O OKFEF O O kK Kk O FKMFEF O KKK O OO
H morrHrRrROrFoOrR KR rOorRORKRKRKFROR KR EHRORORKR O I®KHEK
o mr or OR R ErROOKFRKFRORR ELROOKFROOKRER K IFBIRIEFO
- Ok, OoOrRroOoOOKrR R oOOOORKFRKFlOREFR OO OI@KRKROIWKRER
- o OoRr PO OKrROKFRIFFOROROOKRIKFKOOEKRER OKROI KRR
© om0 O0O0O0O OO OO OO KM OO = OO O®KR O OO
© OO O O O O OO O OO OOO OO O R K OOO KR O®R O K O
© O O 0O O OO O OO0 OO0 O OO K kKK KKK M= = O O O o
o = = = O O O O OO0 OO0 O KK OKF O KKK K O OO
o orrooroocookrrrHrorRErRrrRrRORFRKFROORO KR IKKPBI RO
o mr ok R Oor R ErRoOOKFRRFRORORROKRERORO KR IKDBOBR RFRR
- orOoO P ooroooOrRKrRErROORRFROKFRKRORFRO KPR IRFRE

identified actually executed
binary code binary code

BRUNO VAVALA - IEEE/IFIP DSN'16 12/ 42



DESIRABLE PROPERTIES

® |dentifying what is “actually” executed
® TCC agnostic execution

® Keeping efficient client-side verification
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IDENTIFYING
ACTIVELY
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CODE




MODEL

* Y untrusted
. s services

frusted service
TCC

hardware TPM/SGX

» OS and services are untrusted
 Client knows service identity and TCC certificate
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ENRICHING THE INTERFACE

® auth-put
e secure storage for a specific recipient
(TCC authenticates the sender)
e auth-get
e secure storage from a specific sender
(TCC authenticates the recipient)

UTP-side

client-side
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ONE ID PER CODE MODULE

/* SQLite code */
int main () {
switch(op) {
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EXECUTION PROTOCOL

code base
-

hardware

« Execution flows: A-to-B, A-to-C
* If C must be executed, then B is not loaded

UND VAVALA - IEEE/IFIP DSN'16 18 /42



EXECUTION PROTOCOL
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EXECUTION PROTOCOL
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EXECUTION PROTOCOL

identity table

1.id(A)
< 2. id ()
ID's Tab I

(1 [ [

secure
channel
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EXECUTION PROTOCOL
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EXECU N PROTOCOL

int. results,
ID’s Tab

code base
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EXECUTION PROTOCOL
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EXECUTION PROTOCOL

identity table

1.id(A)= <@7
2.id(B) & ||int. results,
= |ID’s Tab
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EXECUTION PROTOCOL
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EXECUTION PROTOCOL
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EXECUTION PROTOCOL
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EXECUTION PROTOCOL

hardware
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EXECUTION PROTOCOL

hardware
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SOLVED CHALLENGES
FOR GENERAL EXECUTIONS

1. Client/Veritier does not verity infermediate results
® Results are secured locally

2. Client does not verity execution flow

® Verification of last module & ID’s Table implies correct execution flow

3. Build mutually authenticated secure channels
® Using TCC-based secure storage

4. Fast (zero round) identity-based key sharing

® Construction: 1 hash using sender-receiver identity pairs
(see paper for detaqils)

5. Avoid hash loops in general executions
® Detach identity from code module using the ID’s Table
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5. AVOIDING HASH LOOPS

® General execution may have loops

code base
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5. AVOIDING HASH LOOPS

® General execution may have loops

code base problem
(hash loop)
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5. AVOIDING HASH LOOPS

® General execution may have loops

identity table

1.id(A)
2.id(B)
3.id(C)

EEECRET

code base problem solution
(hash loop) (ID's in input table)
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PRACTICAL

ANALYSIS




PRACTICAL ANALYSIS

® Hypervisor-based TCC Implementation

® Protocol applied to a real-world service (SQLite)

® End-To-End experiments on server cluster
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CODE SIZE
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PALO PALSEL PALINS PALpgL PALSQLITE

® SQLite (fullimplementation) is ~1MB

® 5-10x reduction of used code
for single operation
(PAL = Piece of Application Logic)
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END-TO-END EVALUATION

® Same critical path, different code identification
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® Monolithic SQLite is up 46% slower
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END-TO-END EVALUATION
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® Multi-PAL SQLite up to 2x faster

Delete
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CONCLUSIONS

® Code identification has security/efficiency tradeoffs

® |dentification of just actively executed code can:
® provide fresher integrity guarantees
® improved resource usage & performance

® be done refrofitling existing frusted components

REAL-WORLD SERVICE

OuUurR SOLUTION

GENERIC TRUSTED COMPONENT
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BACKUP SLIDES



Unirusted environment (OS+other applications)

e |[denfity Dependent keys

® Sender specifies recipient’s identity to TCC
® Recipient specifies sender’s identity to TCC

® Very efficient construction (one hash per-key)

BRUNO VAVALA - |IEEE/IFIP DSN'16




