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ABSTRACT:
Faculty Hosts: In recent years, evaluating smart grid cyber-physical security has become a
critical research direction due to several recent cyber-attacks in different
Prof. Bruce Krogh countries. Cyber-attacks can affect operations and decision-making at energy
krogh@ece cmu edu management systems. They can effectively destroy the critical components
or even shut down power system operations. Inaccurate information can
Prof. Tim Brown trigger inappropriate actions by the operators. Cyber-attacks can either
timxb@cmu_edu directly target a power component of the smart grid system or can be triggered

indirectly through the communication network. In this talk, | will discuss (i) a
tool to assess cyber-physical security for situational awareness, and (ii) solutions
to defeat cyber-attacks over the smart grid and vehicle-to-grid networks.
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