Chapter 2

Representingand Manipulating
Information

2.1 Information Storage

Moderncomputersstoreand processnformationrepresente@stwo-valuedsignals. Theselowly binary
digits, or bits form the basisof the digital revolution. It may seemwastefulto transmita two-valuedsignal
alongawire, asopposedo sayusing10 differentvoltagelevelsto encodea decimaldigit. Thecircuitry to
transmitandstoretwo-valuedsignalsis muchsimplerandmorereliable,enablingmanufcturerdo integrate
millions of suchcircuitson a singlesilicon chip.

Ratherthan accessingndividual bits in a memory mostcomputersuseblocks of 8 bits, or bytesasthe
smallestaddressablenit of memory Thatis, a machine-lgel programviews its memoryspaceasa very
large array of bytes. As indicatedby its name,this virtual addressspaceis merely a conceptuaimage
presentedo the machine-lgel program. The actualimplementatiorusesa combinationof random-access
memory(RAM), disk storagespecialhardwareandoperatingsystemsoftwareto implementalarge, “flat”
addresspace.

Onetaskof a compileranda programs run-timesystemis to subdvide this memoryspacento moreman-
ageableunitsto storeindividual programdata,instructions,andcontrolinformation. Variousmechanisms
are usedto allocateand managethe storagefor different partsof the program. This managemenis all
performedwithin the virtual addresspace.For example,a pointerin C, whetherit pointsto aninteger, a
structure pr someotherprogramunit, is simply thevirtual addres®f thefirst byteof someblock of storage.

2.1.1 HexadecimalNotation

A singlebyte consistsof 8 bits. In binary notation,its valuerangesrom 00000000, to 111111115. When
viewed as a decimalinteger, its valuerangesfrom 0, to 2551y. Neithernotationis very convenientfor
describingbit patterns.Binary notationis too verbosewhile with decimalnotation,it is tediousto corvert
to andfrom bit patterns.Instead we write bit patternsasbasel6, or hexadecimalnumbers.Hexadecimal
(or simply “Hex”) useddigits ‘0’ through'9’, alongwith charactersA’ through'F’ to represeni6 possible
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Hex digit 0 1 2 3 4 5 6 7
DecimalValue 0 1 2 3 4 5 6 7
BinaryValue | 0000| 0001 | 0010| 0011| 0100| 0101| 0110]| 0111

Hex digit 8 9 A B C D E F
DecimalValue 8 9 10 11 12 13 14 15
BinaryValue | 1000| 1001| 1010| 1011| 1100| 1101 1110 1111

Table2.1: HexadecimalNotation EachHex digit encode®neof 16 values.

values.Table2.1 shawvs the decimalandbinary valuesassociateavith the 16 hexadecimaldigits. Written
in hexadecimalthevalueof a singlebyte canrangefrom 00,4 to FF 4.

In C, numericconstantsstartingwith Ox or OX areinterpretedas beingin hexadecimal. The characters
‘A" through‘F' may be written in eitherupperor lower case. For example,we could write the number
FA1D37B;s asOxFA1D37B, as0xfald37b , or even mixing upperandlower case,e.g.,0xFalD37b .
Fromnow on,we will usethe C notationfor representindnexadecimalaluesin this text.

An unpleasantbut often necessaryaskin working with machine-lgel programsis to manuallycorvert
betweendecimal,binary andhexadecimalrepresentationef bit patterns.A startingpointis to be ableto
corvert, in bothdirections betweera singlehexadecimaldigit anda 4-bit binary pattern.

Problem 2.1[Category 1]:
Fill in themissingentriesin thefollowing table,giving the decimal,binary andhexadeci-
mal valuesof differentbyte patterns.

Decimal Binary Hexadecimal
0 00000000 00
55
136
243
01010010
10101100
11100111
A7
3E
BC

2.1.2 Words

Every computethasaword size indicatingthe nominalsizeof integervalueddata. Sincea virtual address
is encodedby sucha word, the mostimportantsystemparametedeterminedoy the word sizeis the size
of thevirtual addresspace.Thatis, for amachinewith ann-bit word size,thevirtual addressesanrange
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C Declaration| Typical 32-bit | CompagAlpha
char 1 1
int 4 4
short int 2 2
long int 4 8
char * 4 8
float 4 4
double 8 8

Table2.2: Sizes(in Bytes)of C Numeric Data Types. Thenumberof bytesallocatedvarieswith machine
andcompiler

from 0 to 2" — 1, giving the programaccesdo at most2” bytes.

Most computerdodayhave a 32-bit word size. This limits the virtual addresspaceo 4 gigabyteq4GB),
i.e.,justover4 x 10° bytes.Althoughthisis amplespaceor mostapplicationsyve areapproachinghepoint
wheremary largescalescientificanddatabasepplicationgequirelargeramountf storage Consequently
high-endmachinesvith 64-bitword sizesarebecomingavailable. Suchmachinesill becomencreasingly
commonplacesstoragecostsdecrease.

2.1.3 Data Sizes

Computerandcompilerssupporimultiple dataformatsusingdifferentencodingge.g. integersandfloating
point) anddifferentlengths. For example,mary machineshave instructionsfor manipulatingsinglebytes,
aswell asintegersrepresente@ds 2, 4, and 8-byte quantities. They also supportfloating point numbers
representeds4 and8-bytequantities.

TheC languagealsosupportanultiple dataformatsfor bothintegerandfloatingpointdata. The C datatype

char representasinglebyte. Althoughthenamé‘char” derivesfrom thefactthatit is usedto storeasingle
charactem atext string,it canalsobeusedto storeintegervalues.TheC datatypeint canalsobeprefixed

by thequalifierslong andshort , providing integerrepresentationsf varioussizes.Table2.2 shawvs the
numberof bytesallocatedfor variousC datatypes. The exact numbercandependon both the machine
andthe compiler We shawv two representaie cases:a typical 32-bit machine,and the CompagAlpha

architecture a 64-bit machinetargeting high end applications. Most 32-bit machinesusethe allocations
indicatedas“typical.” Obsere that“short” integershave 2-byteallocationswhile anunqualifiedint is 4

bytes.A “long” integerusesthefull word sizeof themachine.

Table2.2 alsoshawvs thata pointer(e.g.,a variabledeclaredasbeingof type“char *”) alsousesthefull
word size of the machine.In addition,mostmachinessupporttwo differentfloating point formats: single
precision,declaredn C asfloat , anddoubleprecision,declaredn C asdouble . Theseformatsuse4
and8 bytes,respectiely.

Programmershouldstrive,asmuchaspossible fo make their programsportableacrosdifferentmachines
andcompilers.Oneaspecbf portability is to make the programinsensitve to theexactsizesof thedifferent
datatypes. The C standardsetslower boundson the numericrangesof the differentdatatypes,aswill
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be coveredlater, but thereare no upperupperbounds. Since 32-bit machineshave beenthe standardor
the last 20 years,mary programshave beenwritten assuminghe allocationslisted as“typical 32-bit” in
Table2.2. Giventheincreasingorominenceof 64-bit machinesn the nearfuture, mary hiddenword size
dependenciewill shav up asbugsin migrating theseprogramsto new machines. For example, mary
programmersissumehata programobjectdeclaredastypeint canbeusedto storeapointer Thisworks
fine for most32-bitmachinesbut leadsto problemson anAlpha.

2.1.4 Addressingand Byte Ordering

For programobjectsthat spanmultiple bytes,we mustestablishtiwo conventions:whatwill betheaddress
of the object,andhow will we orderthe bytesin memory In virtually all machinesa multi-byte objectis

storedasa contiguoussequencef bytes,with theaddres®f the objectgivenby thesmallestaddres®f the

bytesused.For example,suppose variablex of typeint hasaddres®x100 , i.e.,thevalueof theaddress
expression&x is 0x100 . Thenthe 4 bytesof x would be storedin memorylocations0x100 , 0x101 ,

0x102 , and0x103 .

For orderingthe bytesrepresentingnobject,therearetwo commoncorventions.Considera w-bit integer

having a bit representatiofz,y,—1, Zy—2, - - - , 1, Zo], Wherez,,_; is the mostsignificantbit, andz is the
least. Thesebitsarethengroupedasbytes with themostsignificantbytehaving bits [z, —1, Zw—2, - - - , Tw—s],
theleastsignificantbytehaving bits [z7, zg, . . . , o], andtheotherbyteshaving bits from themiddle. Some

machineschooseto storethe objectin memoryorderedfrom most significantbyte to least, while other
machinesstorethem from leastto most. The former corvention, wherethe leastsignificantbyte comes
first, is referredto asLittle Endian This corventionis followed by mostmachinedrom the formerDigital

EquipmentCorporationaswell asfrom Intel. Thelattercorvention,wherethe mostsignificantbytecomes
first, is referredto asBig Endian This corventionis followed by mostmachinedrom IBM, Motorola,and
SunMicrosystemsNotethattheabove classificatiorof companiesiseshe qualifier“most; sincethecon-
ventionsdo not split preciselyalongcorporateboundariesFor example,personatomputersnanufctured
by IBM usethelntel chip andhencearelittle endian.Many microprocessochips,including Alphaandthe
PaverPCby Motorolacanberunin eithermode,with the byte orderingcorventiondeterminedvhenthe
chipis poweredup.

Continuingour earlierexample,supposehe variablex of typeint andaddres€$x100 hashexadecimal
valueis 0x01234567 , andthevalueof addres®xpression&x is 0x100 . Theorderingof the byteswithin
theaddressange0x100 throughO0x103 would dependonthetypeof machine:

Big Endian
0x100  0x101  0x102  0x103
| 01 | 23 | 45 | 67

Little Endian
0x100  0x101  0x102  0x103
| 67 | 4 | 23 | 01

Notethatin theword 0x01234567 thehigh orderbyte hashexadecimalalue0x01 , while thelow order
bytehasvalue0x67 .
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typedef unsigned char *byte pointer;

void show_bytes(byt e poi nt er start, int len)
{

int i

for (i =0; i <len; i++)

printf(" %.2x",  start[i]);

printf("\n");
}
void show_int(int X)
{

show_bytes((byt e _poi nter) &x, sizeof(int));
}
void show_float(flo at x)
{

show_bytes((byt e poi nter) &x, sizeof(float)) ;
}
void show_pointer(v.  oid *x)
{

show_bytes((byt e poi nter) &x, sizeof(void *));
}

Figure 2.1: Code to Print the Byte Representationof Program Objects. This code usescastingto
circumentthetypesystem.

Peopleget surprisinglyemotionalaboutwhich byte orderingis the properone. In fact, the names'Little

Endian”and“Big Endian” comefrom the book Gulliver’s Travelsby JonatharSwift, wheretwo warring
factionscouldnt agreeby which enda soft-boiledegg shouldbe opened—thdittle endor the big. Justlike
the egg issue,thereis no technologicakeasonto chooseonebyte orderingconventionover the other and
hencethe agumentslegeneratento bickering aboutsocio-politicalissues.

For mostapplicationprogrammersthe byte orderingusedby their machines totally transparentPrograms
canbe compiledfor eitherclassof machineandgive identicalresults. Therearecaseshowever, in which
byte orderingbecomesanissue. Thefirst is whenbinary datais communicatedver a network between
differentmachines. A commonproblemis for dataproducedby a little endianmachineto be sentto a big
endianmachine pr vice-versa,Jeadingto the byteswithin thewordsbeingin reverseorderfor thereceving
program. To avoid suchproblems,codewritten for networking applicationsshouldestablishcorventions
for byte orderingand make surethe sendingmachinecorverts its internal representatiorio the network
standardwhile the receving machinecorvertsthe network standardo its internalrepresentation.

A secondcases whenprogramsarewritten thatcircumwentthenormaltypesystem.n theC languagethis
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int ival = 12345;
float fval = 12345;
int *pval = &ival,
show_int(ival);
show_float(fval );

show_pointer(pv  al );

Figure 2.2: Byte Representation Examples. This code prints the byte representationsf sampledata
objects.

canbedoneusinga castto allow an objectto be referencedaccordingto a differentdatatype from which
it wascreated.Suchcodingtricks arestronglydiscouragedor mostapplicationprogramminghbut they can
be quiteusefulandevennecessarjor system-lgel programming.

Figure2.1 shavs C codethatusescastingto accessandprint the byte representationsf differentprogram
objects.Weusetypedef to definedatatypebyte pointer aspointerto anobjectof type“unsigned
char " Suchabytepointerreferenceasequencef byteswhereeachbyteis consideredo beanonngative
integer The first routineshow_bytes is giventhe addresof a sequencef bytes,indicatedby a byte
pointer anda byte count. It printstheindividual bytesin hexadecimal. The C formattingdirectve “%.2x "
indicateghatanintegershouldbe printedin hexadecimalith atleasttwo digits.

Procedureshow_int ,show_float ,andshow_pointer = demonstratbow to useprocedureshow_bytes
to printthebyterepresentationsf C programobjectsof typeint ,float ,andvoid *,respectiely. Ob-
senethatthey simply passshow_bytes apointer&x to theirargumentx, castingthe pointerto beof type
“unsigned char *.” Thiscastindicateso thecompilerthattheprogramshouldconsiderthe pointerto
beto a sequencef bytesratherthanto anobjectof the original datatype. This pointerwill thenbeto the
lowestbyte addressisedby the object.

Theseproceduresusethe C operatorsizeof  to determinethe numberof bytesusedby the object. In
general,the expressionsizeof( T’ returnsthe numberof bytesrequiredto storean objectof type T'.
Usingsizeof , ratherthanafixedvalue,is onesteptowardwriting codethatis portableacrosdifferent
machinetypes.

We ranthe codeshawvn in Figure2.2 on several differentmachinesgiving the resultsshavn in Figure2.3.
Themachinesisedwere:

Linux: Intel Pentiumll runningLinux.
NT: Intel Pentiumil runningWindows-NT.
Sun: SunMicrosystemaJltraSRARC runningSolaris.

Alpha: CompagAlpha21164runningDigital Unix.

Our sampleintegerargumentl2345hashexadecimalrepresentatio@x00003039 . Fortheint data,we
getidenticalresultsfor all machinesgxceptfor the byte ordering. In particular we canseethatthe least
significantbyte valueof 0x39 is printedfirst for Linux, NT, andAlpha, indicatinglittle endianmachines,
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Machine| Value | Type Bytes(Hex)
Linux 12345 | int 39 30 00 00

NT 12345 | int 39 30 00 00

Sun 12345 | int 00 00 30 39
Alpha 12345 | int 39 30 00 00
Linux 12345. | float 00 e4 40 46

NT 12345. | float 00 e4 40 46

Sun 12345. | float 46 40 e4 00
Alpha | 12345. | float 00 e4 40 46
Linux | &ival int *|3c fa ff bf

NT &ival int * | 1c ff 44 02

Sun &ival int *|ef ff fc e4
Alpha | &ival int * |80 fc ff 1f 01 00 00 00

Figure 2.3: Byte Representationsof Different Data Values. Resultsfor int andfloat areidentical,
exceptfor byte ordering.Pointervaluesaremachine-dependent.

andlast for Sun,indicatinga big endianmachine. Similarly, the bytesof thefloat dataareidentical,
exceptfor the byte ordering. On the otherhand,the pointervaluesare completelydifferent. The different
machine/operatingystemconfigurationausedifferentcorventionsfor storageallocation. Oneinteresting
featureto noteis thatthe Linux and Sunmachinesuse4-byte addressesyhile the Alpha uses8-byte ad-
dresses.

Obsere thatalthoughthe floating point andthe integer databoth representhe numericvalue 12345,they

have very different byte patterns:0x00007AB7 for the integer, and 0x4640E4 for floating point. In

general,thesetwo formatsusedifferent encodingschemes.Obsere, however, that if we expandthese
hexadecimalpatternsinto binary and shift them appropriately we find a sequencef 13 matchingbits,

indicatedby a sequencef asterisks:

0 0 0 0 3 0 3 9
000000000000000 00011000000111001

kkkkkkkkkkkkk

4 6 4 0 E 4 0 0
01000110010000 00111001000000000

Thisis not coincidental We shallreturnto this examplewhenwe studyfloatingpoint formats.

Problem 2.2[Category 1]:
Runthe samplecodeon differentmachinego which you have access Determinethe byte
orderingsusedby thesemachines.

Problem 2.3[Category 1]:
Try runningthe codefor differentsamplevalues.
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Problem 2.4[Category 1]:

Write procedureshow_short , show_long , andshow_double that print the byte
representationsf C objectsof typesshort  int ,long int ,anddouble respectiely.
Try theseout on sereralmachines.

Problem 2.5[Category 2]:
Write a procedurds_little_endia n thatwill return1 whencompiledandrunona
little endianmachine andwill returnO0 whencompiledandrun onabig endianmachine.

2.1.5 RepresentingStrings

Stringsin C aredenotedby arraysof characterdéerminatedby the null character Eachcharacteiis repre-
sentedby somestandarcencodingwith themostcommonbeingthe ASCII charactecode.Thus,if werun
ourroutineshow_bytes with aguments'12345" and6 (to includetheterminatingcharacter)we get
theresult33 31 34 31 35 00. Obsere thatthe ASCII codefor digit valuez happendo be 0x3 z,
andthat the terminatingbyte hashex representatio®x00 . This sameresultwould be obtainedon ary
systemusingASCII asits charactercode,independenbf the byte orderingandword size corventions.As
aconsequencéext datais moreplatform-independerihanbinarydata.

2.1.6 RepresentingCode

Considetthefollowing C function:

int sum(int X, int vy)

{
}

return  x+y;

Whencompiledon our samplemachineswe generatenachinecodehaving the following byterepresenta-
tions:

Linux: 55 89 e5 8b 45 Oc 03 45 08 89 ec 5d c3
NT: 55 89 e5 8b 45 Oc 03 45 08 89 ec 5d c3
Sun: 81 C3 EO 08 90 02 00 09

Alpha: 00 00 30 42 01 80 FA 6B

Herewe find thatthe instructioncodingsaredifferent,exceptfor the NT andLinux machines.In general,
different machinetypesuse different and incompatibleinstructionsand encodings. The NT and Linux

machinesboth have Intel processorand hencesupportthe samemachine-lgel instructions. In general,
however, the structureof anexecutableNT programdiffersfrom a Linux program,andhencethemachines
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Table2.3: Operations of BooleanAlgebra. Binary valuesl and0 encoddogic valuesTRUE andFAL SE,
while operations’, &, | , and” encodelogical operationdNoT, AND, OR, andExcLuUsSIVE-OR, respec-
tively.

arenot fully binary compatible.Binary codeis seldomportableacrossdifferentcombinationsof machine
andoperatingsystem.

A fundamentakonceptof computersystemss that programs.from the perspectie of the machine,are
simply sequencesf bytes. The machinehasno information aboutthe original sourceprogram,except
perhapsomeauxiliary tablesmaintainedo aid in dehugging.

2.1.7 BooleanAlgebrasand Rings

Sincebinaryvaluesareatthecoreof how computergncodestore andmanipulatanformation,arich body
of mathematicaknowledgehasevolved aroundthe studyof the valuesO and1. This startedwith thework
of Geoge Boole in the late 19th century and hencegoesunderthe headingof BooleanAlgebra. Boole
obsered thatby encodinglogic valuesTRUE and FALSE asbinaryvaluesl and0, he could formulatean
algebrathatcaptureghe propertiesof propositionalogic.

Table2.3 definesseveral operationsn Booleanalgebra.Our symbolsfor representingheseoperationsare
chosento matchthoseusedby the C bit-level operationsaswill be discussedater Booleanoperation™

correspondso thelogical operationNoT, denotedn propositionallogic as—. Thatis, we saythat—P is
true when P is not true, andvice-versa. Correspondingly”™ p equalsl whenp equals0, andvice-versa.
Booleanoperation& correspondso thelogical operationAND, denotedn propositionalogic asA. We say
that P A @Q holdswhenboth P and () aretrue. Correspondinglyp & g equalsl only whenp = ¢ = 1.
Booleanoperation| correspondso the logical operationOR, denotedn propositionallogic asV. We say
that P v @ holdswheneither P or @) aretrue. Correspondinglyp | ¢ equalsl wheneitherp =1 org = 1.
Booleanoperation”™ correspondso the logical operationExcLUSIVE-OR, denotedn propositionallogic
as®. We saythat P @ @ holdswheneither P or Q aretrue, but not both. Correspondinglyp = ¢ equalsl
wheneitherp = 1 andg = 0, orp = 0 andq = 1.

ClaudeShannonwho would laterfoundthefield of informationtheory first madethe connectiorbetween
Booleanalgebraanddigital logic. In his 1937 Masters thesis,he shaved that Booleanalgebracould be
appliedto thedesignandanalysisof networks of electromechanicaklays.Althoughcomputertechnology
hasadwancedconsiderablysincethattime, Booleanalgebrastill playsacentralrole in digital systemslesign
andanalysis.

Therearemary parallelsbetweerinteger arithmeticandBooleanalgebraaswell asseveralimportantdif-

ferences.In particular the setof integers,denotedZ, forms a mathematicaktructureknowvn asa ring,
denoted(Z, +, x, —,0,1), with additionservingasthe sumoperation,multiplication asthe productop-
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SharedProperties
Property IntegerRing BooleanAlgebra
Commutatvity a+b=b+a al b=b]| a
axb=bxa a&b=">b&a
Associatvity (a+b)+c=a+(b+c) (@] b)] c=a] (b] ¢
(axb) xec=ax(bxc) (a &b) &c=a&(b&c)
Distributivity ax(b+c)=(axb)+(axc)|a&(]| c)=(a&d)]| (a&ec)
Identities a+0=a al 0=a
axl=a a&l=a
Annihilator ax0=0 a&0=0
Cancellation —(—a))=a “"(Ca)=ua
Uniqueto Rings
[ Inverse \ a+—-a=0 \ — \

Uniqueto BooleanAlgebras

Distributivity — a| (b&c)=(al| b)&(a]| ¢)
Complement — al "a=1
Idempotenyg — a&a=a

— a|l a=a
Absorption — a| (a&b)=a

— a&(al| b)=a
DeMorgans Laws — “(a&b)="al "b

— “(a|l b)="a &b

Table 2.4: Comparison of Integer Ring and Boolean Algebra. The two mathematicabtructuresshare
mary propertiesput therearekey differencesparticularlybetween— and™ .
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eration,negation asthe additive inverse,and element and 1 servingasthe additve and multiplicative
identities. The Booleanalgebra({0,1},| ,&, ™, 0, 1) hassimilar properties.Table2.4 highlightsproperties
of thesetwo structuresshawving the propertieghatarecommonto bothandthosethatareuniqueto oneor
the other Oneimportantdifferenceis that™ a is notaninversefor ¢ under| .

If we replacethe OR operationof Booleanalgebraby the ExcLusIVE-OR operationandthe complement
operation” with the identity operation! (i.e., I(a) = a), we have a structure({0,1},” ,& 1,0,1). This

structurdas nolongeraBooleanalgebra—irfactit’saring. It canbeseernto beaparticularlysimpleform of

thering consistingof all integers{0, 1, .. . , K — 1} with bothadditionandmultiplicationperformedmodulo

K. In thiscasewe have K = 2. Thatis, the BooleanAND andExcLuUsIVE-OR operationscorrespond
to multiplication and addition modulo 2, respectrely. One curiouspropertyof this algebrais that every

elements its own additve inverse:a”™ I(a) =a” a = 0.

We canextendthefour Booleanoperationgo alsooperateon bit vectors,.e., stringsof 0’'sand1’s of some
fixed lengthw. We definethe operationsover bit vectorsaccordingthe their applicationsto the matching
element®f theaguments For example wedefinea,—1, aw—2, - - - , 40| &[by—1, bw—2, - - - , bp] tobe[a,_1&
buy—1,0y—2 &by_2,. .., a9 &by], andsimilarly for operations’, &, and” . Letting {0,1}" denotethe set
of all stringsof 0’s and1’s having lengthw, anda®™ denotethe string consistingof w repetitionsof symbol
a, thenonecanseethattheresultingalgebras{0,1}*,| , &~ ,0%,1*) and({0,1}",” , & I,0%,1") form
Booleanalgebrasandrings, respecirely.

Problem 2.6[Category 1]:
Fill in thefollowing tableshaving the resultsof evaluatingBooleanoperationson bit vec-

tors
Operation| Result
a [01101001]
b [01010101]
“a
“b
a &b
al|l b
a” b

Oneusefulapplicationof bit-vectorsis to represensetsof somefixedlengthw. Forexample we candenote
ary subsetd C {0,1,...,w — 1} asabit vector[a,_1, . .., a1, ag], wherea; = 1 if andonlyif : € A. For

example (recallingthatwe write a,,_; ontheleft anday ontheright), wehavea = [01101001] representing
thesetA4 = {0, 3,5,6}, andb = [01010101] representinghesetB = {0, 2,4, 6}. Underthisinterpretation,
Booleanoperationg andé& correspondo setunionandintersectionrespectiely, and™ correspond$o set
complementFor example the operatiorz & b yieldsbit vector[01000001], while A N B = {0, 6}.

In fact, for ary setS, the structure(P(S),U,n,d, S) forms a Booleanalgebra,whereP(S) denoteshe
setof all subsetof S. The ability to represenand manipulatefinite setsusingbit vectoroperationds a
practicaloutcomeof a deepmathematicaprinciple.
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2.1.8 Bit-Level and Logical Operationsin C

Oneusefulfeatureof Cis thatit supportdit-wise Booleanoperationsin fact,thesymbolswe have usedfor
theBooleanoperation@reexactlythoseusedby C:| for OR, &for AND, ™ for NOT, and”™ for EXCLUSIVE-
OR. Thesecanbeappliedto ary “integral” datatype,i.e.,onedeclaredastypechar , short int ,int ,
orlong int . Herearesomeexampleexpressiorevaluations:

C Expression Binary Expression Binary Result| C Result
“0x41 ~[01000001] [10111110] | OxBE
“0x00 ~ [00000000] [11111111] OXFF
0x69 & 0x55 | [01101001] &[01010101] | [01000001] | Ox41
0x69 | 0x55 | [01101001]] [01010101] | [01111101] 0x7D

As our examplesshaw, the bestway to determinethe effect of a bit-level expressionis to expandthe
hexadecimalagumentsto their binary representationgerformthe operationsn binary andthencorvert
backto hexadecimal.

Onecommonuseof bit-level operationss to implementmaskingoperationsywherea maskis a bit pattern
that indicatesa selectedset of bits within a word. As an example,the maskOxFF (having 1's for the
leastsignificant8 bits) indicatesthe low orderbyte of aword. The bit-level operationx & OxFF yieldsa
valueconsistingof the leastsignificantbyte of x, but with all otherbytessetto 0. For example,with x =
0x89ABCDEF, the expressionwould yield 0XOO0000EF . Theexpressiori0 will yield amaskof all 1's,
regardlessof the word size of the machine. Although the samemaskcan be written 0Ox98FDECBAfor a
32-bitmachine suchcodeis notasportable.

Problem 2.7 [Category 2]:
Write C expressiongor thefollowing valueswith theresultsfor x = 0x98FDECBAshawvn

in squarebraclets:
A. Theleastsignificantbyte of x, with all otherbits setto 1 [OXFFFFFFBA].

B. Thecomplemenbf theleastsignificantbyte of x, with all otherbytesleft unchanged
[0x98FDEC45].

C. All but the least significant byte of x, with the least significant byte setto 0
[0x98FDECO00].

Although our examplesassumea 32-bit word size, your code shouldmatchthe English
languagedescriptionon a machinewith arbitraryword size.

Problem 2.8[Category 2]:
Write a C expressiorthatwill yield aword consistingof the leastsignificantbyte of x, and
the remainingbytesof y. For operands< = Ox89ABCDEFandy = 0x76543210 , this

would give Ox765432EF .
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C also provides a setof logical operators:|| , &% and! thatcorrespondo the OrR, AND, and NOT
operationsof propositionallogic. Thesecan easily be confusedwith the bit-level operations but their
functionis quite different. The logical operationdreatary nonzeroargumentasrepresentingl RUE and
argumentO asrepresenting-ALSE. They returneitherl or O indicatinga resultof either TRUE or FALSE,
respectrely. Herearesomeexampleexpressiorevaluations:

Expression Result
10x41 0x00
10x00 0x01
110x41 0x01

0x69 && 0x55 | 0x01
0x69 || Ox55 | 0x01

Obserne that a bit-wise operationwill have behaior matchingthat of its logical counterparonly in the
specialcasewheretheagumentsarerestrictedto be either0 or 1.

Problem 2.9[Category 2]:

Using only bit-level and logical operationswrite C expressionghat yield 1 for the de-
scribedconditionand 0 otherwise. Your codeshouldwork on a machinewith arny word
size.

A. Any bit of x equalsl.

B. Any bit of x equalsD.

C. Any bit in theleastsignificantbyte of x equalsl.
D

. Any bit in theleastsignificantbyte of x equals0.

Problem 2.10[Cateagory 2]:

Using only bit-level and logical operations,write a C expressionthat is equvalent to
X ==

C alsoprovidesa setof shift operationdor shifting bit patterngo the left andto theright. For anoperand
X having bit representatiofz,_1, Zn—2, - .., zg], the C expressionx << k will yield a value with bit
representatiofz,, __1, Tn_k_o2,-- -, Z0,0,...0]. Thatis x is shiftedk bits to the left, droppingoff the k
mostsignificantbits andfilling theleft endwith k£ 0’s. The shift amountshouldbe a valuebetweer) and
n — 1. Shift operationgroupfrom left toright,sox << j << kisequvalentto(x << j) << k.Be
carefulaboutoperatomprecedencel<<5 - 1isevaluatedasl << (5-1) ,notas(l<<b) - 1.

Thereis a correspondingight shift operationx >> k, but it hasa slightly subtlebehaior. Generally
machinessupporttwo forms of right shift: logical andarithmetic A logical right shift fills the left end
with k 0’s, giving aresult[0,...,0,z,-1,Z,—2,...xg]. An arithmeticright shift fills the left endwith &
repetitionsof themostsignificantbit, giving aresult[z,, 1, ..., Zn—1, Tp—1, Tn—2, - . . Tx]. Thiscorvention
might seempeculiar but aswe will seeit is usefulfor operatingon signedintegerdata.
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The C standarddoesnot preciselydefinewhich type of right shift shouldbe used.For unsigneddata(i.e.,
integral objectsdeclaredwith the qualifierunsigned ), right shifts mustbe logical. For signeddata(the
default), eitherarithmeticor logical shifts may be used. This unfortunatelymeanghatary codeassuming
oneform or the otherwill potentially encountemportability problems. In practice,howvever, almostall
compiler/machineombinationsusearithmeticright shiftsfor signeddata,andmary programmergssume
thisis thecase.

Problem 2.11[Categgory 3]:

Write a procedureint_shifts_are arit hmeti c¢() thatyields 1 whenrun a ma-
chinethatusesarithmeticright shiftsfor int ’sand0 otherwise.Your codeshouldwork on
a machinewith ary word size. Testyour codeon seseral machines.Write andtesta pro-
cedureunsigned_shifts _are _arit hmetic () thatdetermineghe form of shifts
usedfor unsigned int ’s.

Problem 2.12[Cateagory 2]:
We aregiventhetaskof writing aprocedurent_size_is_32( ) thatyields1 whenrun
onamachinefor whichanint is 32 bits, andyields0 otherwise Hereis our first attempt:

int int_size is 32( )

{
[* Set most significant bit (msb) of 32-bit word *
int set msh =1 << 31;
f* Shift  past msb of 32-bit word */
int beyond msbh = 1 << 32;
[* set_msb is nonzero when size >= 32
beyond_msb is zero when size <= 32 ¥/
return  set_msb && !beyond_msb;
}

Whencompiledanrun on a 32-bit SUN SFARC, however, this procedurereturns0. The
following compilermessaggivesusanindicationof the problem:

warning: left  shift count >= width of type

A. In whatway doesour codefail to complywith the C standard?
B. Modify thecodeto run properlyonary machinefor whichint ’sareatleast32 bits.

C. Modify thecodeto run properlyon ary machinefor whichint ’'sareatleast16 bits.
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C Declaration Guaranteed Typical 32-bit

Minimum Maximum Minimum Maximum
char —127 127 —128 127
unsigned char 0 255 0 255
short [int ] —32,767 32,767 —32,768 32,767
unsigned short [int ] 0 63,535 0 63,535
int —32,767 32,767 | —2,147,483,648 | 2,147,483,647
unsigned [int ] 0 65,535 0 | 4,294,967,295
long [int ] —2,147,483,647 | 2,147,483,647 | —2,147,483,648 | 2,147,483, 647
unsigned long [int ] 0| 4,294,967,295 0| 4,294,967,295

Table2.5: C Integral Data types. Text in squarebracletsis optional.

Problem 2.13[Categgory 2]:
To shav how thering propertienf ™ canbeuseful,considerthe following program:

void inplace_swap(i nt *x, int *y)
{
o= o'W Ty, [* Step 1 */
Yy o= Tty [* Step 2 */
o= Tty /* Step 3 */
}

As thenameimplies, we claim thatthe effect of this procedurés to swapthevaluesstored
atthelocationsdenotedoy pointervariablesx andy. Notethatunlike the usualtechnique
for swappingtwo values,we do not needa third locationto temporarily storeone value

while we aremoving the other
Startingwith valuesa andb in the locationspointedto by x andy, respectiely, fill in the

following tablegiving thevaluesstoredatthetwo locationsaftereachstepof theprocedure.
Usethering propertiedo shav thatthedesiredeffectis achiered. Recallthatevery element
is its own additve inverse,i.e.,a” a = 0.

Step *X *y
Initially a b
Stepl
Step2
Step3
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2.2 Integer Representations

2.2.1 Integral Data Types

C supportsa variety of integral datatypes,asindicatedin Table 2.5. Eachtype hasa size designator:
char ,short ,int ,andlong , aswell asanindicationof whethertherepresentedumberis nonngative
(declaredasunsigned ), or possiblynegative (thedefault). Thetypical allocationsfor thesedifferentsizes
weregivenin Table2.2. As indicatedin Table2.5,thesedifferentsizesallow differentrangesof valuesto be
representedTl he C standardlefinesaminimumrangeof valueseachdatatype mustbeableto representAs
shawvn in thetable,atypical 32-bitmachineusesa 32-bitrepresentatiofor datatypesint andunsigned
eventhoughtheC standardllows 16-bitrepresentation#As describedn Table2.2,the CompadAlphauses
a64-bitwordto representong  integers,giving anupperlimit of over1.84 x 10'° for unsignedvalues,and
arangeof over £9.22 x 10'® for signedvalues.

2.2.2 Unsignedand Two’s ComplementEncodings

Assumewe have anintegerdatatype of w bits. We write a bit vectoraseitherZ, to denotethe entirevector
Or as|zy—1,Tw—2, - - - , xo] to denotetheindividual bits within thevector TreatingZ asanumberwrittenin
binary notation,we obtainthe unsignednterpretatiorof z:

w—1
B2U (%) = Y z2' (2.1)
1=0

Thatis, function B2U,, mapslengthw stringsof 0's and1’s to nonn@atie integers. The leastvalueis
givenby bit vector[00 - - - 0] having integervalue UMin,, = 0, andthe greatestvalueis givenby bit vector
[11---1] having integer value UMaz,, = Y"¥°;' 2* = 2¥ — 1. Thus,thefunctionB2U ,, canbe definedas
amappingB2U,,:{0,1}* — {0,...,2* — 1}. Notethat B2U,, is abijection i.e., it associatesa unique
valueto eachlengthw bit vector andcorverselyeachinteger between0 and2* — 1 hasa uniquebinary
representation.

For mary applications,we wish to represenhonngative valuesaswell. The mostcommoncomputer
representatiof signednumberss known astwo’s complementorm. Thisis definedby interpretingthe
mostsignificantbit of theword to have negative weight:

w—2
B2T (%) = —zyp-12""'+ ) ;2 (2.2)

i=0
The mostsignificantbit is also calledthe sign bit. Whensetto 1, the representedalueis negative, and
whensetto 0 the valueis nonngative. Theleastrepresentablealueis given by bit vector[10--- 0] (i.e.,

setthe bit with negative weightbut clearall others)having integer value TMin,, = —2%~1. Thegreatest
valueis given by bit vector[01 - - - 1], having integer value TMaz,, = Y% 22! = 2°~! — 1. Again, one
canseethat B2T,, is abijection B2T,: {0,1}* — {—2%~1 ... 2v=1 _ 1} associatinga uniqueinteger

in therepresentableangefor eachbit pattern.

Table 2.6 shaws the bit patternsand numericvaluesfor several “interesting” numbersfor differentword
sizes. Thefirst threegive the rangesof representablentegers. A few pointsareworth highlighting. First,
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Quantity Word Sizew

8 16 32 64
UMaz,, | OXFF | OXFFFF OXFFFFFFFF OXFFFFFFFFFFFFFFFF
255 65,535 4,294,967,295 | 18,446,744,073,709,551,615
TMazx,, | OX7F | OX7FFF OX7FFFFFFF Ox7FFFFFFFFFFFF FFF
127 32,767 2,147,483, 647 9,223,372,036, 854, 775, 807
TMin,, | 0x80 | 0x8000 0x80000000 0x8000000000000 000
—128 | —32,768 | —2,147,483,648 | —9,223, 372,036, 854,775, 808
-1 OXFF | OXFFFF OXFFFFFFFF OXFFFFFFFFFFFFFFFF
0 0x00 | 0x0000 0x00000000 0x0000000000000 000

Table2.6: “Inter esting” Numbers. Both numericvaluesandhexadecimakepresentationareshawn.

thetwo’s complementangeis asymmetric] TMin,,| = | TMaz,,| + 1, i.e,. thereis no positive counterpart
to TMin,,. As we shallsee this leadsto somepeculiarpropertiesof two’s complemenarithmeticandcan
be the sourceof subtleprogrambugs. Secondthe maximumunsignedvalueis nearlytwice the maximum
two’s complementalue: UMaz,, = 2TMaz,, + 1. This follows from the fact that two’s complement
notationresereshalf of the bit patterngo represenhegative values.The othercasesarethe constants-1
and0. Notethat —1 hasthe samebit representatioas UMaz.,—a string of all 1's. Numericvalue0 is
representedsastringof all 0’sin bothrepresentations.

The C standarddoesnot requiresignedintegersto berepresenteth two’s complementorm, but nearlyall
machinesio so. To keepcodeportable,oneshouldnot assumeary particularrangeof representablealues
or how they arerepresentedheyond the rangesindicatedin Table2.2. The C library file <limits.h>
definesa setof constantglelimiting therangesof the differentinteger datatypesfor the particularmachine
onwhichthecompileris running. For example,it definesconstantdNT_MAX, INT_MIN , andUINT_MAX
correspondingo the valuesof TMaz,,, TMin,,, and UMaz,,, Wherew is the size of datatypeint ,
assumingatwo’s complementepresentation.

As anexample,considerthefollowing code:

short int x = 12345;
short int mx = -x;
show_bytes(&x, sizeof(short int));
show_bytes(&mx,  sizeof(short int));

Whenrun on a Big Endianmachine this codeprints 30 39 andcf c¢7, indicatingthatx hashexadec-
imal representatio®x3039 , while mx hashexadecimalrepresentatio®xCFC7. Expandingtheseinto
binarywe getbit pattern§0011000000111001] for x and[1100111111000111] for mx. As Table2.7 shaws,
Equation2.2yieldsvalues12345 and—12345 for thesetwo bit patterns.
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Weight 12345 —12345 53191
Bit Value | Bit Value | Bit Value
1] 1 1] 1 1] 1 1
2|1 0 0] 1 211 2
410 0] 1 41 1 4
8 1 81 0 0] 0 0
16 | 1 16| O 0] 0 0
32| 1 3210 0] O 0
64| O 0] 1 64| 1 64
1281 O 0 1 128 | 1 128
256 | O 01 256 | 1 256
512 | O 0 1 512 | 1 512
1024 | O 0] 1 1024 | 1 1024
2048 | O 0] 1 2048 | 1 2048
4096 | 1 4096 | O 0] 0 0
8192 | 1 8192 | O 0] 0 0
16384 | O 01 16384 | 1 16384
+32768 | O 0] 1 32768 | 1 32768
Total 12345 —12345 53191

Table2.7: Two’'s ComplementRepresentationsof 12345 and —12345, and UnsignedRepresentationof
53191. —12345 and53191 have identicalbit representations.
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2.2.3 ConversionsBetweenSignedand Unsigned

Sinceboth B2U ,, and B2T ,, arebijections,they have well-definedinverses.Define U2B,, to beB2U;1,

andT2B,, to beBQT;l. Thesefunctionsgive theunsignedr two’s complemenbit patterndor anumeric
value.Givenanintegerz in therange0 < z < 2%, thefunction U2B,,(x) givestheuniquew-bit unsigned
representationf z. Similarly, whenz is in therange—2¥~! < z < 2¥~!, thefunction T2B,, () givesthe
uniquew-bit two’s complementepresentationf 2. Obsere thatfor valuesin therange0 < z < 2¥~1,

both of thesefunctionswill yield the samebit representation—thmostsignificantbit will be 0, andhence
it doesnot matterwhetherthis bit haspositive or negative weight.

Considetthefollowing function: U2T,,(z) = B2T,,(U2B,(z)). Thisfunctiontakesanumberbetweer)
and2¥~! — 1 andyields a numberbetween—2*~! and2¥—! — 1, wherethe two numbershave identical
bit representationsxceptthat the agumentis unsignedwhile the resulthasa two’s complementepre-
sentation.Corversely thefunction T2U ,,(z) = B2U,,(T2B,,(z)) yieldsthe unsignechumberhaving an
identicalbit representatiomsthe two’s complementvalue of x. For example,asTable2.7 indicates the
16-bit, two’s complementrepresentatiof —12345 is identicalto the 16-bit, unsignedrepresentatiormf
53191. ThereforeT2U 14(—12345) = 53191, and U2T16(53191) = 12345.

Thesetwo functionsmight seempurely of academidnterest,but interestingly they definethe effect of
castingbetweersignedandunsignedvaluesin C. Considerthe code:

int x = -1;
unsigned ux = (unsigned) X;

Thiscodewill setux to UMaz,,, wherew is thenumberof bitsin datatypeint , sinceby Table2.6we can
seethat the w-bit two’s complementepresentationf —1 hasthe samebit representatioms UMaz.,,. In

generakastingfrom asignedvaluex to unsignedralue(unsigned) X is equialentto applyingfunction
T2U. The castdoesnot changethe bit representationf the agument,just how thesebits areinterpreted
numerically Similarly, castingfrom unsignedvalueu to signedvalue (int) u is equialentto applying
function U2T.

Comparingequation®.1and2.2,we canseethatfor bit patternz, if we computethedifferenceB2U ,,(Z)
B2T,, (%), theweightedsumsfor bits from 0 to w — 2 will canceleachother leaving avalue: B2U ., (%)
B2T (%) = zp_1(2¥ ' — =2 1) = x,_12%. This gives a relationship B2U ,(Z) = ,-12% +
B2T,(Z). If weletz = B2T,,(Z), wethenhave

B2U,,(T2By(z)) = T2Uu(z) = zw-12"+z (2.3)

Thisrelationships usefulfor proving relationshipdetweerunsignedandtwo’s complemenarithmetic.In
thetwo’s complementepresentatioof z, bit z,,_1 determinesvhetheror not z is negatwve, giving

rz+2% <0
T2U »(z) = {x >0 (2.4)

Ontheotherhand,if weletz = B2U (%), we have

B2T(U2By(z)) = U2Tw(z) = —20 124z (2.5)
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In the unsignedrepresentatioof z, bit z,,_; determinesvhetheror not z is greaterthanor equalto 21,
giving

UST o (z) — { z, v <20 2.6)

x -2, g >2vl

For valuesin therange0 < z < 2¥~! we have T2U ,(z) = z and U2T,(z) = z. Thatis, numbersin

this rangehave identicalunsignedandtwo’s complementepresentationd-or valuesoutsideof this range,
the conversionseitheraddor subtrac2®. For example,we have T2U ,,(—1) = —1 + 2% = UMaz,,—the
negative numberclosestto 0 mapsto the largestunsignednumber At the otherextreme,onecanseethat
T2U (TMiny,) = -2~ 1 4+ 2% = 2¥~! = TMaz,, + 1—themostnegative numbemapsto anunsigned
numberjust outsidethe rangeof positive, two’'s complementumbers.Usingthe exampleof Table2.7,we

canseethat T2U 15(—12345) = 65536 + —12345 = 53191.

2.2.4 Signedvs.Unsignedin C

As indicatedin Table2.5, C supportshoth signedandunsignedarithmeticfor all of its integer datatypes.

AlthoughtheC standardloesnot specifya particularrepresentationf signednumbersalmostall machines
usetwo’s complement. Generally mostnumbersare signedby default. For example,whendeclaringa

constantsuchas 12345 or O0x1A2B, the valueis consideredsigned. To createan unsignedconstantthe

charactefU or‘u’ mustbeaddedassufix, e.g.,12345U or Ox1A2Bu.

C allows cornversionbetweerunsignedandsigned. Therule is thatthe underlyingbit representatiois not
changedThus,onatwo’s complementnachinetheeffectis to applythefunction U2T,, whencorverting
from unsignedo signed,and T2U ,, whencorverting from signedto unsignedwherew is the numberof
bits for the datatype.

Corversionscanhapperdueto explicit casting,suchasin thecode:

int  tx, ty;
unsigned ux, uy;
tx = (int) ux;

uy = (unsigned) ty;

or implicitly whenanexpressiorof onetypeis assignedo avariableof anothere.g.,

int  tx, ty;
unsigned ux, uy;
tx = ux; /* Cast to signed */

uy =ty; [* Cast to unsigned */

Whenprintingnumericvalueswith printf  , thedirectves%d %u and%xshouldbeusedto printanumber
asasigneddecimal,anunsigneddecimal,andin hexadecimaFformat,respecirely. Notethatprintf  does
not make useof ary typeinformation,andsoit is possibleto print a valueof typeint with directive %u
andavalueof typeunsigned with directve %d For example,considerthefollowing code:
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Expression Type Evaluation
0 == 0U unsigned| 1
-1 <0 signed 1
-1 < 0U unsigned| 0 *
2147483647 > -2147483648 signed |1
2147483647U > -2147483648 unsigned| 0 *
2147483647 > (int) 2147483648U | signed | 1*
-1 > -2 signed 1
(unsigned) -1 > -2 unsigned| 0 *

Table 2.8: Effects of C Promotion Ruleson 32-Bit Machine. Nonintuitive casesnarked by *’. When
eitheroperandf acomparisoris unsignedthe otheroperands implicitly castto unsigned.

int x = -1;

unsigned u = 2147483648; [* 2°(31) ¥
printf("x = %u = %d\n", X, X);

printf(*u = %u = %d\n", u, u);

Whenrun ona 32-bitmachineit printsthe following:

4294967295 = -1
2147483648 = -2147483648

X
u

In both casesprintf  prints the word first asif it representeé@n unsignednumberand secondasif it
represente@ signednumber We canseethe conversionroutinesin action: 72U so(—1) = UMazss =
4,294,967,295 and U2T'35(231) = 23 — 232 = —231 = TMaz3,.

Somepeculiarbehaior arisesdueto C’s handlingof expressionsontainingcombinationsof signedand

unsignedjuantities Whenanoperatioris performedvhereoneoperands signedandthe otheris unsigned,
C implicitly caststhe signedargumentto unsignedand performsthe operationsassuminghe numbersare
nonngative. As we will see this corventionmaleslittle differencefor standardarithmeticoperationshut

it leadsto nonintuitve resultsfor relationaloperatorssuchas< and>. Table 2.8 shavs someexample
relationalexpressionsandtheir resultingevaluations,assuminga 32-bit machineusingtwo’s complement
representationThe nonintuitve casesare marked by **'.  Considerthe comparisonl < 0U. Sincethe

secondperands unsignedthefirst oneis implicitly castto unsignedandhenceheexpressioris equivalent
to the comparisom294967295U < 0U (recallthat T2U ,,(—1) = UMaz,,), which of courseis false.
Theothercasesanbeunderstoody similar analyses.

2.2.5 SignExtension

Onecommonoperatioris to corvert betweerintegershaving differentword sizes while retainingthe same
numericvalue. Of coursethis may not be possiblewhenthe destinationdatatype is too smallto represent
the desiredvalue. Corverting from a smallerto a larger datatype, however, shouldalwaysbe possible.To
corvertanunsignecnumberto a larger datatype, we cansimply addleadingQ’s to the representationtor
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corvertingatwo’s complementumberto alarger datatype, therule is to performa sign extension adding
copiesof the mostsignificantbit to the representationThus, if our original value hasbit representation
[Tw—1, Tw—2,...,x0], theexpandedepresentatiomould be [z,,_1, . . . , ZTw—1, Tw—1, Tw—2, - - - , o)

As anexample,considerthefollowing code:

short sx = -12345;

unsigned short usx = sx; /* 53191 */
int X = 8X; [¥ -12345 */
unsigned UxX = usx; /* 53191 */
printf("sx = %d: ", sx);

show_bytes((byt e point er) &sx, sizeof(short));
printf("usx = %u: ", usx);

show_bytes((byt e point er) &usx, sizeof(unsigne d short));
printf("x = %d:. ", X);

show_bytes((byt e point er) &x, sizeof(int));
printf("ux = %u: ", ux);

show_bytes((byt e _point er) &ux, sizeof(unsigned ) ;
Whenrun on a 32-bit, big endianmachineusingtwo’s complementepresentationthis codeprints:

SX = -12345: cf c7
usx = 53191: cf c7
X = -12345: ff ff cf c7
ux = 53191: 00 00 cf c7

We seethat althoughthe two’s complementepresentationnf —12345 andthe unsignedrepresentatioiof
53191 areidenticalfor a 16-bit word size, they differ for a 32-bit word size. In particular —12345 has
hexadecimalrepresentatio®xFFFFCFC7, while 53191 hashexadecimalrepresentatioi®x0O000CFC7 .
Theformerhasbeensign-exctended—216&opiesof the mostsignificantbit 1, having hexadecimalrepresen-
tation OXFFFF have beenaddedasleadingbits. The latter hasbeenpaddedwith 16 leadingQ’s, having
hexadecimakepresentatio@x0000 .

Canwe justify thatsignextensionworks?Whatwe wantto prove is that
BQTUJ—HC([CEUJ—IV"7xw—1a$w—17xw—2a'"aCEO]) = BgTw([.’L'w_l,.fw_Q,.--,fL'()])

wherein the expressionon the left-handside, we have madek additionalcopiesof bit z,,_1. The proof

follows by inductionon k. Thatis, if we canprove that sign-extendingby onebit preseresthe numeric

value, thenthis propertywill hold when sign-extending by an arbitrary numberof bits. Thus, the task

reducego proving that

B2T wi1([Tw—1,Tw—1,Tw—2,---,%0]) = B2Ty([Tw_1,Zw_2,---,T0])
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Expandingthe left-handexpressiorwith Equation2.2 gives

w—1
B2Tw+1([$w—17~77w—1, Loy—2y+« - ,.’120]) = —zuw_12" + Z z;2"
1=0
w—2 )
= —Zu_12Y + :Ew_12w71 + Z z;2"
=0
w—2 )
= 212U -2+ D w2
1=0
w—2 )
= —:L‘w_12w71 + Z ;2"
=0

= BQTw([ww—la Loy—2y - - ,.’L'()])

The key propertywe exploit is that —2% 4 2¢~1 = —2%~1  Thus,the combinedeffect of addinga bit of
weight —2% andof converting the bit having weight —2%* ! to be onewith weight2¥—! is to presere the
original numericvalue.

Onepoint worth makingis thatthe relative orderof corversionfrom onedatasizeto anotherandbetween
unsignedandsignedcanaffect the behaior of a program.Considerthe following additionalcodefor our
previousexample:

unsigned uy = X; [*  Mystery!  */
printf("*uy = %u: ", uy);
show_bytes((byt e point er) &uy, sizeof(unsigned ) ;

This portionof the codecauseghefollowing to be printed:
uy = 4294954951 ff ff cf c7

This shavs thatthe expressions:
(unsigned) (int) SX

and
(unsigned) (unsigned  short)  sx

producedifferent values,even thoughthe original and the final datatypesare the same. In the former
expressionwe first signextendthe 16-bitshort to a32-bitint , whereaso signextensionis performed
in thelatterexpression.
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2.2.6 Truncating Numbers

Supposehat ratherthan paddinga value with extra bits, we truncatea numberto have fewer bits. This
occursfor examplein the code:

int X = 53191;
short sx = (short) X; [* -12345 */
int y = sx; [* -12345 */

Onatypical 32-bitmachinewhenwe castx to beshort , wetruncatethe32-bitint to beal16-bitshort
int . Aswesaw before this16bit patternis thetwo’s complementepresentationf —12345. Whenwe cast
thisbacktoint , signextensionwill setthehighorderl6 bitsto 1's, yielding the 32-bittwo’s complement
representationf —12345.

In generalwhentruncatingaw-bit numberz = [z, 1, Zy—2, - - ., Zo] t0 @k-bit number, we dropthe high
orderw — k bits, giving abit vectorZ’ = [z_1, Zg—2, - - -, Zo].

For anunsignednumberz, the resultof truncatingit to & bits is equivalentto computingz mod 2. This
canbeseenby applyingthe modulusoperationto Equation2.1:

w—1
BgUw([xun Lwy—15--- a-'EO]) mod Qk = [Z $i2i] mod 2k
=0

k—1 )
= [Z wﬂll mod 2*
i=0
k—1 )
= Z z;2"
i=0

= B?Uk([:vk,xk_l, e ,:I:()])
In theabove derivationwe male useof thepropertythat2! mod 2% = 0 forary i > k, andthaty" ! ;2 <
Sk loi =2k 1 < 2k,
For atwo’s complemennumberz, a similar agumentshaows that B2T , ([Zw, Zw—-1, - - -, Zo]) mod 2k —
B2U ([zk, Tk_1,---,xo]). Thatis, z mod 2¥ canbe representethy an unsignechumberhaving bit-level

representatiofry_1,...,zg]. In generalhowever, we treatthetruncatechumberasbeingsigned.Thiswill
have numericvalue U2T,(z mod 2%).

Summarizingthe effect of truncationcanbe seerto be:

B2Uk([xk, Tk—1,---,70]) = B2Uy([Zw, Tw—-1,---,T0]) mod 2F 2.7)
BT ([ Th—1,---,20]) = U2TR(B2Tw([Zw,Tw—1,--.,2]) mod 2F) (2.8)

2.2.7 Advice on Signedvs. Unsigned
Aswehave seentheimplicit castingof signedo unsignedeadsto somenonintuitive behaior. Nonintuitive

featuresoftenleadto programbugs,and onesinvolving the nuanceof implicit castingcanbe especially
difficult to see.
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Problem 2.14[Categgory 2]:
Considerthe following codethat (attemptsto) sumthe elementsn anarraya, wherethe
numberof elementds givenby parametetength

int sum_elements(fl oat af], unsigned length) {
{ . .
int i
float result = O;
for (i = 0; i <= length-1; i++)
result += ali];
return  result;

}

Whenrun with agumentlength  equalto 0, this codeshouldreturn0.0. Insteadit en-
countersamemoryerror. Explainwhy this happensShow how this codecanbe corrected.

Oneway to avoid suchbugsis to never useunsignechumbers.In fact,few languagestherthanC support
unsignedntegers. Apparentlytheseotherlanguagedesignersrziewed themasmoretroublethanthey are
worth.

Unsignedvaluesarevery usefulwhenwe wantto think of wordsasjust collectionsof bits with no numeric
interpretation. This occursfor examplewhenwantto packa word with flags describingvariousBoolean
conditions.Unsignedvaluesarealsousefulwhenimplementingmathematicapackage$or modulararith-
meticandfor multi-precisionarithmetic,in which numbersarerepresentelly arraysof words.

2.3 Integer Arithmetic

Many beginning programmersre surprisedo find thataddingtwo positive numberscanyield a negative
result,andthatthecomparisorx < y canyield adifferentresultthanthecomparisorx - y < 0. These
propertiesareartifactsof thefinite natureof computerarithmetic. Understandinghe nuancesf computer
arithmeticcanhelp programmersvrite morereliablecode.

2.3.1 UnsignedAddition

Considertwo nonngative integersz andy suchthat0 < z,y < 2% — 1. Eachof thesenumberscan
be representedby w-bit unsignednumbers.If we computetheir sum,however, we have a possiblerange
0 < x4y < 2% — 2. Representinghis sumcould requirew + 1 bits. Furthermorejf we addthis sum
to anothervalue,we may requirew + 2 bits, andso on. This continued‘word sizeinflation” meanswe
cannotplaceary boundon the word sizerequiredto fully representhe resultsof arithmeticoperations.
SomeprogrammindanguagessuchasLisp, actuallysupportinfinite precisionarithmeticto allow arbitrary
(within the memorylimits of the machine,of course)integer arithmetic. More commonly programming
languagesupportfixed-precisiorarithmetic,andhenceoperationsuchas“addition” and“multiplication”
differ from their counterparbperationver integers.
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Unsignedarithmeticcan be viewed as a form of modulararithmetic. Unsignedadditionis equvalentto
computingthe summodulo2®. This value canbe computedby simply discardingthe high orderbit in
thew + 1-bit representationf = + y. For example,considera 4-bit numberrepresentatiomvith - = 9
andy = 12, having bit representation§l001] and [1100], respectiely. Their sumis 21, having a 5-bit
representatioril0101]. But if we discardthe high order bit we get [0101], i.e., decimalvalue 5. This
matchedhevalue21 mod 16 = 5.

In generalwe canseethatif z+y < 2%, theleadingbit in thew + 1-bit representationf thesumwill equal
0, andhencediscardingit will not changethe numericvalue. On the otherhand,if 2% < z 4+ y < 2v+t!,
theleadingbit in thew + 1-bit representatioof the sumwill equall, andhencediscardingt is equivalent
to subtracting2® from thesum.Thiswill give usavaluein therange) < z 4y — 2% < 2@+l _ 2w — 2w,
which is preciselythe modulo2® sumof = andy. Let usdefinethe operation+? for agumentsz andy
suchthat0 < z,y < 2% as:

T+y r+y<2¥
+U = ’
TTywlY {$+y_2w, 2ng+y<2w+1 (29)

Thisis preciselytheresultwe getin C whenperformingadditionon two w-bit unsignedvalues.

An arithmeticoperations saidto overflowwhenthefull integerresultcannoffit within theword sizelimits

of thedatatype. WhenexecutingC programssuchoverflows arenot signalledaserrors.At times,however,

we mightwish to determinevhetheroverflov hasoccurred.For example,supposave computes = x +% v,

andwe wishto determinewhethers equalse + y. We claimthatoverflov hasoccurredf andonly if s < x

(orequvalentlys < y.) To seethis, obsere thatz + y > z, andhencef s did notoverflow, we will surely
have s > z. Ontheotherhand,if s did overflow, we have s = = + y — 2. Giventhaty < 2%, we have
y — 2% < 0,andhences = z +y — 2 < z. In our earlierexample,we sawv that9 +} 12 = 5. We cansee
thatoverflow occurredsinceb < 9.

Modular additionforms a mathematicaktructureknown asan Abeliangroup. Thatis, it is commutatie

(that's wherethe “Abelian” partcomesin) andassociatie. It hasanidentity element0, andevery element
hasanadditve inverse.Let us considerthe setof w-bit unsignedhumberswith additionoperationt+? . For

everyvaluez, theremustbesomevalue- i = suchthat- ¥ z +% z = 0. Whenz = 0, theadditve inverseis

clearly0. Forz > 0, considetthevalue2®” — x. Obsenre thatthisnumberis in theranged < 2% —z < 2%,

and(z + 2% — z) mod 2% = 2" mod 2% = 0. Henceit is theinverseof z under+},. Thesetwo casedead
to thefollowing equatiorfor 0 < z < 2%:

T, z=0
= {2”’—3:, x>0 (2.10)

2.3.2 Two’'s ComplementAddition

A similar problemarisesior two’s complemenaddition. Givenintegervaluesr andy in therange—2*~! <
z,y < 2@~ — 1, their sumis in therange—2% < z 4+ y < 2% — 2, potentiallyrequiringw + 1-bits to
represenexactly. As before,we avoid ever-expandingdatasizesby truncatingthe representatioto w bits.
Theresultis notasfamiliar mathematicallyasmodularaddition,however.

The w-bit two’s complementsum of two numbershasthe exact samebit-level representatioras the un-
signedsum.In fact, mostcomputersisethe samemachinenstructionto performeitherunsignecor signed
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addition. Thus,we candefinetwo’s complementdditionfor word sizew, denotedas+:, on operandse
andy suchthat—2" < z,y < 2" —2as

z+y,y = U2Ty(T2Uy(z) +y, T2U(y)) (2.11)

By Equation2.3 we canwrite T2U ,,(z) as —z,,-12" + z, and T2U ,,(y) as —y,—12¥ + y. Usingthe
propertythat+% is simply additionmodulo2®, alongwith thepropertieof modularaddition,we thenhave

g4,y = ULTy(T2Uy(z) +y T2Uu(y))
U2T [(—2w-12" + T+ —yu—12" + y) mod 2"]
U2T [(z + y) mod 2%]

Theterms—z,, 12* and—y,, 12" dropoutsincethey equalO modulo2®.

To betterunderstandhis quantity let usdefinez astheintegersumz = = + y, 2’ asz’ = z mod 2%, and
2" asz"” = B2T,(z'). We candivide theanalysisinto 4 cases:

1. —2¥ < z < —2%~1, Thenwe will have 2/ = z + 2¥. Thisgives0 < z/ < —2%~1 4 2w = Quw—1
ExaminingEquation2.6, we seethat 2’ is in therangesuchthatz” = z'. This caseis referredto as
neggative overflow We have addediwo neggative numbersz andy (that’s the only way we canhave
z < —2*~1) andobtaineda nonngative resultz” = z + y + 2.

2. —2v~1 < z < 0. Thenwe will againhave 2’ = z + 2%, giving —2¥~1 4+ 2% = 2v~1 < »/ < 2,
ExaminingEquation2.6, we seethat 2’ is in sucha rangethat 2" = 2’ — 2%, andthereforez” =
2 —2¥ =z + 2% — 2¥ = 2. Thatis, ourtwo’s complemensumz” equalstheintegersumz + y.

3.0 < z<2¥"1 Thenwewill have 2’ = z, giving 0 < 2’ < 2*~1 andhencez” = 2’ = 2. Again, the
two’s complemensumz” equalstheintegersumz + y.

4. 2v—1 < 7z < 2», Wewill againhave 2/ = z, giving 2¥~! < 2/ < 2%. Butin this rangewe have
2" =2 — 2%, giving 2’ = z + y — 2%. This caseis referredto aspositiveoverflow We have added
two positive numbersz andy (that's the only way we canhave z > 2%~!) andobtaineda negative
resultz” = =z +y — 2v.

By the precedinganalysiswe have shavn thatwhenoperation+:, is appliedto valuesz andy in therange
20l < gy < 2@ — 1, wehave

z+y—2% 20 l<g4y Positive Overflow
THy = T+, —2v-l < p 4y < 2wl (2.12)
THy+2Y, z4y<-—20"1 Negative Overflov

As anillustration, Table 2.9 shavs someexamplesof 4-bit two’'s complementaddition. Eachexampleis

labeledby the caseto whichit correspondin the derivationof Equation2.12. Notethat2* = 16, andhence
negative overflow yieldsaresult16 morethantheinteger sum,andpositve overflow yieldsaresult16 less.
We includebit-level representationsf the operandandtheresult. Obsere thattheresultcanbe obtained
by performingbinaryadditionof the operandsfindtruncatingtheresultto 4 bits.



32 CHAPTERZ2. REPRESENTINGAND MANIPULATING INFORMATION

T y|z+y|z+,y | Case
-8 -5 —13 3 1
[1000] [1011 [0011]
-8 -8 -—16 0 1
[1000] [1000] [0000]
-8 5 -3 -3 2
[1000] [0101] [1101]
2 5 7 7| 3
[0010] [0101] [0111]
5 5 10 —6 4
[0101] [0101] [1010]

Table2.9: Two’s Complement Addition Examples. The bit-level representationf the 4-bit two’s com-
plementsumcanbe obtainedby performingbinary additionof the operandsandtruncatingthe resultto 4
bits.

Problem 2.15[Category 1]:

Fill in thefollowing tablein the style of Table2.9. Give theinteger valuesof the 5-bit ar
gumentsthevaluesof boththeir integer andtwo’s complemensums the bit-level repres-
ntationof thetwo’s complemensum,andthe casefrom the derivationof Equation2.12.

T Y z+y T+y Case
[10000] [10101]
[10000] [10000]
[11000] [00111]
[11110] [00101]
[01000] [01000]

Equation2.12alsoletsusidentify the casesvhereoverflov hasoccurred Whenbothz andy arenegative,
but z +fu y > 0, we have negative overflov. Whenboth z andy are positive, but z +fv y < 0, we have
positve overflow.

2.3.3 Two’s ComplementNegation

One can seethat every numberz in therange—2¥"! < z < 2¥~! hasan additive inverseunder+,
asfollows. First, for x # —2%, we canseethat its additive inverseis simply —z. Thatis, we have
vl <« g<2wland—z+,r = —z+2z =0. Forz = —2¥~! = TMin,, on the otherhand,
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—z = 2¥~1 cannotbe representeds a w-bit number We claim that this specialvalue hasitself asthe
additive inverseunder+:, . Thevalueof —2%+1 +! 2w+l is givenby thethird caseof Equation2.12,since

—ow—l 4 _gw-l — 9w Thijsgives—2%+t! +! —gwtl — 9w 4 9w — (), Fromthis analysiswe can
definethetwo’s complementegationoperation- , for z in therange—22-! < z < 2%~ as:
_2w71 $::__2w71
t )
- = 2.13
w® { -, x> 2wl ( )

A well-known techniquefor performingtwo’s complemennegationat the bit-level is to complementhe
bits andthenincrementthe result. In C, this canbewrittenas™ + 1. To justify the correctnes®f this
technique obsere that for ary singlebit z;, we have " z; = 1 — z;. Let Z be a bit vector of lengthw
andz = B2T, (%) bethetwo’s complementumberit representsBy Equation2.2,the complementedbit
vector™ £ hasnumericvalue

w—2
B2T("%) = —(1—z0-1)2"""+ ) (1 -2
=0
w—2 ) w—2 )
[ S [ B

= [-2v7' 42wl — 1] — B2T,(2)

= —-1—=x

Thekey simplificationin theabove deri\/ationisthatzg":‘o2 2t = 2w=1 _ 1. |t follows thatby incrementing
~ # we obtain—z.

Toincremenanumberz representedtthebit-level asz = [zy,—1, Zyw—2, - - - , To], definetheoperationincr

asfollows. Let k bethepositionof therightmostzero,i.e.,suchthatZz is of theform [z, —1, Zoy—2, - - - , Tk 11,0,1, ..., 1].
We thendefineincr(Z) to be [zy_1, Zw—2,---,Tk+1,1,0,...,0]. Forthespecialcasewherethe bit-level
representatioof z is [1, 1, ..., 1], defineincr(Z) tobe|0, ... ,0]. To shawv thatincr(Z) yieldsthebit-level
representationf z +{, 1, considerthefollowing cases:

1. WhenZ = [1,1,...,1], wehave z = —1. Theincrementedialueincr(z) = [0, ..., 0] hasnumeric
valueO.
2. Whenk =w—1,ie.,Z =[0,1,...,1], wehavez = TMaz,,. Theincremented/alueincr(z) =

[1,0,...,0] hasnumericvalue TMin,,. FromEquation2.12,we canseethat TMaz,, +¢, 1 is oneof
the positive overflon casesyielding TMin,,.

3. Whenk < w — 1,i.e.,x # TMaz,, andz # —1, we canseethatthelow-orderk + 1 bits of incr(Z)
hasnumericvalue2*, while thelow-orderk + 1 bits of # hasnumericvalue 5= 2! = 2% — 1. The
high-orderw — k + 1 bits have matchingnumericvalues.Thus,incr (£) hasnumericvaluez + 1. For
all casestherthanz = TMaz,,, addingl to z will notcauseary overflow, andhencer+!,1 = z+1.

Asillustrations,Table2.10shavs how complementingindincrementingaffectthenumericvaluesof several
4-bit vectors.
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z "z incr(" &)
0101] 5 | [1010] —6 | [1011] -5
0111] 7 [1000] -8 |[1001] -7
[1100] —4 | [0011] 3 |[0100] 4
[0000] 0| [1111] —1][0000] O
[1000] —8|[0111] 7 |[1000] -8

Table2.10: Examplesof Complementingand Incr ementing4-bit numbers. Theeffectis to computethe
two’s valuenegation.

Problem 2.16[Category 1]:
Fill in thefollowing tableshaving the effectsof complementingandincrementingsereral
5-bit vectors,in the style of Table2.10. Shav boththebit vectorsandthe numericvalues.

~ =

z z incr (" X)

[01101]
[01111]
[11000]
]
]

[11111
[10000

Problem 2.17[Category 2]:

Arguethatfirst decrementingndthencomplementings equivalentto complementingnd
thenincrementing.Thatis, for ary signedvaluex, theC expressionsx , “x+1 , and™(x-

1) yield identicalresults. What mathematicabropertiesof two’s complementaddition
doesyour derivationrely on?

2.3.4 UnsignedMultiplication

Integersz andy in therangel < z,y < 2¥ — 1 canberepresentedsw-bit unsignechumbersput their
productz - y canrangebetweer) and (2% — 1)% = 22» — 2w+ 4 1. This couldrequireasmary as2w bits
to representinstead unsignedmultiplicationin C is definedto yield the w-bit valuegivenby thelow order
w bits of the 2w-bit integer product. By Equation2.7, this canbe seento be equivalentto computingthe
productmodulo2™. Thus,theeffect of thew-bit unsignedmultiplicationoperatiort %, is:

z*4y = (z-y)mod?2%¥ (2.14)

It is well known that modulararithmeticforms a ring. We canthereforededucethat unsignedarithmetic
over w-bit numberdormsaring ({0,...,2% — 1}, +%,*% - ¥ 0,1).

wr wr w?
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Mode z Y T-y Truncatedr - y
Unsigned 5 [101] | 3 [o11] | 15 [001111] | 7  [111]
Two'sComp.| —3 [101] | 3 [011] | =9 [110111] | =1  [111]
Unsigned 4 [100] | 7 [111] | 28 [011100] | 4  [100]
Two'sComp.| —4 [100] | —1 [111] | 4 [000100] | —4  [100]
Unsigned 3 [011] | 3 [011] | 9 [001001] 1 [001]
Two'sComp.| 3 [011] | 3 [011] | 9 [001001] | 1  [001]

Table2.11: 3-Bit Unsignedand Two’s Complement Multiplication Examples. Although the bit-level
representationsf thefull productsmaydiffer, thoseof thetruncatedproductsareidentical.

2.3.5 Two’s ComplementMultiplication

Integersz andy in therange—2¥"! < z,y < 2¥~! — 1 canbe representecsw-bit two’s complement
numbersput their productz - y canrangebetween—2*~1. (2v—1 — 1) = —22w=2 4 gw—1 gnd—2w-1.

—2w—l — 22w=2_ Thjs could requireas mary as2w bits to represenin two’s complemenform—most
caseswould fit into 2w — 1 bits, but the specialcaseof 22*~2 requiresthe full 2w bits. Instead,signed
multiplicationin C is generallyperformedby truncatingthe 2w-bit productto w bits. By Equation2.8,the
effect of the w-bit two’s complemenmultiplicationoperatiort !, is:

c*ty = U2Tyu((zy) mod 2¥) (2.15)

We claim thatthe bit-level representationf the productoperationis identicalfor both unsignedandtwo’s

complementmultiplication. Thatis, givenbit vectorsz andy of lengthw, the bit-level representationf the

unsignedoroductB2U ,,(Z)* & B2U ,,(7) isidenticalto thebit-level representationf thetwo’scomplement
productB2T,, (%) * !, B2T,(£). Thisimpliesthatthemachinecanuseasingletype of multiply instruction

to multiply bothsignedandunsignedntegers.

To seethis, let z = B2T,,(Z) andy = B2T,(y) bethe two’'s complementvaluesdenotecdby thesebit
patternsandlet 2’ = B2U (%) andy’ = B2U (%) betheunsignedvalues.From Equation2.3, we have
' =z + zp_12%, andy’ = y + y,,_12¥. Computingthe productof thesevaluesmodulo2¥ gives:

(' -y )Ymod 28 = [(z4 24-12%) - (¥ + Yw—12")] mod 2¥ (2.16)
= [LE "y + (xwfly + wall')?w + xwflwalzmu] mod 2% (2.17)
= (z-y) mod 2% (2.18)

Thus,thelow-orderw bitsof z - y andz’ - y' areidentical.

As illustrations, Table 2.11 shaws the resultsof multiplying different3-bit numbers.For eachpair of bit-
level operandswe performboth unsignedandtwo’s complemenimultiplication. Note that the unsigned,
truncatedroductalwaysequalse -y mod 8, andthatthebit-level representationsf bothtruncatedproducts
areidentical.
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Problem 2.18[Category 1]:
Fill in thefollowing tableshawving the resultsof multiplying different3-bit numbersjn the
styleof Table2.11

Mode z Y -y Truncatedr - y
Unsigned [110] [010]
Two’s Comp. [110] [010]
Unsigned [001] [111]
Two’s Comp. [001] [111]
Unsigned [111] [111]
Two’s Comp. [111] [111]

Problem 2.19[Cateagory 3]:

Supposeave wantto computethecomplete2w-bit representationf x -y, wherebothz andy
areunsignedpnamachinefor which datatypeunsigned is w bits. Thelow-orderw bits
of the productcanbe computedwith the expressionx*y , sowe only requirea procedure
with prototype

unsigned unsigned_high_p rod(unsi gned x, unsigned vY);

thatcomputeghe high-orderw bits of x - y for unsignedvariables.
We have accesgo alibrary functionwith prototype:

int signed_high_pro d(int x, int vy);

thatcomputeghe high orderw bits of z - y for the casewherez andy arein two’'s com-
plementform. Write codecalling this procedureto implementthe function for unsigned
arguments.Justifythe correctnessf your solution.

[Hint:]] Look attherelationshipbetweenhesignedproductz - y andthe unsignedoroduct
z' -y in thederivationof Equation2.18.

We canseethatunsignedarithmeticandtwo’s complemenarithmeticoverw-bit numbersareisomorphic—
theoperationst?, - ¥, and* % have the exactsameeffect atthe bit level asdo +,, - £, and* . Fromthis

w?

we candeducehattwo’s complemenarithmeticformsaring ({—2v=1,... 2wt — 1}, 4 *t -t 0, 1).

s Twy wr T w

2.3.6 Multiplying by Powers of Two

On most machines,the integer multiply instructionis fairly slon—requiring 12 or more clock cycles,
whereasother integer operationssuch as addition, subtraction,bit-level operations,and shifting require
only oneclock cycle. As a consequenceygneimportantoptimizationusedby compilersis to attemptto
replacemultiplicationsby constanfactorswith combinationsf shift andadditionoperations.



2.3. INTEGERARITHMETIC 37

Let =z be the unsignedinteger representedby bit pattern|z,,—1, zy—o,...,z0]. Thenfor ary k& > 0, we
claim the bit-level representationf z2* is givenby [z, 1,2y o,...,0,0,...,0], wherek 0’s have been
addedto theright. This propertycanbedervedusingEquation2.1.:

w—1
B2U 1k ([Tw—1, Tw—2, - - -5 T0,0,...,0]) = 22.731-2”"C
i=0

w—1 )
= lz ml] -2
=0

= g2k

Fork < w, wecantruncatetheshiftedbit vectorto beof lengthw, giving [z —k—1, Tw—k—2, - - - , 0,0, ..., 0].
By Equation2.7, this bit-vectorhasnumericvalue 22¥ mod 2% = z *¥ 2*. Thus,for unsignedvariable

X, theC expressiorx << Kk isequivalenttox * pwr2k , wherepwr2k equalszk. In particular we can

computepwr2k aslU << k.

By similarreasoningye canshaw thatfor atwo’scomplemenhumberz having bit patternz,,—1, Zy—2, . - ., Zol,
andary k in therange0 < k < w, bit pattern[z,,—x—_1, ..., Zo,0,...,0] will bethe two’s complement
representationf = *% 2%, Therefore for signedvariablex , the C expressionx << k is equivalentto

X * pwr2k , wherepwr2k equalszk.

Problem 2.20[Categgory 2]:

Supposeave aregiventhetaskof generatingcodeto multiply integervariablex by various
differentconstanfactorsK. To be efficient we wantto useonly the operationst, - , and
<<. Forthefollowing valuesof K, write C expressiongo performthe multiplicationusing
atmost3 operationgperexpression.

A K =5:
B. K=9
C. K =14
D. K = —56:

2.3.7 Dividing by Powers of Two

Integer division on mostmachineds even slower thaninteger multiplication—requirig 30 or moreclock
cycles. Dividing by a power of two canalsobe performedusingshift operationsput we usea right shift
ratherthanalleft shift.

Forz > 0 andy > 0, theresultof integer division shouldbe | z/y |, wherefor ary realnumbera, |a| is
definedto bethe uniqueintegera’ suchthata’ < a < @’ + 1. As examples:|3.14] = 3, |—3.14| = —4,
and|3]| = 3.
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Let z be the unsignednteger representedby bit pattern|z,,_1, Zy—2, - - ., zo], andk bein therange0 <
k < w. Letz' betheunsignechumberwith w — k-bit representatiofic,, 1, Zy—2, - - - , zx|, andz” bethe
unsignednumberwith k-bit representatiofizy, 1, ..., zo]. We claimthatz’ = |z/2*|. To seethis, by
Equation2.1,wehavez = ¥ ! 2;2%, ' = X F 1 2,21% andz” = Y"1 2,2'. We canthereforewrite
z asz = 2Fz' + z”. Obserethat0 < z” < YF7 12" = 2¥ — 1, andhenced < 2" < 2, implying that
|z" /2| = 0. Therefore|z /2% | = |2’ + 2" /2F| = =’ + |"/2F| = &'

Obsenrethatperformingaright shift of bit vector[z,, 1, 42, . . . , ©o] by k yieldsbit vector[0, ..., 0, Zy—1, T2, - -

Thisbit vectorhasnumericvaluez’, i.e.,logically right shiftinganunsignechumberby & is equivalentto di-
viding it by 2¢. Thereforefor unsignedariablex, theC expressiorx >> k isequvalenttox / pwr2k ,
wherepwr2k equalszk.

Letz bethetwo’scomplemenintegerrepresentedy bit patternz,,—1, Z,—2, - - - , o], andk bein therange
0 < k < w. Letz’ bethetwo’s complemenhumberrepresentetly thew — k bits [zy—1, Tw—2, - - - , Tk,
and z” be the unsignednumberwith representedy the k bits [z _1,...,z¢]. By a similar analysis
as the unsignedcase,we have z = 2%z’ + 2z, and0 < 2" < 2k, giving ' = |z/2¥]. Further
more, obsere that shifting bit vector [z,,_1, -2, . . ., zo] right arithmetically by & yields a bit vector

[Tw—1y---s Toy—1, Toy—1, Tw—2, - - - , Tg), Whichis thesignextensionfrom w—k bitsto w bitsof [zy_1, Ty—2, - - -, Tk].

Thus,this shiftedbit vectoris thetwo’s complementepresentationf z'.

Forz < 0 andy > 0, theresultof integer division shouldbe [z/y]|, wherefor ary realnumbera, [a]
is definedto be the uniqueinteger o’ suchthata’ — 1 < a < o'. Thatis, integer division shouldround
negative resultsupwardtoward zero. For examplethe C expression5/2  yields-2 . Thus,right shiftinga
negative numberby k& is not equivalentto dividing it by 2 whenroundingoccurs. For example,the 4-bit
representatioof —5 is [1011]. If we shift it right by onearithmeticallywe get[1101], which is thetwo’s
complementepresentationf —3.

We cancorrectfor this roundingby “biasing” thevaluebeforeshifting. This techniquesxploits the property
that[z/y] = |(z +y — 1)/y] for integersz andy suchthaty > 0. Thus,for z < 0, if wefirstadd2* — 1

to z beforeright shifting, we will geta correctlyroundedresult. This analysisshavs thatthe C expression
(x<0 ? (x + (1<<k)-1) . X) >> k is equwvalentto x/pwr2k , wherepwr2k equalst. For

example,to divide —5 by 2, wefirstaddbias2 — 1 = 1 giving bit pattern[1100]. Right shifting this by one
arithmeticallygivesbit pattern[1110], whichis thetwo’s complementepresentationf —2.

2.3.8 Summary

We have seerthatthefinite integerarithmeticimplementedy C hassomepeculiarproperties For example,
theexpressiorx * x canevaluateto anegatve number Nonethelesdyothunsignedandtwo’scomplement
arithmeticsatisfieghepropertieof aring. Thisallows compilersto domary optimizations.For example,in
replacingtheexpression7*x by (x<<3)-x , we make useof theassociatie, commutatve anddistributive
propertiesalongwith therelationshipbetweershifting andmultiplying by powersof two.

We have seenseveral clever waysto exploit combinationsbit-level operationsand arithmeticoperations.
For example,we sav that™+1 is equivalentto -x . As anotherexample,supposeave want a bit pattern
of theform [0,...,0,1,...,1], consistingof w — k 0's followed by &k 1's. Suchbit patternsare usefulfor

maskingoperations.This sucha patterncanbe generatedy the C expression(1<<k)-1 , exploiting the
propertythatthe desiredbit patternhasnumericvalue2® — 1.

-y Tk
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Problem 2.21[Categgory 2]:
Write C expressionso generateéhefollowing bit patternswherea” represents repetitions
of symbola. Assumeaw-bit datatype.

A, 1w—kpk,

B. o¥—k-Ji1kps,

Problem 2.22[Categgory 2]:

Supposeve numberthe bytesin a w-bit word from 0 (leastsignificant)to w/8 — 1 (most
significant). Write codefor thefollowing C function, thatwill returnanunsignedvaluein
whichbytei of agumentx hasbeenreplacedoy byteb.

unsigned replace_byte
(unsigned x, int i, wunsigned char b)

Herearesomeexamplesshaving how the functionshouldwork

replace_byte(0x 12345678, 2, OxAB) --> 0x12AB5678
replace_byte(0x 12345678, 0, OxAB) --> 0x123456AB

Problem 2.23[Categgory 3]:

Fill in codefor thefollowing C functions.Functionsrl performsalogicalright shift using
anarithmeticright shift (givenby valuexsra ), followed by otheroperationsiotincluding
right shifts or division. Functionsra performsan arithmeticright shift using a logical
right shift (givenby valuexsrl ), followedby otheroperationsotincludingright shiftsor
division. You mayassumehatint ’sare32-bitslong.

unsigned  srl(unsigned X, int k)

{ /*  Perform shift  arithmetically *
unsigned xsra = (int) X >> k;

}

int  sra(int X, int k)

{ /*  Perform shift logically */

int xsrl = (unsigned) X >> k;
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Problem 2.24[Categgory 2]:
Assumewe arerunningcodeon a 32-bit machineusingtwo’s complementarithmeticfor
signedvariables.Thevariablesaredeclaredandinitialized asfollows:

int x = foo(); /*  Arbitrary value */
int 'y = bar(); [*  Arbitrary value */
unsigned ux = Xx;
unsigned uy =vy;

For eachof thefollowing C expressionsegitherl1) arguethatit is true (i.e., evaluatesto 1)
for all valuesof x andy, or 2) give examplevaluesof x andy for whichit is false(i.e.,
evaluatedo 0.)

A x >0 || (2% <0
B.(x &7) != 7 || (x<<30 < 0)

C.x *x) >=0
D.x<0]] x <=0
Ex>0]|] -x >=20
F x*y == uxtuy

G. XYY + uy*ux == -y

2.4 Floating Point

Floatingpoint representationprovide a meansof encodingrationalnumbersof theform V = z x 2¥%. It
is usefulfor performingcomputationsnvolving very large numberd|V| > 0) or numbersvery closeto 0
(V]| <0).

Up until the 19805, every computemanubcturerdevisedits own corventionsfor how floating point num-
berswererepresentedndthe detailsof the operationgerformedon them. In addition,they oftendid not
worry too muchaboutthe accurag of the operationsyiewing speedandeaseof implementatiorasbeing
morecritical thannumericalprecision.

All of this changedaround1985with the adwent of IEEE Standard754, a carefully craftedstandardfor
representindgloatingpointnumbersandtheoperationperformedonthem. This effort startedn 1976under
Intel's sponsorshipwith the designof the 8087, a chip that provided floating point supportfor the 8086
processaor They hired Prof. William Kahanof University of California, Berkeley asa consultantto help
designthe standardandthen pushedt throughthe standardizatioprocesswith the Institute of Electrical
andElectronicsEngineergIEEE). Nowadaysvirtually all computersupportiEEE floating point. This has
greatlyimprovedthe portability of scientificapplicationprogramsacrosdifferentmachines.



