
Chapter 2

Representingand Manipulating
Inf ormation

2.1 Inf ormation Storage

Moderncomputersstoreandprocessinformationrepresentedastwo-valuedsignals. Theselowly binary
digits,or bits form thebasisof thedigital revolution. It mayseemwastefulto transmita two-valuedsignal
alonga wire, asopposedto sayusing10 differentvoltagelevelsto encodea decimaldigit. Thecircuitry to
transmitandstoretwo-valuedsignalsis muchsimplerandmorereliable,enablingmanufacturersto integrate
millions of suchcircuitson asinglesiliconchip.

Ratherthanaccessingindividual bits in a memory, mostcomputersuseblocksof 8 bits, or bytesas the
smallestaddressableunit of memory. That is, a machine-level programviews its memoryspaceasa very
large arrayof bytes. As indicatedby its name,this virtual addressspaceis merelya conceptualimage
presentedto themachine-level program.Theactualimplementationusesa combinationof random-access
memory(RAM), disk storage,specialhardwareandoperatingsystemsoftwareto implementa large,“flat”
addressspace.

Onetaskof a compileranda program’s run-timesystemis to subdivide thismemoryspaceinto moreman-
ageableunits to storeindividual programdata,instructions,andcontrol information. Variousmechanisms
areusedto allocateandmanagethe storagefor different partsof the program. This managementis all
performedwithin thevirtual addressspace.For example,a pointerin C, whetherit pointsto an integer, a
structure,or someotherprogramunit, is simply thevirtual addressof thefirst byteof someblockof storage.

2.1.1 HexadecimalNotation

A singlebyteconsistsof 8 bits. In binarynotation,its valuerangesfrom
�����������������

to ��������������� � . When
viewed asa decimalinteger, its valuerangesfrom

�����
to ��	�	 ��� . Neithernotationis very convenientfor

describingbit patterns.Binary notationis too verbose,while with decimalnotation,it is tediousto convert
to andfrom bit patterns.Instead,we write bit patternsasbase16, or hexadecimalnumbers.Hexadecimal
(or simply “Hex”) usesdigits ‘0’ through‘9’, alongwith characters‘A’ through‘F’ to represent16possible
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6 CHAPTER2. REPRESENTINGAND MANIPULATING INFORMATION

Hex digit 0 1 2 3 4 5 6 7
DecimalValue 0 1 2 3 4 5 6 7
BinaryValue 0000 0001 0010 0011 0100 0101 0110 0111

Hex digit 8 9 A B C D E F
DecimalValue 8 9 10 11 12 13 14 15
BinaryValue 1000 1001 1010 1011 1100 1101 1110 1111

Table2.1: HexadecimalNotation EachHex digit encodesoneof 16 values.

values.Table2.1 shows thedecimalandbinaryvaluesassociatedwith the16 hexadecimaldigits. Written
in hexadecimal,thevalueof asinglebytecanrangefrom 00

��

to FF

��

.

In C, numericconstantsstartingwith 0x or 0X are interpretedasbeing in hexadecimal. The characters
‘A’ through‘F’ may be written in eitherupperor lower case. For example,we could write the number
FA1D37B

��

as0xFA1D37B, as0xfa1d37b , or even mixing upperandlower case,e.g.,0xFa1D37b .

Fromnow on,we will usetheC notationfor representinghexadecimalvaluesin this text.

An unpleasant,but often necessarytask in working with machine-level programsis to manuallyconvert
betweendecimal,binary, andhexadecimalrepresentationsof bit patterns.A startingpoint is to beableto
convert, in bothdirections,betweenasinglehexadecimaldigit anda4-bit binarypattern.

Problem2.1 [Category1]:
Fill in themissingentriesin thefollowing table,giving thedecimal,binary, andhexadeci-
mal valuesof differentbytepatterns.

Decimal Binary Hexadecimal
0 00000000 00
55
136
243

01010010
10101100
11100111

A7
3E
BC

2.1.2 Words

Every computerhasa word size, indicatingthenominalsizeof integer-valueddata.Sincea virtual address
is encodedby sucha word, themost importantsystemparameterdeterminedby theword sizeis thesize
of thevirtual addressspace.That is, for a machinewith an � -bit word size,thevirtual addressescanrange
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C Declaration Typical32-bit CompaqAlpha
char 1 1

int 4 4
short int 2 2

long int 4 8
char * 4 8

float 4 4
double 8 8

Table2.2: Sizes(in Bytes)of C Numeric Data Types.Thenumberof bytesallocatedvarieswith machine
andcompiler.

from
�

to �
����� , giving theprogramaccessto at most �
� bytes.

Most computerstodayhave a 32-bit word size. This limits thevirtual addressspaceto 4 gigabytes(4GB),
i.e.,justover ����� ��� bytes.Althoughthisis amplespacefor mostapplications,weareapproachingthepoint
wheremany largescalescientificanddatabaseapplicationsrequirelargeramountsof storage.Consequently,
high-endmachineswith 64-bitwordsizesarebecomingavailable.Suchmachineswill becomeincreasingly
commonplaceasstoragecostsdecrease.

2.1.3 Data Sizes

Computersandcompilerssupportmultipledataformatsusingdifferentencodings(e.g.,integersandfloating
point) anddifferentlengths.For example,many machineshave instructionsfor manipulatingsinglebytes,
aswell as integersrepresentedas2, 4, and8-bytequantities. They alsosupportfloating point numbers
representedas4 and8-bytequantities.

TheC languagealsosupportsmultipledataformatsfor bothintegerandfloatingpointdata.TheC datatype
char representsasinglebyte.Althoughthename“char” derivesfrom thefactthatit is usedto storeasingle
characterin atext string,it canalsobeusedto storeintegervalues.TheC datatypeint canalsobeprefixed
by thequalifierslong andshort , providing integerrepresentationsof varioussizes.Table2.2shows the
numberof bytesallocatedfor variousC datatypes. The exact numbercandependon both the machine
and the compiler. We show two representative cases:a typical 32-bit machine,and the CompaqAlpha
architecture,a 64-bit machinetargetinghigh endapplications.Most 32-bit machinesusethe allocations
indicatedas“typical.” Observe that“short” integershave 2-byteallocations,while anunqualifiedint is 4
bytes.A “long” integerusesthefull wordsizeof themachine.

Table2.2alsoshows thata pointer(e.g.,a variabledeclaredasbeingof type“char * ”) alsousesthefull
word sizeof themachine.In addition,mostmachinessupporttwo differentfloatingpoint formats:single
precision,declaredin C asfloat , anddoubleprecision,declaredin C asdouble . Theseformatsuse4
and8 bytes,respectively.

Programmersshouldstrive,asmuchaspossible,to make theirprogramsportableacrossdifferentmachines
andcompilers.Oneaspectof portability is to make theprograminsensitive to theexactsizesof thedifferent
datatypes. The C standardsetslower boundson the numericrangesof the differentdatatypes,aswill
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be coveredlater, but thereareno upperupperbounds.Since32-bit machineshave beenthe standardfor
the last 20 years,many programshave beenwritten assumingthe allocationslisted as“typical 32-bit” in
Table2.2. Giventhe increasingprominenceof 64-bit machinesin thenearfuture,many hiddenword size
dependencieswill show up as bugs in migrating theseprogramsto new machines. For example,many
programmersassumethataprogramobjectdeclaredastype int canbeusedto storeapointer. Thisworks
fine for most32-bitmachines,but leadsto problemson anAlpha.

2.1.4 Addressingand Byte Ordering

For programobjectsthatspanmultiple bytes,we mustestablishtwo conventions:whatwill betheaddress
of theobject,andhow will we orderthebytesin memory. In virtually all machines,a multi-byteobjectis
storedasacontiguoussequenceof bytes,with theaddressof theobjectgivenby thesmallestaddressof the
bytesused.For example,supposeavariablex of typeint hasaddress0x100 , i.e., thevalueof theaddress
expression&x is 0x100 . Thenthe 4 bytesof x would be storedin memorylocations0x100 , 0x101 ,
0x102 , and0x103 .

For orderingthebytesrepresentinganobject,therearetwo commonconventions.Considera � -bit integer
having a bit representation� ����� ��� ��� � �
�"!"!"!#� � �"� � �%$ , where ����� � is themostsignificantbit, and � � is the
least.Thesebitsarethengroupedasbytes,with themostsignificantbytehaving bits � � ��� � � � ��� � �"!"!"!&� � ����' $ ,
theleastsignificantbytehaving bits � �)( � � 
*�"!"!"!&� � �%$ , andtheotherbyteshaving bits from themiddle.Some
machineschooseto storethe object in memoryorderedfrom most significantbyte to least,while other
machinesstorethemfrom leastto most. The former convention, wherethe leastsignificantbyte comes
first, is referredto asLittle Endian. This conventionis followedby mostmachinesfrom theformerDigital
EquipmentCorporation,aswell asfrom Intel. Thelatterconvention,wherethemostsignificantbytecomes
first, is referredto asBig Endian. This conventionis followedby mostmachinesfrom IBM, Motorola,and
SunMicrosystems.Notethattheaboveclassificationof companiesusesthequalifier“most,” sincethecon-
ventionsdo not split preciselyalongcorporateboundaries.For example,personalcomputersmanufactured
by IBM usetheIntel chip andhencearelittle endian.Many microprocessorchips,includingAlphaandthe
PowerPCby Motorolacanberun in eithermode,with thebyteorderingconventiondeterminedwhenthe
chip is poweredup.

Continuingour earlierexample,supposethevariablex of type int andaddress0x100 hashexadecimal
valueis 0x01234567 , andthevalueof addressexpression&x is 0x100 . Theorderingof thebyteswithin
theaddressrange0x100 through0x103 woulddependon thetypeof machine:

Big Endian
0x100 0x101 0x102 0x103+"+"+ 01 23 45 67 +"+"+

Little Endian
0x100 0x101 0x102 0x103+"+"+ 67 45 23 01 +"+"+

Notethatin theword0x01234567 thehigh orderbytehashexadecimalvalue0x01 , while thelow order
bytehasvalue0x67 .
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typedef unsigned char *byte_pointer;

void show_bytes(byt e_poi nt er start, int len)
{

int i;
for (i = 0; i < len; i++)

printf(" %.2x", start[i]);
printf("\n");

}

void show_int(int x)
{

show_bytes((byt e_poi nt er ) &x, sizeof(int));
}

void show_float(flo at x)
{

show_bytes((byt e_poi nt er ) &x, sizeof(float)) ;
}

void show_pointer(v oid *x)
{

show_bytes((byt e_poi nt er ) &x, sizeof(void *));
}

Figure 2.1: Code to Print the Byte Representationof Program Objects. This codeusescastingto
circumventthetypesystem.

Peopleget surprisinglyemotionalaboutwhich byteorderingis theproperone. In fact, the names“Little
Endian” and“Big Endian” comefrom the book Gulliver’s Travelsby JonathanSwift, wheretwo warring
factionscouldn’t agreeby whichendasoft-boiledeggshouldbeopened—thelittle endor thebig. Justlike
theegg issue,thereis no technologicalreasonto chooseonebyteorderingconventionover theother, and
hencetheargumentsdegenerateinto bickeringaboutsocio-politicalissues.

For mostapplicationprogrammers,thebyteorderingusedby theirmachineis totally transparent.Programs
canbecompiledfor eitherclassof machineandgive identicalresults.Therearecases,however, in which
byte orderingbecomesan issue. The first is whenbinary datais communicatedover a network between
differentmachines.A commonproblemis for dataproducedby a little endianmachineto besentto a big
endianmachine,or vice-versa,leadingto thebyteswithin thewordsbeingin reverseorderfor thereceiving
program.To avoid suchproblems,codewritten for networking applicationsshouldestablishconventions
for byte orderingandmake surethe sendingmachineconverts its internal representationto the network
standard,while thereceiving machineconvertsthenetwork standardto its internalrepresentation.

A secondcaseis whenprogramsarewrittenthatcircumventthenormaltypesystem.In theC language,this
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int ival = 12345;
float fval = 12345;
int *pval = &ival;
show_int(ival);
show_float(fval );
show_pointer(pv al );

Figure 2.2: Byte RepresentationExamples. This codeprints the byte representationsof sampledata
objects.

canbedoneusinga castto allow anobjectto bereferencedaccordingto a differentdatatypefrom which
it wascreated.Suchcodingtricksarestronglydiscouragedfor mostapplicationprogramming,but they can
bequiteusefulandevennecessaryfor system-level programming.

Figure2.1shows C codethatusescastingto accessandprint thebyterepresentationsof differentprogram
objects.Weusetypedef to definedatatypebyte_pointer aspointerto anobjectof type“unsigned
char .” Suchabytepointerreferencesasequenceof byteswhereeachbyteisconsideredto beanonnegative
integer. The first routineshow_bytes is given the addressof a sequenceof bytes,indicatedby a byte
pointer, anda bytecount.It printstheindividual bytesin hexadecimal.TheC formattingdirective “%.2x ”
indicatesthatanintegershouldbeprintedin hexadecimalwith at leasttwo digits.

Proceduresshow_int , show_float ,andshow_pointer demonstratehow touseprocedureshow_bytes
to print thebyterepresentationsof C programobjectsof type int , float , andvoid * , respectively. Ob-
serve thatthey simplypassshow_bytes apointer&x to theirargumentx , castingthepointerto beof type
“unsigned char * .” Thiscastindicatesto thecompilerthattheprogramshouldconsiderthepointerto
beto a sequenceof bytesratherthanto anobjectof theoriginal datatype. This pointerwill thenbeto the
lowestbyteaddressusedby theobject.

Theseproceduresusethe C operatorsizeof to determinethe numberof bytesusedby the object. In
general,the expressionsizeof( , ) returnsthe numberof bytesrequiredto storean objectof type , .
Usingsizeof , ratherthana fixedvalue,is onesteptowardwriting codethat is portableacrossdifferent
machinetypes.

We ranthecodeshown in Figure2.2on severaldifferentmachines,giving theresultsshown in Figure2.3.
Themachinesusedwere:

Linux: Intel PentiumII runningLinux.

NT: Intel PentiumII runningWindows-NT.

Sun: SunMicrosystemsUltraSPARC runningSolaris.

Alpha: CompaqAlpha21164runningDigital Unix.

Our sampleintegerargument12345hashexadecimalrepresentation0x00003039 . For the int data,we
get identicalresultsfor all machines,exceptfor thebyte ordering. In particular, we canseethat the least
significantbytevalueof 0x39 is printedfirst for Linux, NT, andAlpha, indicatinglittle endianmachines,
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Machine Value Type Bytes(Hex)
Linux 12345 int 39 30 00 00
NT 12345 int 39 30 00 00
Sun 12345 int 00 00 30 39

Alpha 12345 int 39 30 00 00
Linux 12345. float 00 e4 40 46
NT 12345. float 00 e4 40 46
Sun 12345. float 46 40 e4 00

Alpha 12345. float 00 e4 40 46
Linux &ival int * 3c fa ff bf
NT &ival int * 1c ff 44 02
Sun &ival int * ef ff fc e4

Alpha &ival int * 80 fc ff 1f 01 00 00 00

Figure2.3: Byte Representationsof Different Data Values. Resultsfor int and float areidentical,
exceptfor byteordering.Pointervaluesaremachine-dependent.

and last for Sun, indicatinga big endianmachine. Similarly, the bytesof the float dataare identical,
exceptfor thebyteordering.On theotherhand,thepointervaluesarecompletelydifferent. Thedifferent
machine/operatingsystemconfigurationsusedifferentconventionsfor storageallocation. Oneinteresting
featureto noteis that the Linux andSunmachinesuse4-byteaddresses,while theAlpha uses8-bytead-
dresses.

Observe thatalthoughthefloatingpoint andthe integerdatabothrepresentthenumericvalue12345,they
have very different byte patterns:0x00007AB7 for the integer, and 0x4640E4 for floating point. In
general,thesetwo formatsusedifferent encodingschemes.Observe, however, that if we expandthese
hexadecimalpatternsinto binary and shift them appropriately, we find a sequenceof 13 matchingbits,
indicatedby asequenceof asterisks:

0 0 0 0 3 0 3 9
000000000000000 00011000000111001

*************
4 6 4 0 E 4 0 0

01000110010000 00111001000000000

This is not coincidental.Weshallreturnto thisexamplewhenwe studyfloatingpoint formats.

Problem2.2 [Category1]:
Runthesamplecodeon differentmachinesto which you have access.Determinethebyte
orderingsusedby thesemachines.

Problem2.3 [Category1]:
Try runningthecodefor differentsamplevalues.
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Problem2.4 [Category1]:
Write proceduresshow_short , show_long , and show_double that print the byte
representationsof C objectsof typesshort int , long int , anddouble respectively.
Try theseouton severalmachines.

Problem2.5 [Category2]:
Write a procedureis_little_endia n thatwill return1 whencompiledandrun on a
little endianmachine,andwill return0 whencompiledandrunonabig endianmachine.

2.1.5 RepresentingStrings

Stringsin C aredenotedby arraysof charactersterminatedby thenull character. Eachcharacteris repre-
sentedby somestandardencoding,with themostcommonbeingtheASCII charactercode.Thus,if we run
our routineshow_bytes with arguments"12345" and6 (to includetheterminatingcharacter),we get
the result33 31 34 31 35 00 . Observe that the ASCII codefor digit value � happensto be 0x3 � ,
and that the terminatingbyte hashex representation0x00 . This sameresultwould be obtainedon any
systemusingASCII asits charactercode,independentof thebyteorderingandword sizeconventions.As
aconsequence,text datais moreplatform-independentthanbinarydata.

2.1.6 RepresentingCode

Considerthefollowing C function:

int sum(int x, int y)
{

return x+y;
}

Whencompiledon our samplemachines,we generatemachinecodehaving thefollowing byterepresenta-
tions:

Linux: 55 89 e5 8b 45 0c 03 45 08 89 ec 5d c3

NT: 55 89 e5 8b 45 0c 03 45 08 89 ec 5d c3

Sun: 81 C3 E0 08 90 02 00 09

Alpha: 00 00 30 42 01 80 FA 6B

Herewe find that the instructioncodingsaredifferent,exceptfor theNT andLinux machines.In general,
different machinetypesusedifferent and incompatibleinstructionsand encodings. The NT and Linux
machinesboth have Intel processorsandhencesupportthe samemachine-level instructions. In general,
however, thestructureof anexecutableNT programdiffersfrom aLinux program,andhencethemachines
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˜

0 1

1 0

& 0 1

0 0 0

1 0 1

| 0 1

0 0 1

1 1 1

ˆ 0 1

0 0 1

1 1 0

Table2.3: Operations of BooleanAlgebra. Binary values1 and0 encodelogic valuesTRUE andFALSE,
while operations̃ , &, | , andˆ encodelogical operationsNOT, AND, OR, andEXCLUSIVE-OR, respec-
tively.

arenot fully binarycompatible.Binary codeis seldomportableacrossdifferentcombinationsof machine
andoperatingsystem.

A fundamentalconceptof computersystemsis that programs,from the perspective of the machine,are
simply sequencesof bytes. The machinehasno informationaboutthe original sourceprogram,except
perhapssomeauxiliary tablesmaintainedto aid in debugging.

2.1.7 BooleanAlgebrasand Rings

Sincebinaryvaluesareat thecoreof how computersencode,store,andmanipulateinformation,arich body
of mathematicalknowledgehasevolvedaroundthestudyof thevalues0 and1. This startedwith thework
of George Boole in the late 19th century, andhencegoesunderthe headingof BooleanAlgebra. Boole
observed thatby encodinglogic valuesTRUE andFALSE asbinaryvalues1 and0, hecould formulatean
algebrathatcapturesthepropertiesof propositionallogic.

Table2.3definesseveraloperationsin Booleanalgebra.Our symbolsfor representingtheseoperationsare
chosento matchthoseusedby theC bit-level operations,aswill be discussedlater. Booleanoperatioñ
correspondsto the logical operationNOT, denotedin propositionallogic as - . That is, we saythat -/. is
true when . is not true, andvice-versa. Correspondingly, ˜ 0 equals1 when 0 equals0, andvice-versa.
Booleanoperation& correspondsto thelogicaloperationAND, denotedin propositionallogic as 1 . Wesay
that .2143 holdswhenboth . and 3 aretrue. Correspondingly, 0 & 5 equals1 only when 0768596:� .
Booleanoperation| correspondsto the logical operationOR, denotedin propositionallogic as ; . We say
that .<;=3 holdswheneither . or 3 aretrue.Correspondingly, 0 | 5 equals1 wheneither0=6>� or 5?6>� .
Booleanoperation̂ correspondsto the logical operationEXCLUSIVE-OR, denotedin propositionallogic
as @ . We saythat .A@<3 holdswheneither . or 3 aretrue,but not both. Correspondingly, 0 ˆ 5 equals1
wheneither0=6>� and 5?6 �

, or 0=6 �
and 5B6>� .

ClaudeShannon,who would laterfoundthefield of informationtheory, first madetheconnectionbetween
Booleanalgebraanddigital logic. In his 1937Master’s thesis,he showed that Booleanalgebracould be
appliedto thedesignandanalysisof networksof electromechanicalrelays.Althoughcomputertechnology
hasadvancedconsiderablysincethattime,Booleanalgebrastill playsacentralrole in digital systemsdesign
andanalysis.

Therearemany parallelsbetweenintegerarithmeticandBooleanalgebra,aswell asseveral importantdif-
ferences.In particular, the setof integers,denotedC , forms a mathematicalstructureknown asa ring,
denotedDEC �GF�� � � � �H�I� �KJ , with additionservingas the sumoperation,multiplication as the productop-
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SharedProperties
Property IntegerRing BooleanAlgebra
Commutativity L F�M 6 MNF L L |

M 6 M
| LLO� M 6 M �PL L &

M 6 M
& L

Associativity QRL FSM"TUFSV 6WL F Q MNFSV"T QRL |
M"T

|
V 6AL | Q M |

V&TQRLO� M"T � V 6WLX�YQ M � V"T QRL &
M"T

&
V 6AL & Q M &

V&T
Distributivity LO�4Q MNFZV&T 6[QRLX� M�T\F QRLX� V"T L & Q M |

V&T 6]QRL &
M"T

| QRL &
V&T

Identities L F^� 6AL L |
� 6_LLX�Y�`6AL L & �`6_L

Annihilator LX� � 6 � L &
� 6 �

Cancellation �?Qa�bL TcT 6AL ˜ Q ˜ L T 6AL
Uniqueto Rings
Inverse L F �bLd6 �

—

Uniqueto BooleanAlgebras
Distributivity — L | Q M &

V&T 6]QRL |
M"T

& QRL |
V&T

Complement — L | ˜ L�6>�
Idempotency — L & Ld6AL

— L | Ld6AL
Absorption — L | QRL &

M"T 6AL
— L & QRL |

M"T 6AL
DeMorgan’s Laws — ˜ QRL &

M"T 6 ˜ L | ˜
M

— ˜ QRL |
M"T 6 ˜ L & ˜

M
Table2.4: Comparison of Integer Ring and BooleanAlgebra. The two mathematicalstructuresshare
many properties,but therearekey differences,particularlybetween� and˜ .
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eration,negationas the additive inverse,andelements0 and1 servingas the additive andmultiplicative
identities.TheBooleanalgebraDfe �I� �
g � | � & � ˜ �H�I� �KJ hassimilar properties.Table2.4highlightsproperties
of thesetwo structures,showing thepropertiesthatarecommonto bothandthosethatareuniqueto oneor
theother. Oneimportantdifferenceis that˜ L is notaninversefor L under| .

If we replacetheOR operationof Booleanalgebraby theEXCLUSIVE-OR operation,andthecomplement
operation˜ with the identity operationh (i.e., h�QRL T !6iL ), we have a structure Dfe �I� �
g � ˆ � & � h �H�I� �KJ . This
structureis nolongeraBooleanalgebra—infactit’saring. It canbeseento beaparticularlysimpleform of
thering consistingof all integers e �I� � �"!"!"!
�Hj �=�
g with bothadditionandmultiplicationperformedmoduloj

. In this case,we have
j 6i� . That is, theBooleanAND andEXCLUSIVE-OR operationscorrespond

to multiplication andadditionmodulo2, respectively. Onecuriouspropertyof this algebrais that every
elementis its own additive inverse: L ˆ hkQRL T 6AL ˆ L�6 �

.

Wecanextendthefour Booleanoperationsto alsooperateonbit vectors,i.e.,stringsof 0’sand1’sof some
fixed length � . We definetheoperationsover bit vectorsaccordingthe their applicationsto thematching
elementsof thearguments.Forexample,wedefine � Ll��� ��� Ll��� �#�"!"!"!K� L �%$ & � M ��� �"�mM ��� �
�"!"!"!K�mM%�%$ tobe � Ln��� � &M � � �"� Ll� � � &

M ��� �
�"!"!"!K� L � &
M%�%$

, andsimilarly for operations̃ , &, andˆ . Letting e �I� �
g � denotetheset
of all stringsof 0’s and1’s having length � , and L � denotethestringconsistingof � repetitionsof symbolL , thenonecanseethattheresultingalgebras:Dfe �I� �
g � � | � & � ˜ �H� � � � � J and Dfe �I� �
g � � ˆ � & � h �H� � � � � J form
Booleanalgebrasandrings,respectively.

Problem2.6 [Category1]:
Fill in thefollowing tableshowing theresultsof evaluatingBooleanoperationson bit vec-
tors

Operation ResultL � � ��� � � ��� � $M � � � � � � � � � $
˜ L
˜
ML &
ML |
ML ˆ
M

Oneusefulapplicationof bit-vectorsis to representsetsof somefixedlength � . For example,wecandenote
any subseto2pAe �I� � �"!"!"!*� �A���
g asabit vector � Ln��� �"�"!"!"!&� L �&� L �%$ , whereLlq\6]� if andonly if rtsuo . For
example,(recallingthatwewrite Ll� � � ontheleft and L � ontheright),wehave Lv6]� � ��� � � ��� � $ representing
theset oW62e �I�mw�� 	 �mx g , and

M 6]� � � � � � � � � $ representingtheset y[62e �I� � � � �mx g . Underthis interpretation,
Booleanoperations| and& correspondto setunionandintersection,respectively, and˜ correspondsto set
complement.For example,theoperationL &

M
yieldsbit vector � � � ��������� � $ , while o�zXy[62e �I�mx g .

In fact, for any set { , the structure D}|~Q�{ TG�G�t� z �m��� {�J forms a Booleanalgebra,where |~Q�{ T denotesthe
setof all subsetsof { . The ability to representandmanipulatefinite setsusingbit vectoroperationsis a
practicaloutcomeof adeepmathematicalprinciple.
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2.1.8 Bit-Level and Logical Operations in C

Oneusefulfeatureof C is thatit supportsbit-wiseBooleanoperations.In fact,thesymbolswehaveusedfor
theBooleanoperationsareexactlythoseusedbyC: | for OR, & for AND, ˜ for NOT, andˆ for EXCLUSIVE-
OR. Thesecanbeappliedto any “integral” datatype,i.e.,onedeclaredastypechar , short int , int ,
or long int . Herearesomeexampleexpressionevaluations:

C Expression BinaryExpression BinaryResult C Result
˜0x41 ˜ � � � ��������� � $ ��� � ��������� �
$ 0xBE
˜0x00 ˜ � ���������������
$ ����������������� $ 0xFF
0x69 & 0x55 � � ��� � � ��� � $ & � � � � � � � � � $ � � � ��������� � $ 0x41
0x69 | 0x55 � � ��� � � ��� � $ | � � � � � � � � � $ � � ��������� � � $ 0x7D

As our examplesshow, the bestway to determinethe effect of a bit-level expressionis to expandthe
hexadecimalargumentsto their binary representations,performtheoperationsin binary, andthenconvert
backto hexadecimal.

Onecommonuseof bit-level operationsis to implementmaskingoperations,wherea maskis a bit pattern
that indicatesa selectedset of bits within a word. As an example,the mask0xFF (having 1’s for the
leastsignificant8 bits) indicatesthelow orderbyteof a word. Thebit-level operationx & 0xFF yieldsa
valueconsistingof the leastsignificantbyteof x , but with all otherbytessetto 0. For example,with x 6
0x89ABCDEF, theexpressionwould yield 0x000000EF . Theexpressioñ 0 will yield a maskof all 1’s,
regardlessof the word sizeof the machine.Although thesamemaskcanbe written 0x98FDECBA for a
32-bitmachine,suchcodeis notasportable.

Problem2.7 [Category2]:
Write C expressionsfor thefollowing values,with theresultsfor x 6 0x98FDECBAshown
in squarebrackets:

A. Theleastsignificantbyteof x , with all otherbits setto 1 [0xFFFFFFBA].

B. Thecomplementof theleastsignificantbyteof x , with all otherbytesleft unchanged
[0x98FDEC45].

C. All but the least significant byte of x , with the least significant byte set to 0
[0x98FDEC00].

Although our examplesassumea 32-bit word size, your codeshouldmatchthe English
languagedescriptionon amachinewith arbitrarywordsize.

Problem2.8 [Category2]:
Write aC expressionthatwill yield awordconsistingof theleastsignificantbyteof x , and
the remainingbytesof y . For operandsx 6 0x89ABCDEFandy 6 0x76543210 , this
wouldgive 0x765432EF .
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C also provides a set of logical operators: || , &&, and ! that correspondto the OR, AND, and NOT

operationsof propositionallogic. Thesecan easily be confusedwith the bit-level operations,but their
function is quite different. The logical operationstreatany nonzeroargumentasrepresentingTRUE and
argument0 asrepresentingFALSE. They returneither1 or 0 indicatinga resultof eitherTRUE or FALSE,
respectively. Herearesomeexampleexpressionevaluations:

Expression Result
!0x41 0x00
!0x00 0x01
!!0x41 0x01
0x69 && 0x55 0x01
0x69 || 0x55 0x01

Observe that a bit-wise operationwill have behavior matchingthat of its logical counterpartonly in the
specialcasewheretheargumentsarerestrictedto beeither0 or 1.

Problem2.9 [Category2]:
Using only bit-level and logical operations,write C expressionsthat yield 1 for the de-
scribedconditionand0 otherwise. Your codeshouldwork on a machinewith any word
size.

A. Any bit of x equals1.

B. Any bit of x equals0.

C. Any bit in theleastsignificantbyteof x equals1.

D. Any bit in theleastsignificantbyteof x equals0.

Problem2.10[Category 2]:
Using only bit-level and logical operations,write a C expressionthat is equivalent to
x == y .

C alsoprovidesa setof shift operationsfor shifting bit patternsto theleft andto theright. For anoperand
x having bit representation� � � � �"� � � � �*�"!"!"!&� � �%$ , the C expressionx << k will yield a value with bit
representation� � � ���#� � � � � ���#� � �"!"!"!&� � � �H�I�"!"!"!��
$ . That is x is shifted � bits to the left, droppingoff the �
mostsignificantbits andfilling the left endwith � 0’s. Theshift amountshouldbea valuebetween

�
and�~�Z� . Shift operationsgroupfrom left to right, sox << j << k is equivalentto (x << j) << k . Be

carefulaboutoperatorprecedence:1<<5 - 1 is evaluatedas1 << (5-1) , notas(1<<5) - 1.

Thereis a correspondingright shift operationx >> k , but it hasa slightly subtlebehavior. Generally,
machinessupporttwo forms of right shift: logical andarithmetic. A logical right shift fills the left end
with � 0’s, giving a result � �I�"!"!"!
�H�I� � � � �&� � � � �*�"!"!"! � � $ . An arithmeticright shift fills the left endwith �
repetitionsof themostsignificantbit, giving a result � � � � �"�"!"!"!K� � � � �"� � � � �&� � � � �
�"!"!"! � � $ . Thisconvention
might seempeculiar, but aswewill seeit is usefulfor operatingonsignedintegerdata.
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TheC standarddoesnot preciselydefinewhich typeof right shift shouldbeused.For unsigneddata(i.e.,
integral objectsdeclaredwith thequalifier unsigned ), right shiftsmustbe logical. For signeddata(the
default), eitherarithmeticor logical shiftsmaybeused.This unfortunatelymeansthatany codeassuming
one form or the other will potentially encounterportability problems. In practice,however, almostall
compiler/machinecombinationsusearithmeticright shiftsfor signeddata,andmany programmersassume
this is thecase.

Problem2.11[Category 3]:
Write a procedureint_shifts_are_ ar it hmeti c( ) that yields 1 whenrun a ma-
chinethatusesarithmeticright shiftsfor int ’sand0 otherwise.Yourcodeshouldwork on
a machinewith any word size. Testyour codeon severalmachines.Write andtesta pro-
cedureunsigned_shifts _are _ar it hmet ic () that determinesthe form of shifts
usedfor unsigned int ’s.

Problem2.12[Category 2]:
Wearegiventhetaskof writing aprocedureint_size_is_32( ) thatyields1 whenrun
onamachinefor whichan int is 32bits,andyields0 otherwise.Hereis ourfirst attempt:

int int_size_is_32( )
{

/* Set most significant bit (msb) of 32-bit word */
int set_msb = 1 << 31;
/* Shift past msb of 32-bit word */
int beyond_msb = 1 << 32;
/* set_msb is nonzero when size >= 32

beyond_msb is zero when size <= 32 */
return set_msb && !beyond_msb;

}

Whencompiledan run on a 32-bit SUN SPARC, however, this procedurereturns0. The
following compilermessagegivesusanindicationof theproblem:

warning: left shift count >= width of type

A. In whatwaydoesourcodefail to complywith theC standard?

B. Modify thecodeto runproperlyonany machinefor which int ’sareat least32bits.

C. Modify thecodeto runproperlyonany machinefor which int ’sareat least16bits.



2.2. INTEGERREPRESENTATIONS 19

C Declaration Guaranteed Typical32-bit
Minimum Maximum Minimum Maximum

char �B�&��� �&��� �B�&��� �&���
unsigned char

� ��	�	 � ��	�	
short [int ] � w � � � x � w � � � x � � w � � � x � w � � � x �
unsigned short [int ]

� x�w�� 	 w 	 � x�w�� 	 w 	
int � w � � � x � w � � � x � ��� � ���l� � �n� w��mx �n� � � ���l� � �n� w��mx �l�
unsigned [int ]

� x 	 � 	 w 	 � � � ���
� � � x � � ����	
long [int ] ��� � ���l� � �n� w��mx �l� � � ���l� � �n� w��mx �l� ��� � ���l� � �n� w��mx �n� � � ���l� � �n� w��mx �l�
unsigned long [int ]

� � � ���
� � � x � � ����	 � � � ���
� � � x � � ����	
Table2.5: C Integral Data types.Text in squarebracketsis optional.

Problem2.13[Category 2]:
To show how thering propertiesof ˆ canbeuseful,considerthefollowing program:

void inplace_swap(i nt *x, int *y)
{

*x = *x ˆ *y; /* Step 1 */
*y = *x ˆ *y; /* Step 2 */
*x = *x ˆ *y; /* Step 3 */

}

As thenameimplies,we claim thattheeffect of thisprocedureis to swapthevaluesstored
at thelocationsdenotedby pointervariablesx andy . Notethatunlike theusualtechnique
for swappingtwo values,we do not needa third location to temporarilystoreonevalue
while wearemoving theother.
Startingwith valuesL and

M
in thelocationspointedto by x andy , respectively, fill in the

following tablegiving thevaluesstoredatthetwo locationsaftereachstepof theprocedure.
Usethering propertiesto show thatthedesiredeffect is achieved.Recallthateveryelement
is its own additive inverse,i.e., L ˆ Lv6 �

.

Step *x *y
Initially L M
Step1
Step2
Step3
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2.2 Integer Representations

2.2.1 Integral Data Types

C supportsa variety of integral datatypes,as indicatedin Table 2.5. Eachtype hasa size designator:
char , short , int , andlong , aswell asanindicationof whethertherepresentednumberis nonnegative
(declaredasunsigned ), or possiblynegative (thedefault). Thetypicalallocationsfor thesedifferentsizes
weregivenin Table2.2.As indicatedin Table2.5,thesedifferentsizesallow differentrangesof valuesto be
represented.TheC standarddefinesaminimumrangeof valueseachdatatypemustbeableto represent.As
shown in thetable,atypical32-bitmachineusesa32-bitrepresentationfor datatypesint andunsigned ,
eventhoughtheC standardallows16-bitrepresentations.As describedin Table2.2,theCompaqAlphauses
a64-bitwordto representlong integers,giving anupperlimit of over � ! �
���O� � � � for unsignedvalues,and
a rangeof over ��� ! ���d�Y� � � ' for signedvalues.

2.2.2 Unsignedand Two’s ComplementEncodings

Assumewehaveanintegerdatatypeof � bits. Wewrite abit vectoraseither �� , to denotetheentirevector,
or as � � ��� � � � ��� � �"!"!"!&� � � $ to denotetheindividualbitswithin thevector. Treating �� asanumberwritten in
binarynotation,we obtaintheunsignedinterpretationof �� :���U� ��QK�� T !6 ��� �� q�� � ��qE� q (2.1)

That is, function
���U� � mapslength � stringsof 0’s and1’s to nonnegative integers. The leastvalueis

givenby bit vector � ��� +"+"+ �
$ having integervalue
�U���}� � !6 �

, andthegreatestvalueis givenby bit vector����� +"+"+ � $ having integervalue
�\�4�&� � !6]� ��� �q�� � � q 6>� � �<� . Thus,thefunction

���U� � canbedefinedas
a mapping

���U� ��� e �I� �
g �7� e �I�"!"!"!#� � � �A�
g . Notethat
�b� � � is a bijection, i.e., it associatesa unique

valueto eachlength � bit vector, andconverselyeachinteger between0 and � � �W� hasa uniquebinary
representation.

For many applications,we wish to representnonnegative valuesas well. The most commoncomputer
representationof signednumbersis known astwo’s complementform. This is definedby interpretingthe
mostsignificantbit of theword to have negative weight:�b�)� ��QK�� T !6 �b����� � � ��� � F � � ��q�� � ��qR� q (2.2)

The mostsignificantbit is alsocalledthe sign bit. Whenset to 1, the representedvalueis negative, and
whensetto 0 thevalueis nonnegative. The leastrepresentablevalueis given by bit vector ��� � +"+"+ �
$ (i.e.,
setthebit with negative weightbut clearall others)having integervalue

�\� �¡� � !68�`� � � � . Thegreatest
valueis givenby bit vector � � � +"+"+ � $ , having integervalue

�\�Y�&� � !6¢� ��� �q�� � � q 6¢� ��� � �A� . Again, one
canseethat

���k� � is a bijection
���k� � � e �I� �
g � � en��� � � � �"!"!"!K� � � � � �7�
g , associatinga uniqueinteger

in therepresentablerangefor eachbit pattern.

Table2.6 shows the bit patternsandnumericvaluesfor several “interesting” numbersfor differentword
sizes.Thefirst threegive therangesof representableintegers.A few pointsareworth highlighting. First,
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Quantity WordSize �
8 16 32 64�U�Y�&� � 0xFF 0xFFFF 0xFFFFFFFF 0xFFFFFFFFFFFFFFFF��	�	 x 	 � 	 w 	 � � ���
� � � x � � ����	 �&� � ��� x�� �#��� �H� � w�� � � � � 	�	£� �%x �K	�\�4�&� � 0x7F 0x7FFF 0x7FFFFFFF 0x7FFFFFFFFFFFFFFF�&��� w � � � x � � � ���l� � �n� w��mx �l� � � ��� w��mw �*� �H��w�x�� ��	
� � ����	 � � � ��\���}� � 0x80 0x8000 0x80000000 0x8000000000000 000�B�&��� � w � � � x � �`� � ���l� � �n� w��mx �n� ��� � ��� w��mw �*� �H��w�x�� ��	
� � ����	 � � � ��B� 0xFF 0xFFFF 0xFFFFFFFF 0xFFFFFFFFFFFFFFFF�

0x00 0x0000 0x00000000 0x0000000000000 000

Table2.6: “Inter esting” Numbers. Both numericvaluesandhexadecimalrepresentationsareshown.

thetwo’scomplementrangeis asymmetric:¤ �\���}� �¥¤�6[¤ �\�4�&� �¦¤ F � , i.e,. thereis nopositive counterpart
to
�\���}� � . As we shallsee,this leadsto somepeculiarpropertiesof two’s complementarithmeticandcan

bethesourceof subtleprogrambugs. Second,themaximumunsignedvalueis nearlytwice themaximum
two’s complementvalue:

�U�Y�&� � 6§� �\�4�&� � F � . This follows from the fact that two’s complement
notationreserveshalf of thebit patternsto representnegative values.Theothercasesaretheconstants�B�
and

�
. Note that �B� hasthe samebit representationas

�U�Y�&� � —a string of all 1’s. Numericvalue
�

is
representedasastringof all 0’s in bothrepresentations.

TheC standarddoesnot requiresignedintegersto berepresentedin two’s complementform, but nearlyall
machinesdo so.To keepcodeportable,oneshouldnotassumeany particularrangeof representablevalues
or how they arerepresented,beyond the rangesindicatedin Table2.2. The C library file <limits.h>
definesasetof constantsdelimiting therangesof thedifferentintegerdatatypesfor theparticularmachine
onwhichthecompileris running.For example,it definesconstantsINT_MAX, INT_MIN , andUINT_MAX
correspondingto the valuesof

�\�4�&� � ,
�\� �¡� � , and

�\�4�&� � , where � is the size of datatype int ,
assuminga two’s complementrepresentation.

As anexample,considerthefollowing code:

short int x = 12345;
short int mx = -x;
show_bytes(&x, sizeof(short int));
show_bytes(&mx, sizeof(short int));

Whenrun on a Big Endianmachine,this codeprints 30 39 andcf c7 , indicatingthat x hashexadec-
imal representation0x3039 , while mx hashexadecimalrepresentation0xCFC7. Expandingtheseinto
binarywegetbit patterns� ��� ��� ����������� ����� ��� � $ for x and ����� ��� ����������� ����� ���n� $ for mx. As Table2.7shows,
Equation2.2yieldsvalues �&� w �n	 and �B�&� w �n	 for thesetwo bit patterns.
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Weight �&� w �n	 �?�&� w �n	 	 w �&�I�
Bit Value Bit Value Bit Value� 1 � 1 � 1 �� 0

�
1 � 1 �� 0

�
1 � 1 �� 1 � 0

�
0

�� x 1 � x 0
�

0
�w � 1

w � 0
�

0
�x � 0

�
1

x � 1
x ��&��� 0

�
1 �&��� 1 �&�����	 x 0

�
1 ��	 x 1 ��	 x	I�&� 0

�
1 	I�&� 1 	I�&�� � �
� 0

�
1 � � �
� 1 � � �
�� � �n� 0

�
1 � � �n� 1 � � �n�� � � x 1 � � � x 0

�
0

��I�&��� 1 �I�&��� 0
�

0
�� x�w �
� 0

�
1 � x�w �
� 1 � x�w �
�� w ��� x � 0

�
1 � w ��� x � 1

w ��� x �
Total �&� w �n	 �?�&� w �n	 	 w �&�I�

Table2.7: Two’sComplementRepresentationsof �&� w �n	 and �B�&� w �n	 , and UnsignedRepresentationof	 w �&�I� . �B�&� w �n	 and 	 w �&�I� have identicalbit representations.
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2.2.3 ConversionsBetweenSignedand Unsigned

Sinceboth
���U� � and

���k� � arebijections,they have well-definedinverses.Define
�¨�
� � to be

���U� � �� ,
and

���*� � to be
�b�)� � ��

. Thesefunctionsgivetheunsignedor two’scomplementbit patternsfor anumeric
value.Givenaninteger � in therange

�d© �«ª<� � , thefunction
���*� �tQ}� T givestheunique� -bit unsigned

representationof � . Similarly, when � is in therange��� ��� � © �9ª7� � � � , thefunction
���*� �¥Q}� T givesthe

unique � -bit two’s complementrepresentationof � . Observe that for valuesin the range
��© ��ª[� � � � ,

bothof thesefunctionswill yield thesamebit representation—themostsignificantbit will be0, andhence
it doesnotmatterwhetherthisbit haspositive or negative weight.

Considerthefollowing function:
�¨�k� � Q}� T !6 ���k� � Q �¨�
� � Q}� TcT . This functiontakesanumberbetween

�
and � � � � �7� andyieldsa numberbetween��� � � � and � ��� � �A� , wherethe two numbershave identical
bit representations,except that the argumentis unsigned,while the resulthasa two’s complementrepre-
sentation.Conversely, thefunction

��� � �¥Q}� T !6 �b� � ��Q ���*� �¥Q}� TcT yieldstheunsignednumberhaving an
identicalbit representationasthe two’s complementvalueof x . For example,asTable2.7 indicates,the
16-bit, two’s complementrepresentationof �?�&� w �n	 is identical to the 16-bit, unsignedrepresentationof	 w �&�I� . Therefore

���U� ��
 Qa�B�&� w �n	 T 6¬	 w �&�I� , and
�¨�k� ��
 QE	 w �&�I� T 6>�&� w �n	 .

Thesetwo functionsmight seempurely of academicinterest,but interestingly, they definethe effect of
castingbetweensignedandunsignedvaluesin C. Considerthecode:

int x = -1;
unsigned ux = (unsigned) x;

Thiscodewill setux to
�\�4�&� � , where� is thenumberof bits in datatypeint , sinceby Table2.6wecan

seethat the � -bit two’s complementrepresentationof �?� hasthesamebit representationas
�\�4�&� � . In

generalcastingfrom asignedvaluex to unsignedvalue(unsigned) x is equivalentto applyingfunction���U�
. Thecastdoesnot changethebit representationof theargument,just how thesebits areinterpreted

numerically. Similarly, castingfrom unsignedvalueu to signedvalue(int) u is equivalentto applying
function

�¨�k�
.

ComparingEquations2.1and2.2,wecanseethatfor bit pattern �� , if wecomputethedifference
�b� � ��QK�� T ����k� ��QK�� T , theweightedsumsfor bits from 0 to �<�Y� will canceleachother, leaving avalue:
���U� ��QK�� T ����k� ��QK�� T 6­����� � QE� ��� � �®�`� � � � T 6­��� � � � � . This gives a relationship

�b� � ��QK�� T 6¯��� � � � � F���k� � QK�� T . If we let �P6 ���k� � QK�� T , we thenhave�b� � �¥Q ���
� �tQ}� TcT 6 ���U� �tQ}� T 6 ��� � � � � F � (2.3)

This relationshipis usefulfor proving relationshipsbetweenunsignedandtwo’scomplementarithmetic.In
thetwo’s complementrepresentationof � , bit � � � � determineswhetheror not � is negative,giving���U� � Q}� T 6 ° � F � � � �9ª �� � �9± � (2.4)

On theotherhand,if we let �=6 �b� � �¥Q&�� T , we have���k� ��Q �¨�
� ��Q}� TcT 6 �¨�k� �¥Q}� T 6 �¦����� � � � F � (2.5)
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In theunsignedrepresentationof � , bit ����� � determineswhetheror not � is greaterthanor equalto � � � � ,
giving ���)� �tQ}� T 6 ° � � �9ª<� ��� ��O�²� � � �9±<� ��� � (2.6)

For valuesin the range
��© �<ª[� ��� � we have

���U� ��Q}� T 6¢� and
�¨�k� �¥Q}� T 6®� . That is, numbersin

this rangehave identicalunsignedandtwo’s complementrepresentations.For valuesoutsideof this range,
theconversionseitheraddor subtract� � . For example,we have

��� � ��Qa�?� T 6®�B� F � � 6 �U�Y�&� � —the
negative numberclosestto 0 mapsto the largestunsignednumber. At theotherextreme,onecanseethat���U� � Q �\� �¡� � T 6>�`� � � � F � � 6¬� � � � 6 �\�4�&� � F � —themostnegative numbermapsto anunsigned
numberjust outsidetherangeof positive, two’s complementnumbers.Usingtheexampleof Table2.7,we
canseethat

��� � ��
 Qa�B�&� w �n	 T 6 x 	�	 w�x³F �B�&� w �n	�6¬	 w �&�I� .
2.2.4 Signedvs.Unsignedin C

As indicatedin Table2.5,C supportsbothsignedandunsignedarithmeticfor all of its integerdatatypes.
AlthoughtheC standarddoesnotspecifyaparticularrepresentationof signednumbers,almostall machines
usetwo’s complement.Generally, mostnumbersaresignedby default. For example,whendeclaringa
constantsuchas12345 or 0x1A2B , thevalueis consideredsigned.To createan unsignedconstant,the
character‘U’ or ‘u’ mustbeaddedassuffix, e.g.,12345U or 0x1A2Bu .

C allows conversionbetweenunsignedandsigned.Therule is that theunderlyingbit representationis not
changed.Thus,ona two’scomplementmachine,theeffect is to applythefunction

�¨�k� � whenconverting
from unsignedto signed,and

���U� � whenconverting from signedto unsigned,where � is thenumberof
bits for thedatatype.

Conversionscanhappendueto explicit casting,suchasin thecode:

int tx, ty;
unsigned ux, uy;
tx = (int) ux;
uy = (unsigned) ty;

or implicitly whenanexpressionof onetypeis assignedto avariableof another, e.g.,

int tx, ty;
unsigned ux, uy;
tx = ux; /* Cast to signed */
uy = ty; /* Cast to unsigned */

Whenprintingnumericvalueswith printf , thedirectives%d, %u, and%xshouldbeusedto print anumber
asasigneddecimal,anunsigneddecimal,andin hexadecimalformat,respectively. Notethatprintf does
not make useof any type information,andso it is possibleto print a valueof type int with directive %u
andavalueof typeunsigned with directive %d. For example,considerthefollowing code:
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Expression Type Evaluation
0 == 0U unsigned 1
-1 < 0 signed 1
-1 < 0U unsigned 0 *
2147483647 > -2147483648 signed 1
2147483647U > -2147483648 unsigned 0 *
2147483647 > (int) 2147483648U signed 1 *
-1 > -2 signed 1
(unsigned) -1 > -2 unsigned 0 *

Table2.8: Effects of C Promotion Ruleson 32-Bit Machine. Nonintuitive casesmarked by ‘*’. When
eitheroperandof acomparisonis unsigned,theotheroperandis implicitly castto unsigned.

int x = -1;
unsigned u = 2147483648; /* 2ˆ(31) */
printf("x = %u = %d\n", x, x);
printf("u = %u = %d\n", u, u);

Whenrunona32-bitmachineit printsthefollowing:

x = 4294967295 = -1
u = 2147483648 = -2147483648

In both cases,printf prints the word first as if it representedan unsignednumberandsecondas if it
representeda signednumber. We canseethe conversionroutinesin action:

���U�³´ � Qa�?� T 6 �U�Y�&��´ � 6� � ���
� � � x � � ����	 and
�¨�k��´ � QE� ´ � T 6A� ´ � �4� ´ � 6]��� ´ � 6 �\�Y�K��´ �

.

Somepeculiarbehavior arisesdueto C’s handlingof expressionscontainingcombinationsof signedand
unsignedquantities.Whenanoperationis performedwhereoneoperandis signedandtheotheris unsigned,
C implicitly caststhesignedargumentto unsignedandperformstheoperationsassumingthenumbersare
nonnegative. As we will see,this conventionmakeslittle differencefor standardarithmeticoperations,but
it leadsto nonintuitive resultsfor relationaloperatorssuchas < and>. Table2.8 shows someexample
relationalexpressionsandtheir resultingevaluations,assuminga 32-bit machineusingtwo’s complement
representation.The nonintuitive casesaremarked by ‘*’. Considerthe comparison-1 < 0U. Sincethe
secondoperandisunsigned,thefirstoneis implicitly casttounsigned,andhencetheexpressionis equivalent
to the comparison4294967295U < 0U (recall that

���U� ��Qa�B� T 6 �U�Y�&� � ), which of courseis false.
Theothercasescanbeunderstoodby similaranalyses.

2.2.5 SignExtension

Onecommonoperationis to convert betweenintegershaving differentwordsizes,while retainingthesame
numericvalue.Of course,this maynot bepossiblewhenthedestinationdatatypeis too small to represent
thedesiredvalue.Converting from a smallerto a largerdatatype,however, shouldalwaysbepossible.To
convert anunsignednumberto a largerdatatype,we cansimply addleading0’s to therepresentation.For
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convertinga two’s complementnumberto a largerdatatype,therule is to performasignextension, adding
copiesof the mostsignificantbit to the representation.Thus, if our original valuehasbit representation� ����� �"� ����� �
�"!"!"!K� � �G$ , theexpandedrepresentationwould be � ��� � �"�"!"!"!K� ��� � �"� ��� � �"� ����� �
�"!"!"!K� � �m$ .
As anexample,considerthefollowing code:

short sx = -12345;
unsigned short usx = sx; /* 53191 */
int x = sx; /* -12345 */
unsigned ux = usx; /* 53191 */
printf("sx = %d: ", sx);
show_bytes((byt e_point er ) &sx, sizeof(short));
printf("usx = %u: ", usx);
show_bytes((byt e_point er ) &usx, sizeof(unsigne d short));
printf("x = %d: ", x);
show_bytes((byt e_point er ) &x, sizeof(int));
printf("ux = %u: ", ux);
show_bytes((byt e_point er ) &ux, sizeof(unsigned )) ;

Whenrunona32-bit,big endianmachineusingtwo’scomplementrepresentationsthiscodeprints:

sx = -12345: cf c7
usx = 53191: cf c7
x = -12345: ff ff cf c7
ux = 53191: 00 00 cf c7

We seethat althoughthe two’s complementrepresentationof �?�&� w �n	 andthe unsignedrepresentationof	 w �&�I� are identical for a 16-bit word size, they differ for a 32-bit word size. In particular, �B�&� w �n	 has
hexadecimalrepresentation0xFFFFCFC7, while 	 w �&�I� hashexadecimalrepresentation0x0000CFC7 .
Theformerhasbeensign-extended—16copiesof themostsignificantbit 1, having hexadecimalrepresen-
tation 0xFFFF have beenaddedasleadingbits. The latter hasbeenpaddedwith 16 leading0’s, having
hexadecimalrepresentation0x0000 .

Canwe justify thatsignextensionworks?Whatwewantto prove is that���k� �)µ)� Qc� ����� ���"!"!"!#� ����� �"� ����� ��� ��� � �
�"!"!"!#� � �%$}T 6 ���k� �tQc� ��� � �"� ����� �
�"!"!"!K� � �%$}T
wherein the expressionon the left-handside,we have made � additionalcopiesof bit � � � � . The proof
follows by inductionon � . That is, if we canprove that sign-extendingby onebit preserves the numeric
value, then this propertywill hold when sign-extendingby an arbitrary numberof bits. Thus, the task
reducesto proving that���k� �\µ � Qc� ��� � �"� ��� � �"� ����� �
�"!"!"!K� � �%$}T 6 ���k� �¥Qc� ����� �"� ����� �#�"!"!"!#� � �%$}T
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Expandingtheleft-handexpressionwith Equation2.2gives

���k� �\µ � Qc� ��� � �"� ��� � �"� ����� �
�"!"!"!K� � �%$}T 6 �¦��� � � � � F � � ��q�� � ��q�� q6 �¦��� � � � � F ����� � � ��� � F ��� �� q�� � ��q�� q6 �¦��� � � QE� � �²� � � � TUF ��� ��q�� � ��q�� q6 �¦��� � � � ��� � F � � ��q�� � ��qR� q6 ���k� ��Qc� ����� �&� ����� �
�"!"!"!&� � �%$}T
Thekey propertywe exploit is that ��� � F � ��� � 6¶��� � � � . Thus,thecombinedeffect of addinga bit of
weight ��� � andof converting thebit having weight ��� ��� � to beonewith weight � ��� � is to preserve the
original numericvalue.

Onepoint worth makingis that therelative orderof conversionfrom onedatasizeto anotherandbetween
unsignedandsignedcanaffect thebehavior of a program.Considerthe following additionalcodefor our
previousexample:

unsigned uy = x; /* Mystery! */
printf("uy = %u: ", uy);
show_bytes((byt e_point er ) &uy, sizeof(unsigned )) ;

Thisportionof thecodecausesthefollowing to beprinted:

uy = 4294954951: ff ff cf c7

Thisshows thattheexpressions:

(unsigned) (int) sx

and

(unsigned) (unsigned short) sx

producedifferent values,even thoughthe original and the final datatypesare the same. In the former
expression,we first signextendthe16-bit short to a 32-bit int , whereasno signextensionis performed
in thelatterexpression.
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2.2.6 Truncating Numbers

Supposethat ratherthanpaddinga valuewith extra bits, we truncatea numberto have fewer bits. This
occursfor examplein thecode:

int x = 53191;
short sx = (short) x; /* -12345 */
int y = sx; /* -12345 */

Onatypical32-bitmachine,whenwecastx to beshort , wetruncatethe32-bit int to bea16-bitshort
int . As wesaw before,this16bit patternis thetwo’scomplementrepresentationof �B�&� w �n	 . Whenwecast
thisbackto int , signextensionwill setthehigh order16 bits to 1’s,yielding the32-bit two’s complement
representationof �B�&� w �n	 .
In general,whentruncatinga � -bit number ��P6]� ����� �"� ����� �
�"!"!"!K� � �G$ to a � -bit number, we dropthehigh
order �7�²� bits,giving abit vector ���·¸6[� � �#� � � � �#� � �"!"!"!&� � � $ .
For anunsignednumber� , the resultof truncatingit to � bits is equivalentto computing�O¹dºI»~� � . This
canbeseenby applyingthemodulusoperationto Equation2.1:���U� �tQc� ��� � ����� �"�"!"!"!K� � �m$}T ¹dº�»O� � 6 ¼ ��� �� q�� � ��qE� q�½ ¹dºI»~� �6 ¼ �#� �� q�� � ��qE� q ½ ¹vº�»~� �6 �K� �� q�� � � q � q6 �b� � � Qc� � � � � �#� � �"!"!"!&� � �%$}T
In theabovederivationwemakeuseof thepropertythat � q ¹dºI»~� � 6 �

for any r�±7� , andthat � �#� �q�� � ��qE� q ©� �K� �q�� � � q 6A� � ����ª<� � .
For a two’s complementnumber� , a similar argumentshows that

���k� �¥Qc� ��� � ��� � �"�"!"!"!#� � �%$}T ¹dºI»~� � 6���U� � Qc� � � � � �K� � �"!"!"!#� � �G$}T . That is, �O¹vº�»v� � canberepresentedby anunsignednumberhaving bit-level
representation� � �#� � �"!"!"!K� � �%$ . In general,however, wetreatthetruncatednumberasbeingsigned.Thiswill
have numericvalue

���)� � Q}�X¹dºI»v� � T .
Summarizing,theeffect of truncationcanbeseento be:���U� � Qc� � � � � �#� � �"!"!"!&� � � $}T 6 �b� � � Qc� � � � � � � � �"!"!"!#� � � $}T ¹dºI»~� � (2.7)���k� � Qc� � � � � �#� � �"!"!"!&� � �%$}T 6 ���k� � Q ���k� �tQc� ��� � ��� � �"�"!"!"!K� � �G$}T ¹dºI»~� � T (2.8)

2.2.7 Advice on Signedvs.Unsigned

As wehaveseen,theimplicit castingof signedtounsignedleadsto somenonintuitivebehavior. Nonintuitive
featuresoften leadto programbugs,andonesinvolving thenuancesof implicit castingcanbe especially
difficult to see.
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Problem2.14[Category 2]:
Considerthe following codethat (attemptsto) sumtheelementsin an arraya, wherethe
numberof elementsis givenby parameterlength :

int sum_elements(fl oat a[], unsigned length) {
{

int i;
float result = 0;
for (i = 0; i <= length-1; i++)

result += a[i];
return result;

}

Whenrun with argumentlength equalto 0, this codeshouldreturn
�I!¾�

. Insteadit en-
countersamemoryerror. Explainwhy thishappens.Show how thiscodecanbecorrected.

Oneway to avoid suchbugsis to never useunsignednumbers.In fact,few languagesotherthanC support
unsignedintegers. Apparentlytheseotherlanguagedesignersviewed themasmoretroublethanthey are
worth.

Unsignedvaluesarevery usefulwhenwewantto think of wordsasjust collectionsof bitswith no numeric
interpretation.This occursfor examplewhenwant to packa word with flags describingvariousBoolean
conditions.Unsignedvaluesarealsousefulwhenimplementingmathematicalpackagesfor modulararith-
meticandfor multi-precisionarithmetic,in whichnumbersarerepresentedby arraysof words.

2.3 Integer Arithmetic

Many beginning programmersaresurprisedto find thataddingtwo positive numberscanyield a negative
result,andthatthecomparisonx < y canyield adifferentresultthanthecomparisonx - y < 0. These
propertiesareartifactsof thefinite natureof computerarithmetic.Understandingthenuancesof computer
arithmeticcanhelpprogrammerswrite morereliablecode.

2.3.1 UnsignedAddition

Considertwo nonnegative integers � and ¿ suchthat
�A© � � ¿ © � � �2� . Eachof thesenumberscan

be representedby � -bit unsignednumbers.If we computetheir sum,however, we have a possiblerange�Y© � F ¿ © � � ��� . Representingthis sumcould require � F � bits. Furthermore,if we addthis sum
to anothervalue,we may require � F � bits, andso on. This continued“word sizeinflation” meanswe
cannotplaceany boundon the word size requiredto fully representthe resultsof arithmeticoperations.
Someprogramminglanguages,suchasLisp, actuallysupportinfiniteprecisionarithmeticto allow arbitrary
(within the memorylimits of the machine,of course)integer arithmetic. More commonly, programming
languagessupportfixed-precisionarithmetic,andhenceoperationssuchas“addition” and“multiplication”
differ from their counterpartoperationsover integers.
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Unsignedarithmeticcanbe viewed asa form of modulararithmetic. Unsignedaddition is equivalent to
computingthe summodulo � � . This valuecanbe computedby simply discardingthe high orderbit in
the � F � -bit representationof � F ¿ . For example,considera 4-bit numberrepresentationwith �_6À�
and ¿�6Á�&� , having bit representations��� ��� � $ and ����� ���
$ , respectively. Their sumis �I� , having a 5-bit
representation��� � � � � $ . But if we discardthe high order bit we get � � � � � $ , i.e., decimalvalue 	 . This
matchesthevalue �I��¹dº�»P� x 6W	 .
In general,wecanseethatif � F ¿=ª<� � , theleadingbit in the � F � -bit representationof thesumwill equal
0, andhencediscardingit will not changethenumericvalue. On theotherhand,if � � © � F ¿4ª>� �)µ � ,
theleadingbit in the � F � -bit representationof thesumwill equal1, andhencediscardingit is equivalent
to subtracting� � from thesum.Thiswill giveusavaluein therange

�d© � F ¿��Y� � ª�� �)µ � �Y� � 6W� � ,
which is preciselythe modulo � � sumof � and ¿ . Let us definetheoperation+ Â� for arguments� and ¿
suchthat

�v© � � ¿Pª<� � as:

� + Â� ¿ 6 ° � F ¿ � � F ¿=ª<� �� F ¿d�Y� � � � � © � F ¿Xª<� �\µ � (2.9)

This is preciselytheresultwe getin C whenperformingadditionon two � -bit unsignedvalues.

An arithmeticoperationis saidto overflowwhenthefull integerresultcannotfit within thewordsizelimits
of thedatatype.WhenexecutingC programs,suchoverflowsarenotsignalledaserrors.At times,however,
wemightwish to determinewhetheroverflow hasoccurred.For example,supposewecomputeÃ !6_� + Â� ¿ ,
andwewish to determinewhetherÃ equals� F ¿ . Weclaimthatoverflow hasoccurredif andonly if Ã?ªS�
(or equivalently Ã�ªS¿ .) To seethis,observe that � F ¿=±S� , andhenceif Ã did notoverflow, we will surely
have ÃX±¬� . On theotherhand,if Ã did overflow, we have Ãd6]� F ¿v�S� � . Giventhat ¿Yª2� � , we have¿��²� � ª �

, andhenceÃ�6A� F ¿d�4� � ª�� . In ourearlierexample,we saw that � + ÂÄB�&��6Å	 . Wecansee
thatoverflow occurred,since 	dª<� .
Modular additionforms a mathematicalstructureknown asan Abeliangroup. That is, it is commutative
(that’s wherethe“Abelian” partcomesin) andassociative. It hasanidentity element0, andevery element
hasanadditive inverse.Let usconsiderthesetof � -bit unsignednumberswith additionoperation+ Â� . For
everyvalue � , theremustbesomevalue- Â� � suchthat- Â� � + Â� �=6 �

. When �P6 �
, theadditive inverseis

clearly
�
. For ��Æ �

, considerthevalue � � �Ç� . Observe thatthisnumberis in therange
�v© � � �u�«ª<� � ,

and Q}� F � � ��� T ¹dºI»v� � 6W� � ¹dºI»v� � 6 �
. Henceit is theinverseof � under+ Â� . Thesetwo caseslead

to thefollowing equationfor
�v© ��ª<� � :

- Â� � 6 ° � � �=6 �� � � � � �9Æ � (2.10)

2.3.2 Two’s ComplementAddition

A similarproblemarisesfor two’scomplementaddition.Givenintegervalues� and ¿ in therange��� ��� � ©� � ¿ © � ��� � �W� , their sumis in the range ��� � © � F ¿ © � � ��� , potentiallyrequiring � F � -bits to
representexactly. As before,we avoid ever-expandingdatasizesby truncatingtherepresentationto � bits.
Theresultis notasfamiliarmathematicallyasmodularaddition,however.

The � -bit two’s complementsumof two numbershasthe exact samebit-level representationas the un-
signedsum.In fact,mostcomputersusethesamemachineinstructionto performeitherunsignedor signed
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addition. Thus,we candefinetwo’s complementadditionfor word size � , denotedas+ È� on operands�
and ¿ suchthat ��� � © � � ¿ © � � �4� as� + È� ¿ !6 �¨�k� ��Q ��� � �tQ}� T + Â� ���U� �tQ}¿ TcT (2.11)

By Equation2.3 we canwrite
���U� �tQ}� T as �¦����� � � � F � , and

���U� �tQ}¿ T as �b¿�� � � � � F ¿ . Using the
propertythat+ Â� is simplyadditionmodulo � � , alongwith thepropertiesof modularaddition,we thenhave� + È� ¿ 6 ���)� ��Q ���U� ��Q}� T + Â� ��� � ��Q}¿ TcT���)� ����Qa�¦��� � � � � F � F �¦¿�� � � � � F ¿ T ¹dºI»~� � $���)� ����Q}� F ¿ T ¹dºI»v� � $
Theterms �¦� ��� � � � and �b¿ � � � � � dropout sincethey equal0 modulo � � .

To betterunderstandthis quantity, let usdefine É astheintegersum É !62� F ¿ , É�· as É�· !6>ÉB¹vº�»~� � , andÉ�· · as É�· · !6 ���k� � QRÉ�· T . Wecandivide theanalysisinto 4 cases:

1. �`� � © É9ªÊ��� ��� � . Thenwe will have É�·�6[É F � � . This gives
�Ç© É�·�ª¢��� � � � F � � 6¢� � � � .

ExaminingEquation2.6,we seethat É · is in therangesuchthat É · · 6[É · . This caseis referredto as
negativeoverflow. We have addedtwo negative numbers� and ¿ (that’s theonly way we canhaveÉOª¬��� ��� � ) andobtaineda nonnegative result É · · 6_� F ¿ F � � .

2. �`� � � � © É«ª �
. Thenwe will againhave É�·¨6[É F � � , giving ��� ��� � F � � 6[� ��� � © É�·Nª>� � .

ExaminingEquation2.6, we seethat É · is in sucha rangethat É · · 6ÀÉ · �_� � , andthereforeÉ · · 6É�·I�²� � 6AÉ F � � �4� � 6AÉ . Thatis, our two’scomplementsum É�· · equalstheintegersum � F ¿ .

3.
�~© Évª<� ��� � . Thenwe will have É · 6AÉ , giving

�d© É · ª<� ��� � , andhenceÉ · · 6AÉ · 6WÉ . Again, the
two’s complementsum É�· · equalstheintegersum � F ¿ .

4. � ��� � © É²ª¢� � . We will againhave É�·�6iÉ , giving � ��� � © É�·¦ª®� � . But in this rangewe haveÉ · · 6WÉ · �²� � , giving É · · 6W� F ¿d�4� � . This caseis referredto aspositiveoverflow. We have added
two positive numbers� and ¿ (that’s theonly way we canhave É«±]� ��� � ) andobtaineda negative
result É · · 6_� F ¿��4� � .

By theprecedinganalysis,we have shown thatwhenoperation+ È� is appliedto values� and ¿ in therange��� ��� � © � � ¿ © � ��� � ��� , wehave

� + È� ¿ 6 ËÌÍ ÌÎ
� F ¿��4� � � � ��� � © � F ¿ Positive Overflow� F ¿ � ��� ��� � © � F ¿Xª<� ��� �� F ¿ F � � � � F ¿XªÅ��� � � � Negative Overflow

(2.12)

As an illustration,Table2.9 shows someexamplesof 4-bit two’s complementaddition. Eachexampleis
labeledby thecaseto which it correspondsin thederivationof Equation2.12.Notethat � Ä 6>� x , andhence
negative overflow yieldsa result16morethantheintegersum,andpositive overflow yieldsaresult16 less.
We includebit-level representationsof theoperandsandtheresult.Observe that theresultcanbeobtained
by performingbinaryadditionof theoperandsandtruncatingtheresultto 4 bits.
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� ¿ � F ¿ � + ÈÄ ¿ Case��� ��	 �B� w w
1��� �����
$ ��� � ��� $ � ��� ��� $��� ��� �B� x �
1��� �����
$ ��� �����
$ � �������
$��� 	 � w � w 2��� �����
$ � � � � � $ ����� � � $� 	 � � 3� ��� � �
$ � � � � � $ � � ����� $	 	 � � � x 4� � � � � $ � � � � � $ ��� � � �
$

Table2.9: Two’s ComplementAddition Examples. Thebit-level representationof the4-bit two’s com-
plementsumcanbeobtainedby performingbinaryadditionof theoperandsandtruncatingthe resultto �
bits.

Problem2.15[Category 1]:
Fill in thefollowing tablein thestyleof Table2.9. Give the integervaluesof the5-bit ar-
guments,thevaluesof boththeir integerandtwo’s complementsums,thebit-level repres-
ntationof thetwo’s complementsum,andthecasefrom thederivationof Equation2.12.� ¿ � F ¿ � + ÈÄ ¿ Case

��� �������
$ ��� � � � � $
��� �������
$ ��� �������
$
����� �����
$ � ��� ����� $
��������� �
$ � ��� � � � $
� � � �����
$ � � � �����
$

Equation2.12alsoletsusidentify thecaseswhereoverflow hasoccurred.Whenboth � and ¿ arenegative,
but � + È� ¿�± �

, we have negative overflow. Whenboth � and ¿ arepositive, but � + È� ¿�ª �
, we have

positive overflow.

2.3.3 Two’s ComplementNegation

One can seethat every number � in the range ��� � � � © �iª:� ��� � hasan additive inverseunder+ È�
as follows. First, for �ÐÏ6Ñ��� � , we can seethat its additive inverseis simply �¦� . That is, we have��� ��� � ªÒ�¦�¬ªi� ��� � and �¦� + È� �76§�b� F �76 �

. For �76§�`� � � � 6 �\���}� � , on the otherhand,
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�¦�W6Ó� ��� � cannotbe representedasa � -bit number. We claim that this specialvaluehasitself as the
additive inverseunder+ È� . Thevalueof ��� �\µ � + È� �`� �)µ � is givenby thethird caseof Equation2.12,since��� ��� � F ��� � � � 6Ô��� � . This gives ��� �\µ � + È� ��� �\µ � 6Ó��� � F � � 6 �

. From this analysiswe can
definethetwo’s complementnegationoperation- È� for � in therange ��� � � � © �«ª<� � � � as:

- È� � 6 ° ��� ��� � � �u6>��� ��� ��¦� � ��Æ¬��� ��� � (2.13)

A well-known techniquefor performingtwo’s complementnegationat thebit-level is to complementthe
bits andthenincrementthe result. In C, this canbewritten as˜x + 1. To justify thecorrectnessof this
technique,observe that for any singlebit ��q , we have ˜ ��q�6Õ�?�7��q . Let �� be a bit vectorof length �
and � !6 �b�)� � QK�� T bethetwo’s complementnumberit represents.By Equation2.2, thecomplementedbit
vector˜ �� hasnumericvalue���k� � Q ˜ �� T 6 �?Qa�b� � � � � T � ��� � F � � ��q�� � Qa�b�Y� q T � q

6 ¼ �`� � � � F ��� �� q�� � � q ½ F � ¼ �¦��� � � � ��� � F � � �� q�� � ��qR� q ½6 ����� � � � F � ��� � ��� $ � �b�)� �tQK�� T6 �B�b���
Thekey simplificationin theabove derivationis that � ��� �q�� � � q 6W� � � � �S� . It follows thatby incrementing
˜ �� we obtain �¦� .

To incrementanumber� representedatthebit-level as �� !6]� ����� �"� ����� �
�"!"!"!K� � �%$ , definetheoperation
�}��Ö"×

asfollows. Let � bethepositionof therightmostzero,i.e.,suchthat �� isof theform � � � � � � � � � � �"!"!"!K� � �"µ � �H�I� � �"!"!"!
� � $ .
We thendefine

�}��Ö"× QK�� T to be � ����� ��� ��� � �
�"!"!"!#� � �"µ � � � �H�I�"!"!"!#�H�
$ . For thespecialcasewherethebit-level
representationof � is ��� � � �"!"!"!#� � $ , define

�}��Ö&× QK�� T to be � �I�"!"!"!#�H�
$ . To show that
�¡��Ö&× QK�� T yieldsthebit-level

representationof � + È� � , considerthefollowing cases:

1. When ��«6Ê��� � � �"!"!"!#� � $ , we have �«6¢�B� . Theincrementedvalue
�}��Ö&× QK�� T !6Ø� �I�"!"!"!#�H�
$ hasnumeric

value
�
.

2. When �Ç6[�¬�_� , i.e., ��468� �I� � �"!"!"!
� � $ , we have �46 �\�4�&� � . The incrementedvalue
�}��Ö"× QK�� T 6��� �H�I�"!"!"!
�H�
$ hasnumericvalue

�\���}� � . FromEquation2.12,we canseethat
�\�4�&� � + È� � is oneof

thepositive overflow cases,yielding
�\� �¡� � .

3. When �Pª��7��� , i.e., �ZÏ6 �\�Y�K� � and �²Ï6>�B� , wecanseethatthelow-order � F � bitsof
�}��Ö&× QK�� T

hasnumericvalue � � , while thelow-order � F � bitsof �� hasnumericvalue � �#� �q�� � � q 6W� � ��� . The
high-order�²�=� F � bitshavematchingnumericvalues.Thus,

�}��Ö"× QK�� T hasnumericvalue � F � . For
all casesotherthan �=6 �\�Y�&� � , adding1 to � will notcauseany overflow, andhence� + È� ��6A� F � .

As illustrations,Table2.10showshow complementingandincrementingaffectthenumericvaluesof several
4-bit vectors.
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�� ˜ �� �}��Ö&× Q ˜ �� T� � � � � $ 	 ��� � � �
$ � x ��� � ��� $ �`	� � ����� $ � ��� �����
$ ��� ��� ��� � $ �������� ���
$ �b� � ��� ��� $ w � � � ���
$ �� �������
$ � ��������� $ �B� � �������
$ ���� �����
$ �`� � � ����� $ � ��� �����
$ �`�
Table2.10:Examplesof Complementingand Incrementing4-bit numbers. Theeffect is to computethe
two’s valuenegation.

Problem2.16[Category 1]:
Fill in thefollowing tableshowing theeffectsof complementingandincrementingseveral
5-bit vectors,in thestyleof Table2.10.Show boththebit vectorsandthenumericvalues.�� ˜ �� �¡��Ö&× Q ˜ �� T� � ��� � � $� � ������� $����� �����
$����������� $��� �������
$

Problem2.17[Category 2]:
Arguethatfirst decrementingandthencomplementingis equivalentto complementingand
thenincrementing.Thatis, for any signedvaluex , theC expressions-x , ˜x+1 , and˜(x-
1) yield identical results. What mathematicalpropertiesof two’s complementaddition
doesyour derivationrely on?

2.3.4 UnsignedMultiplication

Integers � and ¿ in the range
�9© � � ¿ © � � �_� canberepresentedas � -bit unsignednumbers,but their

product� + ¿ canrangebetween
�

and QE� � �Z� T � 6W� � � ��� �)µ � F � . Thiscouldrequireasmany as �
� bits
to represent.Instead,unsignedmultiplicationin C is definedto yield the � -bit valuegivenby thelow order� bits of the �
� -bit integerproduct. By Equation2.7, this canbeseento beequivalentto computingthe
productmodulo � � . Thus,theeffectof the � -bit unsignedmultiplicationoperation* Â� is:

� * Â� ¿ 6]Q}� + ¿ T ¹dºI»~� � (2.14)

It is well known that modulararithmeticforms a ring. We canthereforededucethat unsignedarithmetic
over � -bit numbersformsa ring Dfe �I�"!"!"!
� � � ���
g � + Â� � * Â� � - Â� �H�I� �KJ .
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Mode � ¿ � + ¿ Truncated� + ¿
Unsigned 	 ��� � � $ w � � ��� $ �&	 � ��� ������� $ � ������� $
Two’sComp. � w ��� � � $ w � � ��� $ ��� ����� � ����� $ �B� ������� $
Unsigned � ��� ���
$ � ������� $ ��� � � ����� ���
$ � ��� ���
$
Two’sComp. �b� ��� ���
$ �B� ������� $ � � ����� � ���
$ �¦� ��� ���
$
Unsigned

w � � ��� $ w � � ��� $ � � ��� � ��� � $ � � ��� � $
Two’sComp.

w � � ��� $ w � � ��� $ � � ��� � ��� � $ � � ��� � $
Table2.11: 3-Bit Unsignedand Two’s Complement Multiplication Examples. Although the bit-level
representationsof thefull productsmaydiffer, thoseof thetruncatedproductsareidentical.

2.3.5 Two’s ComplementMultiplication

Integers � and ¿ in the range ��� ��� � © � � ¿ © � ��� � �W� canbe representedas � -bit two’s complement
numbers,but their product � + ¿ canrangebetween��� ��� � + QE� ��� � �_� T 68��� � ��� � F � � � � and ��� � � � +��� ��� � 6Ò� � � � � . This could requireasmany as �
� bits to representin two’s complementform—most
caseswould fit into �
�]�¬� bits, but the specialcaseof � � � � � requiresthe full �
� bits. Instead,signed
multiplicationin C is generallyperformedby truncatingthe �
� -bit productto � bits. By Equation2.8, the
effectof the � -bit two’s complementmultiplicationoperation* È� is:

� * È� ¿ 6 �¨�k� �¥QcQ}� + ¿ T ¹dºI»v� � T (2.15)

We claim that thebit-level representationof theproductoperationis identicalfor bothunsignedandtwo’s
complementmultiplication.Thatis, givenbit vectors �� and �¿ of length � , thebit-level representationof the
unsignedproduct

�b� � �¥Q&�� T * Â� ���U� ��QK�¿ T is identicalto thebit-level representationof thetwo’scomplement
product

���k� �¥Q&�� T * È� ���k� �¥QK�� T . This impliesthatthemachinecanuseasingletypeof multiply instruction
to multiply bothsignedandunsignedintegers.

To seethis, let �76 ���k� �tQK�� T and ¿Z6 ���k� �¥Q&�¿ T be the two’s complementvaluesdenotedby thesebit
patterns,andlet � · 6 ���U� ��QK�� T and ¿ · 6 ���U� �tQK�¿ T betheunsignedvalues.FromEquation2.3,we have��·�67� F ����� � � � , and ¿�·£6_¿ F ¿���� � � � . Computingtheproductof thesevaluesmodulo � � gives:

Q}� · + ¿ · T ¹dºI»v� � 6 ��Q}� F ����� � � � T + Q}¿ F ¿���� � � � T�$ ¹dºI»v� � (2.16)6 � � + ¿ F Q}��� � � ¿ F ¿���� � � T � � F ��� � � ¿���� � � � � $ ¹dºI»v� � (2.17)6 Q}� + ¿ T ¹dºI»~� � (2.18)

Thus,thelow-order � bitsof � + ¿ and ��· + ¿�· areidentical.

As illustrations,Table2.11shows the resultsof multiplying different3-bit numbers.For eachpair of bit-
level operands,we performboth unsignedandtwo’s complementmultiplication. Note that the unsigned,
truncatedproductalwaysequals� + ¿d¹dº�»v� , andthatthebit-level representationsof bothtruncatedproducts
areidentical.
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Problem2.18[Category 1]:
Fill in thefollowing tableshowing theresultsof multiplying different3-bit numbers,in the
styleof Table2.11

Mode � ¿ � + ¿ Truncated� + ¿
Unsigned ����� �
$ � � � �
$
Two’sComp. ����� �
$ � � � �
$
Unsigned � ��� � $ ������� $
Two’sComp. � ��� � $ ������� $
Unsigned ������� $ ������� $
Two’sComp. ������� $ ������� $

Problem2.19[Category 3]:
Supposewewantto computethecomplete�
� -bit representationof � + ¿ , whereboth � and ¿
areunsigned,onamachinefor whichdatatypeunsigned is � bits. Thelow-order � bits
of theproductcanbecomputedwith theexpressionx*y , sowe only requirea procedure
with prototype

unsigned unsigned_high_p ro d( unsi gned x, unsigned y);

thatcomputesthehigh-order� bitsof � + ¿ for unsignedvariables.
Wehave accessto a library functionwith prototype:

int signed_high_pro d( int x, int y);

thatcomputesthehigh order � bits of � + ¿ for thecasewhere � and ¿ arein two’s com-
plementform. Write codecalling this procedureto implementthe function for unsigned
arguments.Justifythecorrectnessof yoursolution.
[Hint:] Look at therelationshipbetweenthesignedproduct� + ¿ andtheunsignedproduct��· + ¿l· in thederivationof Equation2.18.

Wecanseethatunsignedarithmeticandtwo’scomplementarithmeticover � -bit numbersareisomorphic—
theoperations+ Â� , - Â� , and* Â� have theexactsameeffect at thebit level asdo + È� , - È� , and* È� . Fromthis
we candeducethattwo’s complementarithmeticformsa ring Dfen��� ��� � �"!"!"!K� � ��� � ���
g � + È� � * È� � - È� �H�I� �KJ .
2.3.6 Multiplying by Powersof Two

On most machines,the integer multiply instruction is fairly slow—requiring 12 or more clock cycles,
whereasother integer operationssuchas addition, subtraction,bit-level operations,and shifting require
only oneclock cycle. As a consequence,one importantoptimizationusedby compilersis to attemptto
replacemultiplicationsby constantfactorswith combinationsof shift andadditionoperations.
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Let � be the unsignedinteger representedby bit pattern � ����� �"� ����� �
�"!"!"!&� � �%$ . Thenfor any �A± �
, we

claim thebit-level representationof �)� � is givenby � � ��� � � � ��� � �"!"!"!#� � � �H�I�"!"!"!#�H�
$ , where � 0’s have been
addedto theright. ThispropertycanbederivedusingEquation2.1:�b� � �\µ)� Qc� ��� � �"� ����� �
�"!"!"!K� � �*�H�I�"!"!"!K�H�
$}T 6 � � �� q�� � ��qR� q�µ)�6 ¼ ��� ��q�� � ��qE� q ½ + � �6 �k� �
For �uªS� , wecantruncatetheshiftedbit vectortobeof length� , giving � � �����K� � � � �����#� � �"!"!"!K� � �
�H�I�"!"!"!
�H�
$ .
By Equation2.7, this bit-vectorhasnumericvalue �k� � ¹dºI»v� � 6i� * Â� � � . Thus,for unsignedvariable
x , theC expressionx << k is equivalentto x * pwr2k , wherepwr2k equals� k . In particular, we can
computepwr2k as1U << k .

By similarreasoning,wecanshow thatfor atwo’scomplementnumber� having bit pattern� ��� � �"� ����� �
�"!"!"!K� � �%$ ,
andany � in the range

�Z© �7ªÊ� , bit pattern � � � ���#� � �"!"!"!K� � �*�H�I�"!"!"!K�H�
$ will be the two’s complement
representationof � * È� � � . Therefore,for signedvariablex , the C expressionx << k is equivalent to
x * pwr2k , wherepwr2k equals� k .

Problem2.20[Category 2]:
Supposewe aregiventhetaskof generatingcodeto multiply integervariablex by various
differentconstantfactors

j
. To beefficient we want to useonly theoperations+, - , and

<<. For thefollowing valuesof
j

, write C expressionsto performthemultiplicationusing
atmost

w
operationsperexpression.

A.
j 6W	 :

B.
j 6W� :

C.
j 6>��� :

D.
j 6>��	 x :

2.3.7 Dividing by Powersof Two

Integerdivision on mostmachinesis evenslower thanintegermultiplication—requiring 30 or moreclock
cycles. Dividing by a power of two canalsobe performedusingshift operations,but we usea right shift
ratherthana left shift.

For �S± �
and ¿4Æ �

, the resultof integerdivision shouldbe Ù¡�\Ú#¿lÛ , wherefor any realnumberL , Ù}LlÛ is
definedto betheuniqueinteger L · suchthat L · © L«ªÅL · F � . As examples: Ù w�! ����Ûv6 w

, ÙÜ� w�! ����Ûv6Ø�¦� ,
and Ù w Û³6 w

.
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Let � be theunsignedinteger representedby bit pattern � ����� �"� ����� �#�"!"!"!K� � �%$ , and � be in the range
�4©��ªA� . Let ��· betheunsignednumberwith �W�Z� -bit representation� � ��� � � � � � � �"!"!"!#� � � $ , and ��· · bethe

unsignednumberwith � -bit representation� � �#� � �"!"!"!&� � �%$ . We claim that � · 6ÝÙ¡�)Ú*� � Û . To seethis, by
Equation2.1,wehave �=6¬� � � �q�� � ��qR� q , ��·�6¬� � ���#� �q��)� ��qE� q}��� and ��· ·£6¬� �#� �q�� � ��qE� q . Wecanthereforewrite� as �²6¢� � � · F � · · . Observe that

�9© � · · © � �#� �q�� � � q 6Ê� � �A� , andhence
�«© � · · ª]� � , implying thatÙ¡��· ·ÞÚ*� � Û�6 �

. Therefore Ù¡�\Ú*� � Û�68Ù¡��· F ��· ·�Ú*� � Û`6_��· F Ù¡��· ·�Ú*� � Û�6A��· .
Observethatperformingaright shift of bit vector � ����� �"� ����� �#�"!"!"!K� � �%$ by � yieldsbit vector � �I�"!�!�!��H�I� ����� �#� ��� � �
�"!"!"!K� � � $ .
Thisbit vectorhasnumericvalue ��· , i.e.,logically right shiftinganunsignednumberby � is equivalentto di-
viding it by � � . Therefore,for unsignedvariablex , theC expressionx >> k is equivalentto x / pwr2k ,
wherepwr2k equals� k .

Let � bethetwo’scomplementintegerrepresentedby bit pattern� � � � � � � � � � �"!"!"!K� � � $ , and � bein therange�P© ��ªA� . Let � · bethetwo’s complementnumberrepresentedby the �W�^� bits � ��� � �"� ����� �
�"!"!"!K� � � $ ,
and ��· · be the unsignednumberwith representedby the � bits � � �#� � �"!"!"!K� � � $ . By a similar analysis
as the unsignedcase,we have �À6ß� � � · F � · · , and

�i© � · · ª­� � , giving � · 6 Ù¡�)Ú*� � Û . Further-
more, observe that shifting bit vector � ����� �"� ����� �*�"!"!"!&� � �%$ right arithmetically by � yields a bit vector� ����� �"�"!"!"!K� ��� � �"� ����� �"� ����� �
�"!"!"!K� � � $ , whichis thesignextensionfrom ����� bitsto � bitsof � ����� ��� ��� � �
�"!"!"!&� � � $ .
Thus,this shiftedbit vectoris thetwo’s complementrepresentationof ��· .
For �Åª �

and ¿<Æ �
, the resultof integer division shouldbe à¡�)Ú#¿�á , wherefor any real number L , à}Llá

is definedto be the uniqueinteger Ln· suchthat Ln·\�¬��ªØL © Ll· . That is, integer division shouldround
negative resultsupwardtowardzero.For exampletheC expression-5/2 yields-2 . Thus,right shifting a
negative numberby � is not equivalentto dividing it by � � whenroundingoccurs.For example,the4-bit
representationof ��	 is ��� � ��� $ . If we shift it right by onearithmeticallywe get ����� � � $ , which is the two’s
complementrepresentationof � w .
Wecancorrectfor this roundingby “biasing” thevaluebeforeshifting. This techniqueexploits theproperty
that à¡�)Ú#¿�á³6âÙaQ}� F ¿��<� T Ú#¿�Û for integers � and ¿ suchthat ¿PÆ �

. Thus,for ��ª �
, if we first add � � �<�

to � beforeright shifting,we will geta correctlyroundedresult.This analysisshows that theC expression
(x<0 ? (x + (1<<k)-1) : x) >> k is equivalent to x/pwr2k , wherepwr2k equals� k . For
example,to divide ��	 by � , wefirst addbias �³�S�`6]� giving bit pattern����� ���
$ . Right shifting thisby one
arithmeticallygivesbit pattern ������� �
$ , which is thetwo’s complementrepresentationof ��� .
2.3.8 Summary

Wehaveseenthatthefinite integerarithmeticimplementedby C hassomepeculiarproperties.For example,
theexpressionx * x canevaluateto anegativenumber. Nonetheless,bothunsignedandtwo’scomplement
arithmeticsatisfiesthepropertiesof aring. Thisallowscompilersto domany optimizations.For example,in
replacingtheexpression7*x by (x<<3)-x , wemakeuseof theassociative, commutative anddistributive
properties,alongwith therelationshipbetweenshiftingandmultiplying by powersof two.

We have seenseveral clever waysto exploit combinationsbit-level operationsandarithmeticoperations.
For example,we saw that ˜x+1 is equivalent to -x . As anotherexample,supposewe want a bit pattern
of theform � �I�"!"!"!#�H�I� � �"!"!"!
� � $ , consistingof �¬�Z� 0’s followedby � 1’s. Suchbit patternsareusefulfor
maskingoperations.This sucha patterncanbegeneratedby theC expression(1<<k)-1 , exploiting the
propertythatthedesiredbit patternhasnumericvalue � � ��� .
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Problem2.21[Category 2]:
Write C expressionsto generatethefollowing bit patterns,whereL � represents� repetitions
of symbol L . Assumea � -bit datatype.

A. � � ��� � � .
B.

� � ���#�lã � � � ã .
Problem2.22[Category 2]:
Supposewe numberthebytesin a � -bit word from 0 (leastsignificant)to �³Ú*�ä�_� (most
significant).Write codefor thefollowing C function,thatwill returnanunsignedvaluein
whichbyte i of argumentx hasbeenreplacedby byteb.

unsigned replace_byte
(unsigned x, int i, unsigned char b)

Herearesomeexamplesshowing how thefunctionshouldwork

replace_byte(0x 12345678, 2, 0xAB) --> 0x12AB5678
replace_byte(0x 12345678, 0, 0xAB) --> 0x123456AB

Problem2.23[Category 3]:
Fill in codefor thefollowing C functions.Functionsrl performsalogicalright shift using
anarithmeticright shift (givenby valuexsra ), followedby otheroperationsnot including
right shifts or division. Functionsra performsan arithmeticright shift using a logical
right shift (givenby valuexsrl ), followedby otheroperationsnot includingright shiftsor
division. You mayassumethat int ’sare32-bitslong.

unsigned srl(unsigned x, int k)
{

/* Perform shift arithmetically */
unsigned xsra = (int) x >> k;

}

int sra(int x, int k)
{

/* Perform shift logically */
int xsrl = (unsigned) x >> k;

}
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Problem2.24[Category 2]:
Assumewe arerunningcodeon a 32-bit machineusingtwo’s complementarithmeticfor
signedvariables.Thevariablesaredeclaredandinitializedasfollows:

int x = foo(); /* Arbitrary value */
int y = bar(); /* Arbitrary value */
unsigned ux = x;
unsigned uy = y;

For eachof thefollowing C expressions,either1) arguethat it is true(i.e., evaluatesto 1)
for all valuesof x andy , or 2) give examplevaluesof x andy for which it is false(i.e.,
evaluatesto 0.)

A. (x >= 0) || ((2*x) < 0)

B. (x & 7) != 7 || (x<<30 < 0)

C. (x * x) >= 0

D. x < 0 || -x <= 0

E. x > 0 || -x >= 0

F. x*y == ux*uy

G. ˜x*y + uy*ux == -y

2.4 Floating Point

Floatingpoint representationsprovide a meansof encodingrationalnumbersof the form åâ6[�²���
æ . It
is usefulfor performingcomputationsinvolving very largenumbers( ¤çåX¤£è �

) or numbersvery closeto 0
( ¤çå=¤�é �

).

Up until the1980’s, every computermanufacturerdevisedits own conventionsfor how floatingpoint num-
berswererepresentedandthedetailsof theoperationsperformedon them. In addition,they oftendid not
worry too muchabouttheaccuracy of theoperations,viewing speedandeaseof implementationasbeing
morecritical thannumericalprecision.

All of this changedaround1985with the advent of IEEE Standard754, a carefully craftedstandardfor
representingfloatingpointnumbersandtheoperationsperformedonthem.Thiseffort startedin 1976under
Intel’s sponsorshipwith the designof the 8087,a chip that provided floating point supportfor the 8086
processor. They hired Prof. William Kahanof University of California, Berkeley asa consultantto help
designthestandardandthenpushedit throughthestandardizationprocesswith the Instituteof Electrical
andElectronicsEngineers(IEEE).Nowadaysvirtually all computerssupportIEEE floatingpoint. This has
greatlyimprovedtheportability of scientificapplicationprogramsacrossdifferentmachines.


