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Abstract

The paper analyzes auctions which are not completely enforceable. In such auctions,
economic agents may fail to carry out their obligations, and parties involved cannot
rely on external enforcement or control mechanisms for backing up a transaction.
We propose two mechanisms that make bidders directly or indirectly reveal their
trustworthiness. The first mechanism is based on discriminating bidding schedules
that separate trustworthy from untrustworthy bidders. The second mechanism is a
generalization of the Vickrey auction to the case of untrustworthy bidders. We prove
that, if the winner is considered to have the trustworthiness of the second-highest
bidder, truthfully declaring one’s trustworthiness becomes a dominant strategy. We
expect the proposed mechanisms to reduce the cost of trust management and to
help agent designers avoid many market failures caused by lack of trust.

1 Introduction

Most literature on auction theory has focused on well defined and enforceable
auctions with trustworthy bidders and auctioneers that strictly follow the
auction rules. It is usually assumed that each party behaves as expected and
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carries out their obligations. Many on-line auctions do not usually meet this
assumption. Economic agents can fail to perform their tasks or to meet their
commitments due to lack of incentives, lack of ability, or circumstances beyond
their control. Internet users still fear the possibility of fraud, identity theft,
misuse of private information, etc. Complaints about online auction transac-
tions have skyrocketed, accounting for 90 percent of the Internet fraud reports
made to the Internet Fraud Watch in the first six months of 2002, compared
to 70 percent in 2001 (www.fraud.org). According to a report by the Federal
Trade Commission (www.ftc.gov/bep/conline/pubs/online/auctions.htm), the
most typical auction fraud cases are:

Failure to send merchandize

Sending something of lesser value than advertised

Failure to deliver in a timely manner

Failure to disclose all relevant information about a product or terms of sale.

Fake escrow services are another type of online auction fraud that was re-
cently discovered. Escrow services are intended to generate trust by putting
the money with the escrow service while the goods are being exchanged. How-
ever, fraudulent parties, both buyers and sellers, have been setting up fake
escrow services and insisting the other party use the service. In this case the
escrow service doesn’t hold the payment and the payment goes directly to the
fraudulent party.

Despite the importance of the issue of online auction fraud, the topic has
not received sufficient attention in the literature. The possibility of a cheating
auctioneer as pointed out as early as the seminal Vickrey’s paper (Vickrey,
1961). A recent work by Porter and Shoham (Porter and Shoham, 2003) ex-
amines how the possibility of cheating in sealed-bid auctions affects bidders’
equilibrium strategies. The authors prove a rather counterintuitive result that
the possibility of other bidders cheating has no effect on the equilibrium strat-
egy of an honest bidder. Cryptographic auctions are a complimentary area
of research that focuses on nonrepudiation, bidders anonymity, and privacy
(Brandt, 2003; Franklin and Reiter, 1995; Naor et al., 1999).

In the paper, we analyze auctions which are not completely enforceable. In
such auctions, economic agents may fail to carry out their obligations and
parties involved cannot rely on external enforcement or control mechanisms
for backing up a transaction. An important characteristic of these settings is
the risk of losses due to failure, fraud, or inability of other parties to fulfill their
contractual obligations. Another important characteristic is the presence of
asymmetric information. That is, untrustworthy agents may not communicate
private information concerning their contractual abilities or intentions.



We focus on a multidimensional auction in which a trustworthy buyer faces
many sellers with varying degree of trustworthiness. The buyer does not know
the bidders’ trustworthiness and has to move first after the auction has been
closed. That is, the buyer has to make the payment without having any guar-
anties of delivery. Such a setting raises several important questions. The first
one is how to evaluate bids. The profitability of each bid depends on the bid-
der’s trustworthiness, which is privately known to the bidder. Another question
is what kind of incentive-compatible schemes are possible and what is their
economic efficiency.

Many applications of mechanism design (Myerson, 1982; Maskin and Riley,
1984; Myerson, 1983; McAfee and McMillan, 1987) consider schemes that pro-
vide sufficient incentives to parties to reveal privately known information. The
problem in our case is that the auctioneer faces uncertain profits and has to
move first without being able to condition his payment on contractual per-
formance. For example, the standard Vickrey auction fails to provide bidders
with sufficient incentives to truthfully declare their trustworthiness.

In the paper, we study two mechanisms that make agents truthfully reveal
their trustworthiness. The first mechanism is based on constrained bidding,
in which the auctioneer offers different bidding schedules for different types of
bidders. The schedules are designed to separate trustworthy from untrustwor-
thy bidders. That is, all trustworthy bidders choose one schedule, while un-
trustworthy bidders choose another. This eliminates information asymmetry,
and allows the auctioneer to evaluate bids using the actual bidders’ trustwor-
thiness.

The second mechanism is a generalization of the Vickrey auction to the case of
untrustworthy bidders. In the auction, the highest bidder wins and the terms
of trade are chosen as if the winner had the trustworthiness of the second-
highest bidder.

The auction analyzed in the paper is three-dimensional, where sellers bid
on price and quantity, besides reporting their trustworthiness. Multidimen-
sional auctions arise frequently and have been extensively studied (Che, 1993;
Branco, 1997). For example, many defense procurement auctions involve mul-
tidimensional bids on promised technical characteristics, delivery date, esti-
mated project costs, etc.

The paper is organized as follows. Section 2 provides a brief formalization of
trust in the context of e-commerce. Section 3 defines the problem setting in
which an auctioneer faces many bidders with varying degree of trustworthi-
ness. A discriminating auction based on several bidding schedules is described
in Section 4. In the auction, agents reveal their trustworthiness by choosing
different schedules. Section 5 presents a generalization of the Vickrey auction



to the case of untrustworthy bidders. Finally, the paper concludes by summa-
rizing the results and providing directions for future research.

2 A formal framework of trust

The concept of trust has been a subject of continuous interest in different re-
search areas, including multi-agent systems (Marsh, 1994; Braynov and Sand-
holm, 2002; Brainov, 2001; Castelfranchi and Falcone, 1999; Biswas et al.,
2000), game theory and economics (Kreps and Wilson, 1982; Dasgupta, 1990;
Snijders, 1996), sociology (Coleman, 1990; Luhmann, 1979), risk-analysis (Gar-
rik, 1981), and psychology (Slovic, 1997). The notion of trust is also closely
related to the design and implementation of multi-stage safe exchanges (Sand-
holm and Ferrandon, 2000; Matsubara and Yokoo, 2000).

Trust has different connotations and has been used in different meanings in
different contexts by different authors. Many authors (Castelfranchi and Fal-
cone, 1999; Dimitrakos, 2001) consider trust as a belief or cognitive stance
that could eventually be quantified by a subjective probability (Garrik, 1981;
Josang, 1999). We give a brief conceptualization of trust that will help avoid
confusion and will facilitate further exposition.

We assume that trust is a bilateral relation that involves an entity manifesting
trust called the trustor and an entity being trusted called the trustee. Further,
we assume that

e There is an event I' that the trustor cannot control and that depends on
the trustee. The trustee may have partial or full control over T'.

e The trustor voluntarily decides to put himself in a position dependent on I'
in the sense that the trustor will benefit if I' occurs, otherwise he will lose.

In other words, the trustor depends on the trustee for some event I" which
is controlled by the trustee. Since it is I' what affects the trustor, we assume
that trustworthiness could be measured by the probability of I'. For example,
the trustee could be an untrustworthy seller and I' = {The seller delivers
promised merchandize after it has been paid for}. In another example, the
trustor could depend on the trustee for some information and I' = {The trustee
delivers accurate and truthful information}. Another interpretation is T' =
{The quality of the merchandize meets the buyer’s expectation}.

In general, two types of trustworthiness can be identified: perceived and ac-
tual. Perceived trustworthiness is defined as the trustor’s subjective belief in I"
which could be different from the objective trustworthiness, that is, the objec-
tive probability of I'. For example, an agent might delegate a task to another



agent, believing that the task can be successfully executed with probability &,
while the actual success rate of the performing agent is «.

Formally, the trustor’s utility function can be denoted by:

U(dvr(pla---apn)) (1)

where U is the trustor’s utility, py, ..., p, are parameters describing the event
I', and & is the degree of perceived trustworthiness, i.e., the degree in which
I' is expected to happen.

The event I' is favorable to the trustor:

oU (&, T(p1, ..., pn))

>0
o -

That is, the trustor benefits from higher trustworthiness. The case of com-
plete trustworthiness is represented by & = 1, and vice versa, the trustee is
completely untrustworthy when & = 0:

U(17F(p1a 7pn)) >0

U0, T(p1,..y0n)) <0

If we assume that utility is a continuous function of trustworthiness, then
there is a threshold level & € [0, 1] that separates trustworthiness from un-
trustworthiness:

U(a,T'(p1,...,pn)) =0 for all & > Qg

That is, he trustor is always better off if the other agent’s trustworthiness
exceeds the threshold &g which depends on the event I' and its parameters
P1, ..., Pn. This defines a natural participation constraint: the trustor will place
trust on the trustee (or will voluntarily agree to depend on the trustee) if
the the trustee’s perceived trustworthiness exceeds ¢y. The participation con-
straint corresponds to the intuition that an agent will only engage in an inter-
action if the trustworthiness of the other party exceeds some threshold (the
level of acceptable trustworthiness), which depends on the interaction con-
text (through parameters py, ..., p,) and on the trustor (through the trustor’s
utility function U). In other words, the threshold &g is both objectively and
subjectively determined.

Such a formalization of trust is domain independent and captures a wide
range of applications where the trustor believes that the trustee will behave



in some expected way specified by the event I'. Depending on the context the
subjective (or objective) trustworthiness can be given different interpretations.
For instance, it could be the probability of delivery, the probability of high
product quality, probability that an agent will follow contract terms, etc.

By choosing probability & (or «) as a measure of trustworthiness we do not
mean that trust always depends on a single factor. The event I' may have
a complex structure represented by parameters pq, ..., p,. In another work of
ours (Kim et al., 2001) we experimentally validated a multidimensional model
of trust in on-line exchanges. We showed that the following six factors affect
trust: information content, product, transaction, technology, institutions, and
consumer-behavior. We assume that all these factors could be combined so as
to produce a single measure of an agent’s trustworthiness. In other words, we
can think of o as a measure of the combined effect of different constituents
and determinants of trust.

3 Problem setting

This section describes an auction with untrustworthy bidders. A buyer solic-
its bids from sellers with two different levels of trustworthiness o and (3, <
B;a, B € [0,1]. Both a and § are normalized measures of a bidder’s com-
mitment to back up his bids. For the ease of interpretation, o and 3 could
be thought of as probability of delivery, measure of quality, ability, etc. For
example, in one interpretation, a less trustworthy bidder will deliver with prob-
ability « if he wins the auction, while a more trustworthy bidder will deliver
with probability 8. Each bidder knows only his own type (a or 3) and the
set of possible types is common knowledge among the buyer and the sellers.
Throughout the paper, we refer to bidders of type o and ( as untrustworthy
and trustworthy bidders, respectively, assuming that the variation in trust-
worthiness is significant enough to make a difference.

The buyer is completely trustworthy and he makes the first move after the
auction has been closed. That is, the buyer pays first without knowing the
probability of delivery. Since by moving first the buyer explicitly discloses his
type, the assumption of complete buyer’s trustworthiness does not limit the
generality of the model.

Each bid specifies an offer of promised quantity ¢ and price p. The buyer and
the sellers are risk-neutral, and the buyer derives utility from a bid, (p,q) €

Ri:

U(p7Qa0) = V(Qa 9) -p (2)



where 6 is the bidder’s trustworthiness, 6 € {a, 3}, and V(q,#) is the buyer
valuation function, V, > 0,V,, < 0, and V,(0,p) = 0 to ensure an interior
solution. Subscripts denote partial derivatives.

A bidder, upon winning, earns from a bid (p, ¢) the following profits:

W(p7 g, 9) =D O(Q? 9) (3)

where W and C' are the bidder’s utility and cost functions, respectively. We
assume Cy, > 0,0y > 0, and Cypp > 0. Thus, both the total and the marginal
cost increase with #. To understand the intuition behind these assumptions,
it is convenient to view one’s trustworthiness as a measure of quality or prob-
ability of delivery. Production costs usually increase with quality, all other
things being equal. In addition, trustworthy agents may incur added costs
for establishing and keeping a good reputation. In economic literature, (Boot
et al., 1993) trustworthiness is often modelled as a financial asset requiring a
certain level of capital investment.

The problem with untrustworthy bidders is that the buyer’s utility depends on
the trustworthiness of the winner, which is only privately known. In this case,
the informed winner’s trading decision depends on privately held information
in a manner that negatively affects the uninformed auctioneer. Without know-
ing bidders’ types, the auctioneer cannot precisely evaluate the utility of a bid,
and therefore determine the auction winner. Since the buyer is moving first, he
cannot condition his payment on the seller compliance. In addition, we assume
that the buyer does not have access to indirect indicators of a seller’s trust-
worthiness such as reputation database or history of previous interactions. If
the buyer moved second, after verifying, directly or indirectly, the delivery,
the principal-agent theory could be used (Myerson, 1982; Maskin and Riley,
1984) to design optimal auction rules.

If the auctioneer uses a scoring function equal to his utility, defined by Equa-
tion 3, and asks bidders to reveal their types, then untrustworthy bidders
(0 = &) may have un incentive to report a higher type (# = (3). The problem
is that the scoring function (and the auctioneer’s utility) increases in 6. For
example, in a standard Vickrey auction, the winner has to match the price
and the quality of the second-score bidder. This, however, does not prevent
an untrustworthy bidder from reporting higher trustworthiness. Reporting a
higher type increases the chance of winning the auction without affecting a
bidder’s utility.

Proposition 1 Truthfully declaring an agent’s trustworthiness is not a dom-
inant strategy in a standard Vickrey auction, where agents bid on price and
quantity.
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Fig. 1. Zero-utility indiffernce curves for trustworthy and untrustworthy bidders

PROOF. Since agents bid on price and quantity along with declaring their
types, every bid is a triple (p,q,d). Note that the reservation level of un-
trustworthy bidders lies below the reservation level of trustworthy bidders for
fixed quantity and price. Figure 1 shows the zero-utility indifference curves,
for trustworthy (/ys:) and untrustworthy (/,.-) bidders as functions of price
and quantity. As long as every untrustworthy bidder submits a bid above the
line I,,:, he earns nonnegative utility. Since [, is not below I, every
bid which is individually rational for a trustworthy bidder is also individually
rational for an untrustworthy bidder. For example, bid A earns zero utility for
a trustworthy bidder and strictly positive utility, p4 —pg, for an untrustworthy
bidder. If the auction winner is an untrustworthy agent, who misrepresented
his type, the second-score bid will always be individually rational for him.
Therefore, by declaring a higher type, an untrustworthy bidder does incur the
risk of receiving negative utility. Figure 1 also shows the auctioneer’s indiffer-
ence curves for trustworthy (Jy.us) and untrustworthy (Jy,,-) bidders for bid
A. That is, Jyus is the auctioneer’s indifference curve that passes trough A
under the assumption that the bidder is trustworthy. Since Ji..« is steeper
than J,,.., the auctioneer receives greater utility if bid A is submitted by
a trustworthy bidder. Therefore, by declaring higher trustworthiness, a bid-
der can increase his chances of winning the auction with no risk of receiving
negative payoff.

Note that bidders reveal their type by submitting bids between lines J;,.,q
and Jy,s-. Such bids are not individually rational for trustworthy bidders, and
therefore can be submitted only by untrustworthy agents. 0



4 A separating auction

In this section we study the problem of how to perform bid evaluation and
winner determination based solely on information contained in bids. The prob-
lem with untrustworthy bidders is that, by declaring higher trustworthiness,
they can manipulate the way bids are evaluated. We discuss discriminating
auction rules that separate trustworthy from untrustworthy agents.

A natural way to approach the problem with untrustworthy bidders is to
assume that the auctioneer adopts a play-safe strategy and decides to insure
himself against the worst case possible.

Definition 1 In a distrust-based auction, every bidder submits a bid on
price and quality. The auctioneer uses a scoring function S that treats each
bidder as untrustworthy:

Sp.a) =V(g,) —p
Unfortunately, being overcautious does not help auctioneers to avoid untrust-
worthy bidders.

Proposition 2 There is a strictly positive probability that an untrustworthy
bidder wins in a distrust-based Dutch, English, first-score, and a second-score
sealed bid auctions. If the difference in trustworthiness, 3 — «, between the two
agent types is sufficiently large, then only untrustworthy bidders win.

PROOF. A trustworthy bidder can get a maximal score by submitting a bid
bo = (C(qo, B), o), where

g0 = argmax (V (¢, ) — C(g, )
Apparently,
U(bo, @) =V (qo, ) — C(qo, 3))
W(b07 ﬁ) =0
That is, a trustworthy seller receives zero utility from by, while the auction-

eer receives V' (qo, @) — C(qo, 3). On the other hand, an untrustworthy bidder
receives a strictly positive utility from by:

W (bg, ) = C(qo, ) — C(qo, ) >0



Therefore, an untrustworthy bidder can always underbid a trustworthy bidder
by sending b, = (C(qo, 3) — €, qo). Note that biding below by is not individually
rational for a trustworthy bidder. If the two bidder types differ significantly,
(8 >> «, then the equilibrium in which a trustworthy bidder bids by and an
untrustworthy bidder bids below by is a Nash equilibrium in pure strategies
for the Dutch, first-score and second-score sealed bid auctions auctions. An
untrustworthy bidder wins in a English auction, as well.

If the difference between levels of trustworthiness is small, than both types
of agents will adopt mixed strategies depending on the auction rules. Hence,
there is always a strictly positive probability that an untrustworthy seller wins.
O

Proposition 2 can be explained using the cost differences between agent types.
If the difference in trustworthiness is sufficiently large, trustworthy bidders
incur sufficiently large costs compared to untrustworthy bidders, which pre-
vents them from submitting competitive bids, and therefore from winning an
auction.

Another way to solve the problem with untrustworthy bidders is to consider
trustworthiness as a random variable and to evaluate bids using its expecta-
tion, £(#). Unfortunately, a similar proposition here as well.

Proposition 3 Suppose that an auctioneer evaluates bids according to his
expectation of agents’ trustworthiness:

S(p,q) =VI(g, E)) —p

There is a strictly positive probability that an untrustworthy bidder wins in
Dutch, English, first-score, and second-score sealed bid auctions. If the differ-
ence in trustworthiness, B —a, between the two agent types is sufficiently large,
then only untrustworthy bidders win.

PROOF. Parallels the proof of Proposition 2 after substituting F(6) for «
in bid evaluation. U

Propositions 2-3 show that, in some cases, trustworthy agents will be driven
out of the market, thereby causing a market inefficiency. To fix the problem,
we investigate constrained-bidding mechanisms.

Definition 2 In a constrained-bidding multidimensional auction, an el-
1gible bid satisfies a set of constraints on bid parameters. That is, for every
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eligible bid b(ty, ..., t, ) we have

Or(ty, .. tn) fork=1,....m

where {pr}i, is a set of constraint predicates.

For example, the auction rules can fix the quantity to gy and define a minimal
and a maximal price:

q = qo, and pE [pminypmaa:] (4)

One possible interpretation is that the maximal price is the auctioneer’s reser-
vation level, and the minimal price is the reservation level for a bidder of a
certain type. In our setting, constraints (4) reduce a two-dimensional auction
on price and quantity to a unidimensional auction on price.

One important characteristic of constrained auctions is that the bidders’ ex-
pected utility can be ex-ante limited by the auction rules. For example, con-
straints (4) impose an upper bound, py.. — C(qo,0), and a lower bound
Pmin — C(qo, 0) for type 6 bidders. By choosing a particular set of constraints,
the auctioneer can affect the incentive structure of the auction, and therefore
can provide bidders with additional incentives. We will show that in our case,
the bidders could be given incentives to reveal directly or indirectly their type.

We assume that, if a seller faces a choice between two auctions, he will choose
an auction which gives him a better utility range, all other things being equal.
For example, if a seller must choose between an auction A; with a utility
range [2,10] and a auction A, with a utility range [0,8], he would choose Aj,
all other things being equal. The intuition behind this assumption is that every
bidding strategy for a auction A, gives a better expected utility when applied
to auction A;.

Assumption 1 Given an auction A; with a utility range [a} ., al | and an
auction Ay with a utility range [a2,, a2, ,.], where the only difference between
A, and Ay is
a’}nin > afnin
ainaac > afnax
a71‘rza:c - avlnin = a?naa: - a72nin

then a risk-neutral bidder prefers auction Ay to auction As.

In other words, in both auctions, a bidder has the same strategy set, faces the
same opponents and the same rules, with the only difference being strategy
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payoffs. In Assumption 1, both auctions have the same length of utility range.
If utility ranges differ, then a risk-neutral bidder can still prefer auction A; if
the lower utility bound of A; exceeds the upper utility bound of A,:

1 >a2

min — “'max

Qa

The intuition is that every bidding strategy in A; yields a greater payoff than
a bidding strategy in A,, all other things being equal. In the next section, we
will drop Assumption 1 and propose a generalized Vickrey auction in which
truth-telling is a dominant strategy.

Using bidders’ preferences for auctions, the auctioneer can distinguish, or
screen, various types of bidders by offering different bid constraints to dif-
ferent types of bidders.

Definition 3 In a separating constrained-bidding auction, the auction-
eer offers two sets of bid constraints. A bidder chooses a set of constraints
and strictly follows this set throughout the auction. All other auction rules
remain the same for all bidders. A bidder is not allowed to change his set of
constraints during an auction.

In other words, there are two bidding schedules, each bidder chooses and
follows only one schedule, and all bidders compete with one another. That is,
each bidder competes with both the bidders from his schedule and the bidders
from the other schedule. For example, in a separating constrained-bidding
auction based on the first-score rule the bidder with the highest score wins.
In the beginning, the auctioneer offers two sets of bid constraints. A bidder
either chooses a set of constraints and submits a bid (or bids) satisfying only
this set, or rejects the auction.

According to the next proposition, sometimes it is possible to design two
sets of bid constraints so that all trustworthy bidders prefer one set and all
untrustworthy bidders prefer the other. Thus, by choosing a set of constraints,
bidders disclose their type. This allows the auctioneer to evaluate the utility of
each bid and to determine the winner. Since the auctioneer knows the bidders’
types, he can associate every trustworthy bid with § and every untrustworthy
bid with a.

Proposition 4 IfV,(0,a) > C,(0, 3), then there exists a constrained-bidding
auction that separates trustworthy from untrustworthy bidders.

PROOF. Figure 2 shows the zero-utility indifference curves for the bidders
and the auctioneer. Lines J;., and J,.: represent the auctioneer’s indiffer-
ence curves for trustworthy and untrustworthy bidders, respectively. Similarly,

12
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Fig. 2. A separating set of bid constraints

lines Ijpyse and I, represent the indifference curves for trustworthy and un-
trustworthy bidders.

Point C' is defined as the intersection of I, and Jyu,. Since V,(0,a) >
C,(0,8), A is well defined and A # (0, 0).

g4 is chosen as the quantity satisfying:

V(ga, B) — C(qa, B) = V(ge,a) — Cqc, @)

Point B has coordinates (q4,C(aa,3)), and lies on the curve I;.,¢. Point D
is defined as (q¢, C(qc, @) + C(aa, 3) — C(qa, @)). The definition of the points
A, B,C and D implies

W(A o) =W(C,«a) (5)
W(B,a) =W(D,«) (6)

That is, A and C lie on the same indifference curve for an untrustworthy bid-
der, and B and D lie on another indifference curve. That is, an untrustworthy
bidder is indifferent between selling quantity ¢4 at price p4 and quantity go
at price pc. Similarly, he is indifferent between quantity gc at price po, and
quantity gp at price pp. Consider the sets of bid constraints C'yg and Ceop
defined as follows:

Cap ={q=qa, and p € [pp,pal}

13



Cep ={q=qc, and p € [pp,pcl}

If a bidder chooses to submit bids satisfying C'45, then he has to bid a fixed
quantity, ¢4, the maximal price is p4, and the minimal price is pg.

Equations 5 and 6 imply that an untrustworthy bidder is indifferent between
two sets of constraints, Cxp and Cop (under Assumption 1). On the other
hand, Figure 2 shows that Cop offers non-positive utility for a trustworthy
bidder (line C'D is below the zero-utility indifference curve I..s), while Cap
offers only non-negative utility. Therefore, a trustworthy bidder prefers Cxp
to CC D-

To make the untrustworthy bidder’s preferences strong, the line AB can be
shifted to the left by an infinitesimal amount e. This will make an untrust-
worthy bidder strongly prefer bidding on line C'D without changing the pref-
erences for a trustworthy bidder.

Note that the auctioneer is indifferent between C'yp and Ceop:
U(A,B)=U(C,a)=0

U(B,3)=U(D,a) =pc —pp = pa— pB

That is, each set of constraints offers the same utility range, [0, pc — pp], to
the auctioneer and to all types of bidders.

The bidding schedule AB looks the same to trustworthy bidders as does sched-
ule C'D to untrustworthy bidders. The only difference between the schedules
is that one of them is parallely shifted to compensate for cost differences be-
tween agents’ types. Both types of bidders bid in the same price range (since
pc — pp = pa — pp) and they receive the same utility from prices which are
equally distanced from the minimal ones. In other words, each bidding sched-
ule is equivalent to a single-unit auction with an auctioneer’s reservation price
pc — pp and a bidder’s reservation price 0.

Therefore, when presented with a choice between bidding schedules C4p and
Cep, trustworthy bidders chose C'4p, and untrustworthy bidders chose Cep.
OJ

According to Proposition 4, auction rules can be designed to eliminate the
strategic consequences arising from differences in bidders’ types. In such cases,
the auctioneer can offer two bidding schedules so that the first type bidders
choose the first schedule and the second type choose the second schedule.
Both types of bidders face the same reservation utility and the same strategic
choices.

14



Another observation is that, in order to separate trustworthy from untrust-
worthy bidders, the auctioneer must split a two-dimensional auction (on price
and quantity) into two inidimensional (on price only) bidding schedules.

It should be pointed out that a separating auction does not prevent untrust-
worthy bidders from winning. What distinguishes a separating auction from
distrust-based and expectation-based auctions is that the auctioneer can ex-
actly evaluate bids and choose the most profitable bid. In addition, when the
difference in trustworthiness, 3 — «, is sufficiently large, trustworthy agents
are not driven out of the market, as is the case for the other auctions.

A separating auction can have a variety of auction rules. It could be, for
instance, a second-price sealed-bid auction where a bidder chooses between
two predefined quantities (either g4 or ¢¢ in Figure 2) and submits a price for
that quantity. According to Proposition 4, trustworthy bidders choose ¢4 and
bid pg, while untrustworthy bidders choose g- and bid pp. In both cases, the
auctioneer receives utility p4 — ppg.

It should be pointed out that a separating auction may not maximize the social
welfare. Obviously, some price has to be paid for the possibility to separate
agent types.

For example, in order to maximize his utility in a second-score auction, the
auctioneer will choose bidding schedules with maximal utility range, pa — pp.
That is, the auctioneer will choose quantity ¢~ such that:

s = argmax (V(g, 0) — C(g,0))

If the auctioneer knew the type of each bidder, then he could fix the quantity
to

go = argmax (V (g, 5) — C(q, 9))

or to

i = argmax (V(g,0) - C(g, )

depending on which agent type is more profitable for him. It is apparent,
that in the case where trustworthy agents offer more utility to the auction-
eer, the social welfare is not maximized. If, however, untrustworthy agents are
more efficient, then a separating auction is socially optimal. Whether trustwor-
thy agents are more efficient than untrustworthy ones, depends on the value,
V(gq,0), and the cost function, C(q,#). If the social cost of trustworthiness is
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less than its social value, then trustworthy agents will be more efficient, and
vice versa.

5 A generalization of the Vickrey auction

In this section we describe a generalization of the Vickrey auction to the case
of untrustworthy bidders. We drop Assumption 1 and the restriction of having
only two types of bidders. The generalized auction is applicable to situations
with a continuum of bidder types.

In the generalized auction each bidder submits a bid on price, quantity, and a
declaration of trustworthiness (p, ¢, §). The auction uses a constrained-bidding
schedule where each bidder is required to submit the maximal price for each

combination of quantity and price:

~

p=Clg,0) (7)

We assume that the cost function is known to the auctioneer who can then
check Condition 7 for each bid and verify its validity. The score function is
equal to the auctioneer’s utility, assuming that every bidder truthfully declares
his type, i.e., 0 = 0. The winner is the bidder with the highest score (ties are
resolved randomly). The winning bidder matches the highest rejected score by
choosing a price and a quantity, which generate the same score. The central
point of the auction rules is that, in matching the second-highest score, the
winner is assumed to have the same type as the highest-rejected bidder. In
other words, the winner is allowed to choose a price and a quantity that
generate the highest-rejected score using the declared trustworthiness of the
highest-rejected bidder. More formally:

Definition 4 In the generalized Vickrey auction each bidder submits a bid

~

b= (p,q,0). Bidding is constrained and eligible bids must satisfy Equation 7.
The score is defined as:

~

S(p,q,0) = V(g,0) —p

The highest score wins. The price and quantity are chosen by the winner to
satisfy:

~ ~

p="VI(q,0s) — V(4s,05) + ps (8)
‘/Q((L éS) - CQ(Q7 é) =0 (9)
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where (ps, qs, 0s) is the second-highest bid. As usual, subscripts denote partial
deriatives.

Condition 9 guarantees that the winner matches the second-highest score,
while Equation 10 ensures that the marginal cost of the winner is equal to
the marginal value which the auctioneer could have received from the second-
highest bidder. Note that Condition 9 requires the winner to match the second-
highest score under the assumption that he has the type of the second-highest
bidder.

Proposition 5 In the generalized Vickrey auction, it is a dominant strategy
for each bidder to truthfully report his trustworthiness.

PROOF. The utility of the winner is given by:

where p and ¢ are the price and quantity satisfying Equations 8-9. From Equa-
tion 8 it follows that:

~ ~

W(p7 q, 0) = V(Q7 05) - V(Qs; 95) + DPs — C(q7 9)

The winner will choose quantity ¢ to maximize his utility. Therefore,

~

Va(a,65) = Cylg,6) =0

On the other hand, Equation 9 requires:

~

Vi(4,0,) = Cqlg.0) = 0
Therefore the winner will maximize his utility if and only if 6 = 0. O

The simple intuition behind the generalized Vickrey auction is presented in
Figure 3. The winner is allowed to pick a quantity and a price that match the
second-highest score, under the assumption that the winner has the type of
the second-highest bidder. Point B in Figure 3 represents the second-highest
bid. J is the indifference curve of the auctioneer for the type declared by
the second-highest bidder. That is, the winner is allowed to move along the
curve in choosing quantity and price. Clearly, the winner’s profit is maximized
at the tangency point between his indifference curve I and the auctioneer’s
indifference curve J. The angle at the tangency point is uniquely determined
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Fig. 3. Indifference curves for a bidder and an auctionner

by the winner’s type 6. Equation 9 requires the winner to pick a tangency in
accordance with his declaration 6. Therefore, the winner maximizes his utility
if and only if he truthfully declares his type. Note that a truthful declaration
neither increases nor decreases an agent’s chances of winning the auction.
Since agents submit multidimensional bids, they can always make tradeoffs
between bid parameters.

6 Conclusions

In the paper we have analyzed a multidimensional auction in which a trustwor-
thy buyer faces sellers with different degrees of trustworthiness. We proposed
two mechanisms that make bidders directly or indirectly reveal their trust-
worthiness. The first mechanism is based on discriminating bidding schedules.
We have proved that, under certain conditions, it is possible to design bidding
schedules that separate trustworthy from untrustworthy bidders.

The second mechanism is a generalization of the Vickrey auction to the case
of untrustworthy bidders. We proved that, if the winner is considered to have
the trustworthiness of the second-highest bidder, truthfully declaring one’s
trustworthiness becomes a dominant strategy.

We expect the proposed mechanisms to reduce the cost of trust management
and to eliminate some market failures and inefficiencies caused by lack of
trust. By eliminating the need to manipulate and speculate about other bid-
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der’ trustworthiness, the mechanisms could also simplify the architecture of
economic software agents. In risky environments, the mechanisms could en-
able mutually beneficial interactions which are otherwise costly to enforce or
cannot be enforced by third parties.
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