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Abstract—Diffusion through graphs can be used to model
many real-world process, such as the spread of diseases, social
network memes, computer viruses, or water contaminants. Often,
a real-world diffusion cannot be directly observed while it is
occurring — perhaps it is not noticed until some time has passed,
continuous monitoring is too costly, or privacy concerns limit data
access. This leads to the need to reconstruct how the present state
of the diffusion came to be from partial diffusion data. Here, we
tackle the problem of reconstructing a diffusion history from
one or more snapshots of the diffusion state. This ability can be
invaluable to learn when certain computer nodes are infected or
which people are the initial disease spreaders to control future
diffusions. We formulate this problem over discrete-time SEIRS-
type diffusion models in terms of maximum likelihood. We design
methods that are based on submodularity and a novel prize-
collecting dominating-set vertex cover (PCDSVC) relaxation that
can identify likely diffusion steps with some provable performance
guarantees. Our methods are the first to be able to reconstruct
complete diffusion histories accurately in real and simulated
situations. As a special case, they can also identify the initial
spreaders better than existing methods for that problem. Our
results for both meme and contaminant diffusion show that the
partial diffusion data problem can be overcome with proper
modeling and methods, and that hidden temporal characteristics
of diffusion can be predicted from limited data.

I. INTRODUCTION

Dynamic processes over networks are used to model and
analyze properties of various social and biological systems.
Diffusion is special case of those processes in which a
spread (e.g., an infection) starts from some part of the graph
and spreads to other portions over time via edges of the
graph. Some examples are virus propagation in computer
networks [1]], and idea and gossip spreading in social net-
works [2]. A diffusion model, such as the commonly studied
SIRS and SEIRS models, defines the set of possible states
that the nodes of the graph can be in and rules for proba-
bilistically switching between states. Recently, [3] introduced
the VPM (Virus Propagation Model) that generalizes all those
Markovian diffusion models and defines the hierarchical rela-
tionships between them.

It is not always easy to know the whole diffusion progres-
sion, initial diffusion conditions, or the time it started due to
several limitations. For example, existence of a computer virus
diffusion over the computer network may only be noticed after
a significant number of computers stop operating. A similar
problem exists in detecting influenza diffusion [4]. We may
also not track the diffusion of a virus in email networks and
a contaminant in a water distribution network due to privacy
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and physical limitations, respectively. In all these cases, it is
essential to learn more about the past to take precautions to
prevent future epidemics, to learn more about the true diffusion
mechanics, to provide safer water, to break privacy and so on.
However, given present-day diffusion data, it is not trivial to
search for the most likely diffusion progression in the past as
there will be many valid histories leading to the observed data.

In this paper, we tackle this problem of inferring a complete
diffusion history from one or more diffusion snapshots for
discrete-time SEIRS-type diffusion models that include SI,
SIS, SIR, SIRS, SEIR, SEIS, SEIRS. Those models with their
abstract states and independent cascade (IC) assumption [3]]
have been used to model many forms of diffusion in many
different domains [2], [4]], [6].

Complete diffusion history reconstruction has not been pre-
viously studied but similar problems exist in the literature. The
most relevant such problem is Initial Spreader Identification
where we want to identify the most probable initial infected
nodes that started a diffusion. Among approaches for this
problem, Keffectors [1] identifies the k best-possible initial
spreaders. However, it requires an estimate of the number of
initial spreaders to be given as input. Rumor [§] finds the most
probable spreader by estimating the rumor centrality but it
assumes a single initial spreader, and it is only defined for
SI model. Lastly, NetSleuth [9] does not require the number
of initial spreaders as an input. However, it works only for
the restricted cases of SI model, and it is based on MDL
principle without any provable performance guarantee. None
of these methods infer the whole diffusion progression, as our
approaches do. Another related problem is Graph Inference
where we want to reconstruct the unknown graph from ob-
served multiple diffusion traces over it. This problem is fun-
damentally different than the history reconstruction problem
as graph inference methods [10], [L1] search in the graph
space assuming full observability of multiple traces whereas
our methods search in temporal diffusion progression space as
they try to complete the missing history of a single trace.

We formulate the diffusion history reconstruction problem
as that of determining the maximum likelihood (ML) history
given diffusion snapshots that may come from multiple time
points. We designed an algorithm called DHR-sub (submodular
history reconstruction on discrete dynamics) that reconstructs
the history before the earliest measured time point by greedily
maximizing the non-monotone submodular log-likelihood at
each previous time step. It further reconstructs the history
between the consecutive diffusion data time points by solving
the problem as non-monotone submodular maximization under



matroid base constraints.

Though accurate and practical for smaller graphs, DHR-
sub can take some time to solve. To reconstruct diffusion
history faster, we designed DHR-pcdsvc that solves the first-
order Taylor approximation relaxation of the log-likelihood.
We define this new problem as Prize-Collecting Dominating-
Set Vertex Cover, and show that it can be approximated within
a factor of O(log(|V|)). This problem can be further relaxed by
removing the covering constraints; it becomes Prize-Collecting
Vertex Cover, and we design DHR-pcvc that approximates
it by a factor of 2 for non-bipartite models and solves this
newer relaxation optimally by transforming it to s-t mincut for
bipartite models. We also design ensemble approaches for all
of our methods that estimate the robust set of initial spreaders
from multiple runs of the algorithm.

In summary, our main contributions are:

e  Our methods reconstruct the whole diffusion history
nonparametrically for all SEIRS-type models whereas
the existing methods only identify the initial spreaders
for certain models;

e  Our methods formulate the problem in terms of dif-
fusion likelihood, and we give some performance
guarantees on the quality of the obtained solutions;

e  OQOur relaxation methods DHR-pcdsve and DHR-pcve
scale well to history reconstruction over tens of thou-
sands of nodes with provable performance guarantees;

e  Our methods perform better by using the diffusion
information from all the nodes (not just from infected
nodes), and from multiple time points if available;

e  We use reconstructed histories to predict several dif-
fusion features such as speed and acceleration that are
not apparent in the observed portion of the diffusion.

Our methods more accurately identify initial spreader sites
on a water distribution network and on simulated networks.
In terms of history reconstruction, we compared our methods
with a baseline heuristic since there is no previous method.
All our methods can accurately reconstruct several meme
diffusion histories on blog networks. They also perform better
on synthetic networks under different models. In general, all
our methods reconstruct the diffusion history reasonably fast
and accurately compared to the hardness of the problem (see
Section [VII-F). In many cases, relaxations of the original
problem can reconstruct the diffusion history almost as good
as the original formulations in a far shorter amount of time.
Lastly, we also estimate the speed and acceleration dynamics
of several memes over blog network from their reconstructed
histories. In this case, estimated dynamics from quite a few
diffusion snapshots match the true dynamics almost perfectly
producing decent whole history reconstruction performance.
Overall, our results for different types of diffusion show that
many characteristics of complete diffusion history can be
inferred with proper modeling and methods.

II. SEIRS DIFFUSION DYNAMICS

SEIRS diffusion dynamics over directed graph G = (V, E)
with possible state transitions is shown in Figure 1| The SEIRS

State Diagram

Fig. 1. SEIRS State Transition Diagram
Symbol Definition and Description
G=(V,E) directed graph G
P(v), S(v) set of predecessors, successsors of node v
S SEIRS states (S,E,I,R)

M diffusion model of SEIRS-type models
probability of diffusion from infected node u to
susceptible node v

probability of (E - I,I - R, R — S,S = E
S — I, I — ) transition for v

time v transitions into (S, E, I, R)

Puv

€21y, 127y, 728y,
Ss2€ey, 8214, 128,

1St 1t

St, B¢, It, Ry set of nodes that are in (S, E, I, R) at time ¢
Dy diffusion snapshot at time ¢

D given diffusion data

Ip length of diffusion D

Tp ordered set of time points of D

min(7p), max(Tp)
min(Tp)/lp, max(Tp)/lp

TABLE 1.

tmin, tmax
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TABLE OF SYMBOLS

states are Susceptible (S), Exposed but not contagious (E),
Infected and contagious (I), and previously infected but now
Recovered (or immune to the infection) (R). Those states are
general enough abstractions to model various forms of diffu-
sion in different contexts [6]], [4]. For instance, the infected
state models people having influenza symptoms in influenza
diffusion over humans, and it represents creation of a blog
entry about a topic in idea diffusion. Similarly, the recovered
state could represent recovery of a person from influenza or the
decontamination of a water tower from chemical contaminants
depending on the context.

In SEIRS model, diffusion starts at time ¢ = 0 from set
of initially infected nodes and progresses over G in discrete
time steps. Let Sy, Ey, I}, R; be the set of S, E, I, R nodes at
time ¢ respectively. At each time step, infected nodes spread
the infection to the susceptible nodes with certain probability.
This § — E transition is exogenous; it is affected by G and
probability of exogenous transition for susceptible node v at
time ¢ is 1 — HuEP(v)ﬂlt(l — Puv), Where P(v) is the set
of nodes with edges into v and p,, is the probability of
transmission of the agent over edge (u,v). The remaining
E — I, 1 - R, R — S transitions are endogenous; their
transition probabilities are e2i,, 12r,, r2s, respectively, and
they are not affected by G. For every node at each time
step, if a transition succeeds, the node transitions to a new
state. Otherwise, it follows similar procedure at next time
step, independent of the previous trials. SEIRS-type models
are Markovian since state of a node at time ¢ depends on its
state and its neighbors’ states at previous time steps, and it
obeys independent cascade (IC) [5] assumption which states
that a diffusion from one of nodes predecessor is enough for
node to become exposed/infected. The symbols used in this



t ? O susceptible

s.t.(?’rt ' @ Infected
@ Recovered
e -0 0 6 —® 7
= Snapshot
e @ © 0 @ —
gl @ @ © O @ - ® 7
£ ] 7; ===
e 0 @ @ @
=@ -0 @ © S® 7
= ~ - Snapshot
e ® © @ @ - Q|e—
Fig. 2. Example Problem: SIR Diffusion over 8 node graph where we can

only observe t2 and tg without knowing the initial diffusion time ts¢qrt. We
want to reconstruct the missing diffusion snapshots from ¢s¢q-¢+ onwards

text are given in Table [I] for reference.

SEIRS-type models include the well-known SI, SIR, SIS,
SIRS, SEIR, SEIRS models [12]. SEIRS is the most gen-
eral model among these models, and some of its transitions
disappear or change slightly in other models. For instance,
in SIR, there is no exposed state; the exogenous transition
is § — [ since nodes proceed directly to the infected state,
and there is no R — § transition. We can classify SEIRS-
type models in various ways. SIRS, SEIRS are loopy models
where R — S transition is available whereas SI, SIR, SEIR
are non-loopy models. We can also split SEIRS-type models
into bipartite and non-bipartite models: a node that gets the
infection directly transitions into infected state in non-bipartite
models such as SI, SIR, SIRS, SIS whereas it goes through
the exposed state for bipartite models such as SEIR, SEIRS.
The model may also be either uniform in which case all of the
transition probabilities are the same for each edge and node,
or non-uniform in which case the probabilities may vary over
the edges and nodes. We discuss the general non-uniform case
here; the uniform case is a simple specialization.

III. DIFFUSION HISTORY RECONSTRUCTION PROBLEM

For diffusion D, let D; = (S;, E;, I;, R;) be the state
of the nodes at the time ¢, where .S; is the set of susceptible
nodes, etc. D; is a diffusion snapshot. We define Problem
to reconstruct the diffusion history when the diffusion length
is unknown:

Problem 1. We are given: a graph G = (V, E), state transition
probabilities (pyy, €2t,, 128,, i2r,, r2s,) that define an
SEIRS-type model, a collection of time points Tp at which
snapshots were taken, and a collection of diffusion snapshots
D = {D:} for t € Tp. Each snapshot records the state
of every node at a single time point, partitioning them into
V=S UE ULLUR,.

Our goal is to infer the past states (susceptible, exposed,
infected and recovered) of every node at every time t & Tp.

Figure [2] illustrates the history reconstruction problem for
the SIR model. Each subsequent layer shows the progression of
time, and we want to reconstruct the diffusion progression from

unknown initial time ts;4,; onwards given full state knowledge
at subset of time points. The initial spreader identification
problem is special case of Problem [I] where we want to identify
only the initial infected nodes.

IV. NON-MONOTONE SUBMODULAR HISTORY
RECONSTRUCTION (DHR-sub)

Let tmae = max(Tp), tmin = min(Tp), tsiart be the
unknown initial diffusion time, and M be the specific SEIRS
type model that diffusion snapshots are collected over, SEIRS-
type models are Markovian so the probability of diffusion D =
{D¢.,uss--+> Dy, ..} that starts at tg,+ and progresses until
tmaez Can be written as the multiplication of the probability of
each time step in terms of previous time steps as in (I):

max

tmax

H P(Dj|Dj—1""’Dtstart) P(Dtstam) (1)

J=tstart+1

P(D) =

We assume the state transition probabilities (p,,.,, €21, 12r,,) to
be same at each time step, so the overall diffusion probability
in (I) simplifies to () under this memoryless property:

tmaz

Il Pw;iD;-1) P(Dy,,...) )

J=tstart+1

P(D) =

Let Tp be the ordered set of observed time points, X; =
(S;, Ej, I;, R;) be the unknown state knowledge at time
V.] ¢ Tp, and X = {Xj : .7 € {tstartw--atmuw} \ TD}-
Given a collection of diffusion snapshots D for T, our goal
is to reconstruct the most probable diffusion progression (X)
by maximizing the log-likelihood as in Equation (3)-(5):

argmax log(L(X|D)) = log(LP"¢) + Z log( ;"k)
* DHR-sub-early (4,k)EP(Tp) DHR-sub-between
3
s.t. IntraConsistent(X;, M), j € toart, -1 tmaz —1  (4)
InterConsistent(X;, X; 1, M), j € tstart, -, tmaz — 1
Q)]

where LP7¢ and LY} are defined in @-(), P(Tp) =
{(t;,tj41), j €1,...,|Tp|—1}, and maximum log-likelihood
estimate is the same as the maximum likelihood estimate since
the logarithm is a monotonically increasing function:

= P(X;|D) P(Dp|Xk—1) [ P(XelXy)
tej41,. k-2
(6)
tmin—tstart
L = P(Xtpin—it 11 Xtin—i) P(Xtopar) (D
j=1

There are two types of constraints: IntraConsistency con-
straints (@) make sure that the variable assignments at each
time step are valid under M: every node belongs to a single
state at each j, and InterConsistency constraints (3] make sure
that the diffusion between each consecutive time steps is valid
according to rules of M: every node that got the infection at
7 has at least one infected predecessors at j — 1, and node
transitions are valid according to M. For instance, recovered
nodes cannot become susceptible if M is not loopy. These
constraints are described in more detail below.



The diffusion history between consecutive observed Tp  defined as in (I2)—(I3) for SEIRS model as:
pairs is independent of each other since Eq. [2| is memoryless,

and each D, completely describes states of all nodes at time L= H (/j”vj_l (1 — Luad E“JVR> Sw.fl) (12)
. R .. . . e e2e s2e s2e
j. Thus, maximizing (3)-() can be partitioned into multiple veE,
independent subproblems of two types that can be optimized ) P e
independently. The first type (DHR-sub-early) maximizes L] = H (( w0 Lsn ) (128,) 75 ’1) (13)
log(£P"¢) under the consistency constraints to reconstruct the vES;
history before #,,;,. The second type (DHR-sub-between) i — 0r VLTud—1(] — p9g. )1 14
maximizes log(ﬁyfk) to reconstruct the history between the " 161 ((Z ) (1 —72s,) ) (14)
snapshots from time j and time %k under the consistency con- ) Ve
straints. We define algorithms for both types of subproblems Ll = H (((e?iv)e”'f‘l(l — i2rv)1_e“'3‘1)) (15)
below. In the text, we use D; and X; interchangeably for vel;
VjeTp.
where the sub-terms are defined as:
ZéjeJ = H (1 - puv)l_eu'j_l
A. History reconstruction before the earliest observed snap- wEP(v)NI;
shot (DHR-sub-earl R —ru
( y) 19)2].«3 _ H (1_puv)1 =1
To find the most likely diffusion history before ¢,:,,, we uEP(V)NE;
solve the problem: £y = H (1 — €2i,)svi—

. veEE;
tonin —
argmhax log (L") = Z log (P(XJ'+1|XJ')) + log (P(Xistmt)) Each likelihood above for a given state (L7, £, £, £7) has
J=tatart two parts: the likelihood of the nodes staying at the given state,
8) - U8 St .
) ) and the likelihood of the nodes transitioning towards the given
s.t. IntraConsistent(X;, M), j € tstart, -, tmin — 1 ®  state. For example, £? is the likelihood for nodes v € E;_1 not
InterConsistent(X;, X;11, M), j € totart;- -, tmin — 1 (10)  to transition to infected state at time j, and nodes v € S;_; to
become exposed at time j. This gives us an explicit definition
We assume a uniform pri()r P(thmrt) over set of lnltlally of ObjCCtiVC function in terms of a collection of binary
infected nodes since we do not have any extra information variables.

about. them. We now discuss hoyv to formulat§ the obj§ctlve Likelihoods (T2)~(T3) are defined for the most general
function and constraints above in terms of binary variables o .
representing each node’s state model SEIRS, some of the likelihood terms disappear, or

’ change slightly for models that are missing some of the states.
For instance, parts including r2s, in £J and L] disappear
for non-loopy M, the likelihood representing the exogenous
transition Lo, is replaced by the similarly defined Lgo; for
non-bipartite models, etc.

1) Expressing the objective function (B): Given X, the
probability of observing the diffusion snapshot X;_; at time
7 — 1 can be expressed as:

P(X;|X;-1) = L(X;_1]X;) = L)Ll Ef L£i 1 2) Expressi(zg the constrai.nts in equations @ and (10):
The intra-consistency constraints (9) that require every node
S o . have a single state at each time step are already implied by the
where L], L], L], L] are the likelihoods of the nodes in Sj» objective function since there is only a single variable for every
Ej, Ij, R; states respectively in terms of X;_;. node modeling the two possibilities. The inter-consistency

L ) ) ) constraints (I0) can be modeled as packing constraints:
To define £, £I, LI, LI, we introduce a single binary

yarlable for. each nodo?j to deﬁn@ its state at time j — 1 given Z Cuj_1+ Z Fuj1+ Svj 1 < dy, Vv € Ej
its state at time j. A binary variable is sufficient because there we PNl we PR,
are only two possibilities for a node at time 7 — 1 given its ! ! (16)

state at time j: either the node is in the same state as time j,
or the node has made a state transition at time j, and when  These constraints make sure every node that became exposed
computing £(X;_1|X;), the state at time j is known. at time ¢ (v € E;, Sj_1) has at least one incoming edge from
. node v € I; 1 (u € I; U R;). However, these constraints
We define a variable s, j_; for every node v € Ej;, and  are already represented in the objective function since
Tv,j-1 for every node v € R;. For every node v € Ij, we  the higher order term log(L]) takes the lowest possible

define variable for the incoming state of I (e, ;1 for bipartite  yajye log(0) = —co when any of them are not satisfied.

M and s, ;1 for non-bipartite M). Similarly, for every node

v € S;, we define a variable for the incoming state of S if 3) Optimizing the likelihood under these constraints:
M is loopy, otherwise we do not need to define the variable, ~ Since tg4,¢ is unknown, we reconstruct the history using the
since we know that if a node is in \S; it must be in S;_;. above likelihoods and constraints by iteratively maximizing

the likelihood at each time step tsiqrt < J < tmin backwards
With these variables, the likelihoods in are explicitly starting from t,,,, — 1, where the state is known. In each



iteration, given X;, we reconstructs the states at the previous
time step j — 1 (X;_1) by maximizing:
max F = log(£2) + log(£2) + log(£]) +log(£2)  (17)

Objective F' for single step reconstruction is submodular as
proven in Theorem [[V.I|for all SEIRS-type models except SIS.
For SIS model, history reconstruction can still be expressed as
submodular maximization under packing and partition matroid
constraints by modifying F' as in Theorem Proofs of all
theorems can be found in the extended version this paper.

Theorem IV.1. F' in Equation is non-monotone submod-
ular for all SEIRS-type models except SIS.

Theorem IV.2. Program (I7)-(16) for SIS can be expressed
as submodular maximization under both packing and partition
matroid constraints.

Therefore, optimizing is a non-monotone submodular
maximization problem. Non-monotone submodular maximiza-
tion is NP-hard since its special cases such as MAX DICUT
is NP-hard [[13]. To solve this problem, we apply the de-
terministic non-monotone submodular maximization method
by [14]] repeatedly between adjacent time steps and iterate until
the estimates between the consecutive time steps are same,
indicating that we have reached the initial 4., state. At each
step, [14] maximizes a normalized F), at every step that is
obtained by adding —F'(0)) to every S C 2V so F,(0) = 0,
where F'(()) is the value of the objective if no nodes change
states between adjacent time points. As applied here, this is
done by starting with an initial solution X ]' = () that represents
the same state assignments between the consecutive time steps
7 and j — 1. For each time step, we add the node with the most
increase in Fj, to the set of nodes that have changed state.
Algorithm (1] gives a schematic outline of the procedure.

Algorithm 1 DHR-sub-early
12 J 4 tmin — 1

2: repeat

3 {Xj is the set of nodes that changed state at time j}

4: X e

5: repeat

6: Add nodes to X j’ according to the rule for
non-monotone submodular maximization approxima-
tion [14]

7:  until no node can be added that increases the score

8 Jj+g—1

o until X = X},

The method by [14] has a % approximation ratio for
normalized submodular functions, and we found it to perform
in practice better than the randomized algorithm [15] with
approximation ratio 0.5 due to the structure of our problem.

The % ratio for normalized F), implies a data-dependent bound

for F' as proven in Theorem where F(0) = —So, Xopt is
the set of elements maximizing F' and F'(X,,) = —O

Theorem 1IV.3. Algorithm [I| has approximation guarantee

of k + S”( k) for k = % in terms of minimization of

supermodular —F for each of its iteration.

B. History Reconstruction Between Consecutive

Snapshots (DHR-sub-between)

History reconstruction for every interval between by con-
secutive, observed T'p pairs is independent of other intervals.
Therefore, we can solve each independently by solving the
following problem:

log(P(X;+1|Dj)) + log(P(Dy| Xk-1))

+ Y log(P(Xp] X)) (18)

argmax T =
X

tej+1,..,k—2
s.t IntraConsistent(X;, M), t€j+1,...,k—1 19)
InterConsistent(X;, X; 11, M), t€j,....,.k—1 (20)

where we only consider X that lay within the [j, k] interval
bracketed by diffusion snapshot observations D; and Dy,

1) Expressing objective (I8): Objective (I8) has three
parts: log(P(Dy|Xk—_1)) is same as the single step backwards
reconstruction of DHR-sub-early, and log(P(X;11|D;)) is a
trivial forward diffusion expression with unknown X, ; and
known D;. On the other hand, both X;; and X, are unknown
in log( P(Xt+1|Xt and it can be written explicitly as:

log(P(Xi41]X:)) = log(£5!) + log(L£L"
1)

where the likelihoods are defined as:

£fé+1 — H ((1 _ ein)em €v,t+1 (1.0 _ Eewo)eu,wl) (22)
veV

£ = T (s (r2syreesee) 23)
veV

;C?H — H ((iQ,rv)iv,t 7‘1),t+1(1.0 _ TQSU)TU,t T1),t+1) 24)
veV

£§+1 — H ((€2i1})51;,t i1),t+1(1.0 _ iQTU)i1),ti7),t+l) (25)
veV

and the term in (22)) is:
Lego = H (1 _puv)iu"t St

ueP(v)

Objective (I8) is non-monotone submodular as proven in
Theorem

Theorem IV.4. T in (I8) is non-monotone submodular for all
SEIRS-type models.

2) Expressing the inter- and intra-consistency constraints:
The inter-consistency constraints (20) ensure the validity of
diffusion, and they are explicitly written, using binary state

variables s, ¢, €y ¢, tvt, To,e foreveryv € Vandt € j,... k,
as:
Su,t + iv,t—&-l + To,t+1 S 1, (26)
€t + Sv,t+1 + To,t+1 S 1a (27)
Z-v,t + Sv,t+1 + €u,t+1 S 17 (28)
Tv,t+ev,t+1 +iv7t+1§13 tej,...,k—l,’l)ev (29)
Cotr1—Sut < D dup, L€ k=1, veEV (30)
uweP(v)

Y+ log(£iM) + log(£7H)



Constraints (26)—(29) ensure that state transitions obey SEIRS
dynamics rules such as a node infected at ¢ cannot be suscepti-
ble or exposed at ¢ + 1. The remaining constraint (30) ensures
that a newly exposed node must have at least one infected pre-
decessor at previous time step. The constraints are already
represented in the objective function, since (1.0 — Lz )"
in £E+1, and (271) takes the lowest possible value log(0) = —oo
when any of them is not satisfied. So, we can remove the
constraints (30) without affecting the results. (Some of these
constraints are modified accordingly for subset of models. For
example, becomes 7, ¢ + 5,441 < 1 for SL.)

The intra-consistency constraints (I9) ensure that every
node belongs to a single state at each time step:

sv7t—|—ev7t+iv,t—|—7‘1,,t = 1,t€j+1,...7k‘—17 veV (31

3) Optimizing (I8) in practice: Let FE =
{Sv,ts€ut,t0,t,Tor|v € Vot € j,...,k}. Then the intra-
consistency constraints (31)) define base of a partition matroid
over the ground set E [16], and constraints (26)-(29) define
2-independence system over the same ground set: Its rank
quotient is 2 since the ratio of cardinality of the largest
base (maximal independent set) to the cardinality of the
smallest base is at most 2. For more detailed information on
matroid and independence system, see [[L7], [18].

Combining (21) and (18) with the discussion above, the
history reconstruction between time steps 5 and k£ can be then
written as optimizing

k
max T = Z log(LL) +log(LL) +1og(LL) +log(LL) (32)
t=j+1

subject to inter-consistency constraints (26)—(29) and intra-
consistency constraints (3I). (3I) cannot be removed as in
Section since each node may belong to any state at time
t as we do not know the node states at ¢ — 1 or ¢t 4+ 1 (except
for boundary times j and k).

When considered together, constraints 26)—(29) and
are base of a new matroid defined by the intersection of
the partition matroid and 2-independence system. Proof is as
follows: Intersection of constraints 26)—(29) and relaxed
to < define a matroid M, = (E,,Z,) where E, = E, and
independent set 7, is subset of F satisfying (26)-29) and
relaxed (31). M,, defines a matroid since all its bases (maximal
independent set) have the same cardinality (k —j —1)|V|; we
can always find a state assignment for every node and every
time step that satisfies the constraints, and we cannot assign
multiple states to each node at each time step. Then, equality
constraints in the original equations force independent sets
in Z,, to be bases of M,, as cardinality of an independent set
in Z,, will now always be (k —j — 1)|V|.

This problem becomes non-monotone submodular maxi-
mization under matroid base constraints. It is NP-hard [16],
and its normalized version can be approximated by é by
modified local search [16l]. We run this method by [16] in

DHR-sub-between to reconstruct the history between j and k.

DHR-sub-between has three main steps: In the first step, it
starts with a base of M, that also satisfies (30), and it finds
a base B; C M, that is optimal under swap operations. In

the second step, it removes By from M, and greedily finds
independent set X that is locally optimal under addition and
deletion operations. In the third step, it contracts independent
set X from M, and finds two disjoint bases B,, B that
are guaranteed to exist when the original matroid M,, has two
disjoint bases. Lastly, it returns the best of three bases Bi,
XoNB, or XoNBy. The resulting solution always satisfies (30)
without explicitly checking for them: Local search will not
replace the current solution with a low-score invalid solution
as the objective (32) takes the lowest possible value —oo if
any of are not satisfied.

V. PRIZE COLLECTING (DOMINATING SET) VERTEX
COVER RELAXATIONS (DHR-pcdsve, DHR-pcvc)

Although accurate and practical for smaller graphs, DHR-
sub may take some time to solve for larger graphs. We can
reconstruct the history before the earliest observed snapshot
faster by relaxing DHR-sub-early. For a relaxed version of
the problem, we define variables differently than above. When
reconstructing the history at previous time j — 1, we define
’L.,U’jfl, Yv € Ij @] Rj, Sv,j—15 Yv € Sj, and €y,j—1, Yv € Ej.
After this transformation, £ @ turns into

= I -pw)

u€P(v)N(I;UR;)
e =[] (= e2iy)mo
vEE;
1 v,j— v,j 1=€v,j-1
=11 (ﬁe’gi C(i-c) ) (33)

veEE;
The other likelihoods are transformed similarly.

The hardness of DHR-sub-early comes from higher-order

Nl—ey i1
terms (1 - :’236) in (33), so we replace them with

their first-order Taylor expansion 7;”263 at the point (i, j_1 =
1, Vue Pv)N{l;UR;}Ue, ;1 =1) as in (34).

) 1 aﬁ%j:(LR) '
Te? = log(Ksze) + K 73;264 (fu,j—1—1)
s2e wEIL;UR; u,j—1

(34)

In G4, Koe = L£%(1,...,1) ~ 1, so the original

reconstruction Problem (I7)-(16) for single time step turns
into minimizing —F;. as in (33)-(36):

min — F,. = § wuviu,j—l €y -1+ § Wy Z.u,j—l"'

(u,v)EE* uel;UR;
§ Wy €y,5—1 + § Wy Sy,j—1 (35)
veE; ’UES]‘

s. t. >

u€P(v)N{I;UR;}

lyj—1+eyj—12>21,vekE; (36)

where i, ; = 1 — i,  and €,; = 1 — e, ;. The covering
constraints (36) are inter-consistency constraints ensuring the
validity of the diffusion. Similar to DHR-sub-early, we do not
need intra-consistency constraints since we are reconstructing
the history step by step. This problem is Prize Collecting
Dominating Set Vertex Cover (PCDSVC) over the graph



G* = (V*, E*) where V* =V with weights w, and directed
edge from u to v with weight w,, = —log(l — py,) exists
when v € Ej,u € P(v) N {I; UR,;} for bipartite M and
velj,ue Plv)N{Il; UR;} for non-bipartite M.

PCDSVC is different than Vertex Cover because (1) We
may not cover an edge (u,v) if we pay its price wy,, and
(2) A feasible solution is a vertex dominating set. This problem
has not been studied before, it is NP-hard, and it can be
approximated by O(log(|V*])) by formulating it as Minimum
Hitting Set and running the greedy method for Set Cover as
proven in Theorem [V.I]

Theorem V.1. Prize Collecting Dominating Set Vertex
Cover (PCDSVC) is NP-hard, and it can be approximated by

O(log([V*]))-

We can relax this problem further by removing and
it becomes Prize Collecting Vertex Cover (PCVC). PCVC can
be approximated by a factor of 2 using the LP relaxation [19],
and it can be solved optimally for bipartite diffusion models
by expressing it as s-t mincut as proven in Theorem

Theorem V.2. The Taylor expansion relaxation of Sor
bipartite diffusion models can be expressed as s-t mincut.

The algorithms for these relaxed versions, DHR-pcdsvc and
DHR-pcve, are similar to DHR-sub except they run PCDSVC
and PCVC respectively instead of submodular maximization
at each iteration.

VI. ENSEMBLE INITIAL SPREADER IDENTIFICATION

We define DHR-sub-ens, DHR-pcdsvc-ens and DHR-pcvc-
ens for the ensemble versions of our methods: they estimate
the most likely subset of nodes that explains the diffusion
data from multiple runs. For each initial time point seen in
the multiple runs, we greedily select the subset of nodes seen
in that time point that best explains D in terms of minimum
absolute difference Fi;; from Equation

Faig =187 = Sil+ B} — By + I} — I} + |Rf — Ry| (37)

where S¢, B, I7, Rf are the set of estimated nodes whereas
St B! It R} are the set of true nodes for S, E, I, R states at
time t respectively. We keep adding the node that improves
F4; ¢ the most until there is no improvement. Lastly, we return
set of nodes that has the minimum score among the all possible
initial time points as our initial spreader prediction.

VII. EXPERIMENTAL RESULTS
A. Comparison and Evaluation

We compared our methods with NetSleuth, Keffectors and
Rumor in identifying the initial spreaders. Keffectors and
Rumor require estimates of the number of initial spreaders,
so we provide them an estimate of the initial spreader count
by the number of clusters in G estimated by modularity [20].
We compared our methods with the baseline heuristic Greedy-
Forward for history reconstruction that reconstructs the history
in each interval by simulating a forward trace starting from the
interval’s earlier time. We return the topmost k spreaders from
Rumor sorted by its rumor centrality metric where k is the
number of clusters in G.

We validated the history reconstruction performance by
Kendall Tau-b statistic [21] (7p) that measures the similarity
between true and estimated node orderings defined in terms of
infection times by also adjusting for ties:

Ne — Ng
\/(”0 —nq)(no — nz)

Here, T' and O are true and inferred node orderings respec-
tively in terms of given state (such as infected). Let Vrp
be set of nodes seen in true ordering 7', then 7z, n. are
ng are concordant and discordant pairs respectively, ng =
M ny and ng are sum of tied quantities in the true
and observed orderings respectively. Kendall tau-b adjusts for
ties by subtracting n; and ne from ng in the denominator.

TB(T,O) =

(38)

We validated the initial spreaders identification perfor-
mance by graph-based average matching score (M ). Let V;
and V, be true and estimated initial nodes respectively, and
Gy = (Vf U V(,, Vf X V) be a weighted bipartite graph with
weights wqp, = 1+d for every a € V}, be V where d;, is the

distance between a and bin G. M estimates the maximum
bipartite matching score in G, and returns the average. When
Vol # |Vi], Mg is modified to account for the unmatched
vertices by matching them independently to the best ones.

Both 75 and M are normalized, and higher score
means better performance in both. We implemented all our
methods, synthetic trace generator and existing methods Net-
Sleuth, Rumor, Keffectors in Python, solved LP relaxations
by CPLEX [22]], and modified and used C++ maximum flow
code from [23]]. We run all our experiments on Macbook Pro
with 2.5 Ghz CPU and 8 GB memory. All our code, data
and supplementary text including proofs of the theorems are
available on the we

B. Reconstruction Performance on Synthetic Data

We generated 5 networks of 500 nodes and 5000 edges
that are grown by Erdos-Reyni [24], Forest Fire [25], linear
preferential attachment [26] network growth models. We gen-
erated each synthetic trace by choosing the given number of
source nodes randomly, making them infected, and running
the diffusion over the network until either all nodes become
recovered (or infected under the SI model) or until the spread
dies out. When multiple snapshots are given, we sample them
uniformly in the range (tmin, tmaz)-

We test our methods on SI, SIR, SEIR by modeling the
transition distributions from a geometric distribution with dif-
ferent parameters in each model in order to assess performance
under various conditions. In SI, we selected p,, for every
(u,v) € E uniformly between 0.1 and 0.4. In SIR, we
selected pyy, V(u,v) € E uniformly in the range (0.2,0.6)
and i2r,,Vv € V uniformly in the range (0.5,0.6). In SEIR,
we selected py,,V(u,v) € E, €2i,,Yv € V, i2r,,Yv € V
each uniformly in the range (0.4, 0.8).

DHR-sub and its ensemble version DHR-sub-ens perform
the best on all the models in terms of identifying the initial
spreaders as in Table[[I} Its relaxations DHR-pcdsvc and DHR-
pcve also perform better than the existing methods, and they

Uhttp://www.cs.cmu.edu/~ckingsf/software/dhrec
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Intial Spreader History
FF LPA RDS
SI SIR [ SEIR SI SIR SI SIR

DHR-sub 0.8 0.83 0.81 097 | 0.88 | 0.69 | 0.77
DHR-sub-ens 0.87 | 0.88 0.89 - - -
0.78 0.8 0.81 0.9 0.82 | 0.64 | 0.73

DHR-pcdsve .
DHR-pcve 0.76 | 0.76 | 0.79 0.88 | 0.77 | 0.59 | 0.72
Rumor 0.74 0.7 0.6 - - - -
NetSleuth 0.75 0.8 0.64 - - -
Keffectors 0.77 | 0.74 0.7 - - - -
GreedyForward - - - 0.34 | 028 | 0.31 0.23
TABLE II. Mg, TB VS. GROWTH AND DIFFUSION MODELS FOR

SPREADER IDENTIFICATION (5 TRUE SPREADERS) AND HISTORY
RECONSTRUCTION FROM ‘TD‘ = 2 SNAPSHOTS

T T
g B 1.0 B 1.0
= 0.9 09 10 0.9
g 08 S 0.8
§0.76 07 § 5 0.7
= 0.6 &, 0.6
g 0.51 0.5 2 3 0.5
3 04 g 0.4
20.34 03 2 2 0.3
%] 0.2 - 0.2
g 0.26 01 Fa 0.1

1 2 3 5 7 1 2 3 5
# Snapshots (|Tp|) # Snapshots (|Tp|)
a) SI b) SIR

Fig. 3. 7p vs. number of snapshots (z axis) and max snapshot ratio (y-axis),
number of true initial spreaders (y-axis) for history reconstruction over Forest
Fire for DHR-sub a) SI b) SIR

are good alternatives to DHR-sub considering their faster run-
ning times. The performance difference between our methods
and the existing methods become more apparent especially for
SIR and SEIR models.

In terms of history reconstruction, all our methods perform
much better than the greedy baseline GreedyForward. All our
methods perform better when multiple snapshots are available
as seen in Figure 3| for DHR-sub for both ST and SIR. DHR-sub
reconstructs the histories more precisely when the interval to
be reconstructed has lower maximum snapshot ratio (faz =
tmaz /D) Where I is the diffusion length, and its performance
is not significantly affected by the number of initial spreaders
given the same number of snapshots as in Figure [3] Lower
reconstruction performance for higher f,,,., intervals is due
to increasing number of similar quality diffusion histories. In
its extreme, 7z may become close to 0 when reconstructing
histories of longer intervals from a single snapshot.

C. Reconstructing Meme Diffusion History From Blog Data

We used our methods to extract the diffusion history of
memes that are defined as short textual phrases that travel
through the Web. We inferred the diffusion progression of
several memes in two blog networks under SI using the true
diffusion data from [11]]: Top-Blog has 5000 nodes and 30072
edges and it shows the connection between the topmost 5000
blogs, Rand-Blog has 250 nodes and 3342 edges, and it shows
the connection between random 250 blogs. In both networks,
nodes represent either personal blogs or mass media, and edges
represent hyperlinks from one blog to the another one. We do
not know the true p,,, so we estimate them by a geometric
distribution with p being 0.3 between mass media, 0.25 from
mass media to bloggers, 0.15 between bloggers, and 0.05 from
bloggers to media. Traces for several topics were obtained from

1.0 1.0
H mn m B
. u 0.8
0.8 . ® 9 9 - . ® @
0.6 0.6 x %
0.4 : A 0.4 A
& A & A
02 m A A o2 m % , A
A BB DHR-sub A BB DHRsub
0.0 % A A GreedyForward 0.0 K A A GreedyForward
-0.2 © © DHR-pedsve —0.2 © © DHR-pcdsve
% % DHR-pcve Y % DHR-pcvc
04 2 3 4 5 04 2 3 4 5
# Snapshots (|Tp|) # Snapshots (|Tp|)
a) Fukushima b) Arab Spring
Fig. 4. 7p vs. number of snapshots for a) Fukushima(l : 5), b) Arab
Spring(1 : 5) on Top-Blog
T
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Fig. 5. 7p vs. [Tp| and finaq for Fig. 6. 7p vs noise ratio (p) over
DHR-sub of Nba(1 : 10) on Rand- Water-sm

Blog

the same source [11]]. When tracking the diffusion of a topic,
if a blog publishes about it at multiple time points, we assume
blog is infected at the earliest time point.

We reconstructed the diffusion history of the
memes Fukushima, Arab Spring and Nba on both Top-
Blog and Rand-blog as in Figures @)—(3). Values inside the
parentheses define the time scale for the meme progression
(1 : 5 = 1 time unit for 5 days). 7 are lower than the
synthetic case especially when fewer than 2 snapshots
are available but they are still reasonable since the true
diffusion parameters are unknown. In Figure f] DHR-sub
performs the best, and all methods reconstruct the diffusion
history better when more diffusion data is available. When
run with multiple snapshots, DHR-sub better captures the
diffusion direction and performs almost close to 1 whereas
heuristic method GreedyForward’s Tp never exceeeds 0.5.
Although Fukushima and Arab Spring have different diffusion
dynamics [11]], both trajectories can be reconstructed precisely
by DHR-sub. Similar to the synthetic case, performance of
DHR-sub increases if more snapshots are available, and it
decreases as f,q; increases as in Figure El Overall, both
DHR-sub and DHR-pcdsvc can nicely fill in the missing gaps
of the meme diffusion history.

In another example, the order of diffusion estimated by
DHR-sub matches the true order of the meme Occupy reason-
ably well (7 = 0.77). In this case, most of the initial diffusion
of Occupy happens between mass media, and diffusion at
personal blogs start to show up later. However, the speed of
the predicted diffusion trajectory is more uniform than true
Occupy trajectory.
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D. Identifying Initial Water Contamination Sites

We inferred the initial contaminant locations over two wa-
ter distribution networks [27]] where nodes are water demand-
supply locations, and the edges represent the water pipes:
Water-sm has 130 nodes and 173 edges, Water-big has 12527
nodes and 14595 edges. We used contaminant diffusion data
generated by the water distribution simulator EPANET [28].

We identified the initial contamination sites in Water-sm
and Water-big under SIR where the recovered state models
the dilution of the contaminant. We approximate the true
hydraulic water diffusion dynamics by SIR as follows: we
assume that p,, = Kj/ly, and i2ry,, = Ksy/l,, where
K, Ky are constants, and [,, is the length of pipe (u,wv).
Ensemble methods perform the best as in Figure [/| on Water-
sm, and DHR-sub (without ensemble) also performs better than
the existing methods. Our methods’ performance is consistent
across different numbers of initial contamination sites whereas
the existing methods’ performance is affected by the number
of initial sites. Our methods are nonparametric as they do not
require number of initial spreaders as input, and our methods’
performance consistency makes them the topmost candidates
for application domains with multiple but unknown number of
initial spreaders.

Performance of both DHR-sub-ens and DHR-pcdsvc de-
creases for higher f,;, as in Figure|/| on Water-big, but they
still perform at least 10% better than the best performing
NetSleuth. This lower performance is due to both difficulty
of differentiating between the initial spreader candidates with
similar scores, and the decreasing ability to estimate the correct
number of initial spreaders. Our methods may miss the true
initial spreaders, but their estimates are within close distance
to the original spreaders as reflected by higher performance in
various cases.

E. Predicting temporal diffusion features

We may answer questions related to temporal diffusion
features from the reconstructed histories such as How quickly
did it spread over time?, Did it spread faster at the beginning
slowing down at later time steps?, etc. Here, we compared the
speed (first-order) and acceleration (second-order) dynamics of
Unemployment and Fukushima estimated from DHR-sub with
the true ones from [11]] as in Figures (§)—(9). We define speed
of a meme as the number of blogs that publishes about the
meme for the first time per time unit, and acceleration as the
diffusion speed change per time unit.
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of Fukushima over Time from 3 snapshots

Unemployment is a more commonly-used meme than
Fukushima, and such difference is reflected in their diffusion
dynamics: Unemployment’s diffusion speed is more uniform
over time whereas Fukuhisma shows more bursty dynamics.
Diffusion speed of Unemployment has multiple local optima
for the time points it peaks in news cycle whereas the speed
of Fukushima has a single peak when it takes attention of
the main media sites. However, such difference in diffusion
dynamics does not make a difficulty for DHR-sub as DHR-
sub predicted speed of both memes closely approximate their
true ones even from 3 snapshots.

DHR-sub reconstructed histories of both memes also mimic
closely their true acceleration dynamics. The change of dif-
fusion speed for Unemployment is more uniform than the
one for Fukushima, and its uniform dynamics are predicted
almost perfectly by DHR-sub whereas the main peak of
Fukushima’s acceleration dynamics was missed by DHR-sub
except precise approximation at remaining time points. Over-
all, DHR-sub reconstructed histories from only 3 snapshots
mimic the true speed and acceleration dynamics of both memes
quite precisely even though the original prediction scores are
below 0.75 (tp = 0.74 for Unemployment, g = 0.65 for
Fukushima).

F. Scalability and Robustness of History Reconstruction

All our methods reconstruct the history on Top-Blog in
less than 2 minutes, and our relaxation methods DHR-pcdsvc,
DHR-pcve reconstruct the history in less than 10 minutes
on a large 2D grid graph having 90000 nodes and 179400
edges, with reasonable performance (rp = 0.71,0.63) as
in Table whereas DHR-sub takes more than an hour on
a personal laptop. When combined with previous sections’
results, running times in Table [T suggest that DHR-pcdsve and
DHR-pcvc are nice alternatives to DHR-sub for scalable history
reconstruction on large graphs. However, we still need faster
methods for scalable reconstruction on million-node graphs.



Top-Blog 2D-GRID
[Tp[=T1 [ [Tp[=3 | [Tp[=1 | [Tp[=3
DHR-sub 112.5 489 - -
DHR-pcdsve 53.9 28.2 592.1 199.2
DHR-pcve 49.9 14.3 351.7 82.7
TABLE TIII. ISTORY RECONSTRUCTION TIME (IN SECONDS) FOR

Top-Blog AND A 2D GRID GRAPH FOR DIFFERENT NUMBERS OF DIFFUSION
SNAPSHOTS.

Figure [6] shows the performance of contaminant diffusion
history reconstruction over Water-sm under increasing noise
levels. Let p be the noise ratio between 0.0 and 1.0, and we
added the synthetic noise p as follows: For each node and each
state, we randomly select a value m between 0 and plp where
Ip is length of the diffusion and flip a coin to either add m
to the current state transition time ¢,, or subtract it from ¢,. If
modified transition time (¢, +m) is less than 0, we make it 0.

Our methods do not show a sudden performance drop
by increasing noise levels, as DHR-sub can still reconstruct
histories with performance over 7 = 0.7 even when the noise
levels are 0.5. Similarly, DHR-sub-ens achieves Mg = 0.72
in identifying the initial contaminant locations over Water-sm
for p = 0.5 (results are not shown). In general, all our methods
are robust to the noise in the diffusion data.

VIII. CONCLUSIONS

We designed several methods for estimating diffusion his-
tories that either optimize the likelihood or its relaxations with
provable performance guarantees for local steps. Our methods
do not require the number of initial spreaders and diffusion
length as parameters. They identify the initial spreaders better
than the existing methods specially designed for this task. They
reconstruct the history accurately in a number of scenarios. We
also accurately estimated temporal diffusion characteristics of
several semantically different memes from partial data. These
findings suggest the reconstructability of diffusion history from
partial data under several settings. Partial diffusion data is not
an unsolvable bottleneck as missing diffusion history can be
completed by our methods accurately.
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