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TemporalLogicModelChecking

SpecificationLanguage:Apropositionaltemporallogic.

VerificationProcedure:Exhaustivesearchofthestatespaceoftheconcurrentsystem
todeterminetruthofspecification.

�E.M.ClarkeandE.A.Emerson.Synthesisofsynchronizationskeletonsfor
branchingtimetemporallogic.InLogicofprograms:workshop,YorktownHeights,
NY,May1981,volume131ofLectureNotesinComputerScience.Springer-Verlag,
1981.

�J.P.QuielleandJ.Sifakis.Specificationandverificationofconcurrentsystemsin
CESAR.InProceedingsoftheFifthInternationalSymposiuminProgramming,
volume137ofLectureNotesinComputerScience.Springer-Verlag,1981.
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WhyModelChecking?

Advantages:

�Noproofs!!!

�Fast

�Counterexamples

�Noproblemwithpartialspecifications

�Logicscaneasilyexpressmanyconcurrencyproperties

MainDisadvantage:StateExplosionProblem

�Toomanyprocesses

�Indigitalhardwareterms:toomanylatches

Muchprogressrecently!!
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TemporalLogic
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ComputationTreeLogics

Formulasareconstructedfrompathquantifiersandtemporaloperators:

1.Pathquantifier:

�A—“foreverypath”

�E—“thereexistsapath”

2.TemporalOperator:

�X�—�holdsnexttime.

�F�—�holdssometimeinthefuture

�G�—�holdsgloballyinthefuture

��U�—�holdsuntil�holds
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TheLogicCTL

InCTLeachtemporaloperatormustbeimmediatelypreceededbyapathquantifier.

ThefourmostwidelyusedCTLoperatorsareillustratedbelow.Eachcomputationtree
hasinitialstate��asitsroot.
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TypicalCTLFormulas
�EF����������������:itispossibletogettoastatewhereStartedholdsbut

Readydoesnothold.

�AG������AF����:ifaRequestoccurs,thenitwillbeeventuallyAcknowledged.

�AG�AF������ !�"#� ��:DeviceEnabledholdsinfinitelyoftenonevery
computationpath.

�AG�EF��� �����:fromanystateitispossibletogettotheRestartstate.
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ModelCheckingProblem

Let�bethestate–transitiongraphobtainedfromtheconcurrentsystem.

Let$bethespecificationexpressedintemporallogic.

Findallstates�of�suchthat

����	�$
andcheckifinitialstatesareamongthese.

EfficientmodelcheckingalgorithmsexistforCTL.

�E.M.Clarke,E.A.Emerson,andA.P.Sistla.Automaticverificationoffinite-state
concurrentsystemsusingtemporallogicspecifications.ACMTrans.Programming
LanguagesandSystems,8(2):pages244–263,1986.
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ExplicitTraversal

PreprocessorModel Checker

(EMC)

CTL formulas

State Transition Graph

10   to  10   states 45

True or Counterexample
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SymbolicModelChecking

Methodusedbymost“industrialstrength”modelcheckers:

�usesbooleanencodingforstatemachineandsetsofstates.

�canhandlemuchlargerdesigns–hundredsofstatevariables.

�BDDstraditionallyusedtorepresentbooleanfunctions.
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SymbolicModelCheckingwithBDDs

KenMcMillanimplementedaversionoftheCTLmodelcheckingalgorithmusing
BinaryDecisionDiagramsin1987.

CarlPixleyindependentlydevelopedasimilaralgorithm,asdidtheFrench
researchers,CoudertandMadre.

BDDsenabledhandlingmuchlargerconcurrentsystems.(usually,anorderof
magnitudeincreaseinhardwarelatches!)

�J.R.Burch,E.M.Clarke,K.L.McMillan,D.L.Dill,andJ.Hwang.Symbolic
modelchecking:%&('�statesandbeyond.InformationandComputation,
98(2):pages142–170,1992.

�K.L.McMillan.SymbolicModelChecking.KluwerAcademicPublishers,1993.
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FixpointAlgorithms

EF����)EXEF�
p
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FixpointAlgorithms(cont.)

KeypropertiesofEF�:

1.EF��� )EXEF�
2.*�� )EX*impliesEF�+*
WewriteEF��Lfp*,� )EX*.

HowtocomputeEF�:

*��False

*-�� )EX*�

*'�� )EX*-

*.�� )EX*'

...
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OrderedBinaryDecisionTreesandDiagrams

OrderedBinaryDecisionTreeforthetwo-bitcomparator,givenbytheformula

$��-��'� "-� "'����-87"-����'7"'��

isshowninthefigurebelow:
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FromBinaryDecisionTreestoDiagrams

AnOrderedBinaryDecisionDiagram(OBDD)isanordereddecisiontreewhere

�Allisomorphicsubtreesarecombined,and

�Allnodeswithisomorphicchildrenareeliminated.

Givenaparameterordering,OBDDisuniqueuptoisomorphism.

�R.E.Bryant.Graph-basedalgorithmsforbooleanfunctionmanipulation.IEEE
TransactionsonComputers,C-35(8):677–691,1986.
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OBDDforComparatorExample

Ifweusetheordering�-:9"- 9�'9"'forthecomparatorfunction,weobtainthe
OBDDbelow:
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VariableOrderingProblem

ThesizeofanOBDDdependscriticallyonthevariableordering.

Ifweusetheordering�-:9�'9"- 9"'forthecomparatorfunction,wegetthe
OBDDbelow:
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VariableOrderingProblem(Cont.)

Foran!-bitcomparator:

�ifweusetheordering�- 9"- 9,,,9�;9";,thenumberofverticeswillbe

<!=>.

�ifweusetheordering�- 9,,,9�;9"- ,,,9";,thenumberofverticesis

<1?>;@%.

Moreover,therearebooleanfunctionsthathaveexponentialsizeOBDDsforany
variableordering.

Anexampleisthemiddleoutput(!BACoutput)ofacombinationalcircuittomultiply
two!bitintegers.
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LogicaloperationsonOBDD’s
�Logicalnegation:�$��� "��� ��

Replaceeachleafbyitsnegation

�Logicalconjunction:$��� "��� ���
��� "��� ��

–UseShannon’sexpansionasfollows,
$?
�ED�?�$�GFH ?
�GFH�=�?�$�H ?
�H�

tobreakproblemintotwosubproblems.Solvesubproblemsrecursively.
–Alwayscombineisomorphicsubtreesandeliminateredundantnodes.
–Hashtablestorespreviouslycomputedsubproblems
–Numberofsubproblemsboundedby�$� ?�
�.
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Logicaloperations(cont.)
�Booleanquantification:I�J$��� "��� ��

–Bydefinition,

I� J$�$�KFH )$�H

–$��� "��� ���GFH:replaceall�nodesbyleftsub-tree.
–$��� "��� ���H:replaceall�nodesbyrightsub-tree.

Usingtheaboveoperations,wecanbuildupOBDD’sforcomplexbooleanfunctions
fromsimplerones.
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SymbolicModelCheckingAlgorithm

Howtorepresentstate-transitiongraphswithOrderedBinaryDecisionDiagrams:

Assumethatsystembehaviorisdeterminedby!booleanstatevariables�-� �'� ,,,� �;.

TheTransitionrelationLwillbegivenasabooleanformulaintermsofthestate
variables:

L� �-� ,,,� �;� �NM-� ,,,� �NM;�

where�-� ,,,�;representsthecurrentstateand�M-� ,,,� �OM;representsthenextstate.

NowconvertLtoaOBDD!!
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SymbolicModelChecking(cont.)

Representingtransitionrelationssymbolically:

aa, b

Booleanformulafortransitionrelation:

����"�� M�" M� )���"�� M�" M� )���"�� M��" M�
Now,representasanOBDD!
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SymbolicModelChecking(cont.)

Consider$�EX�.

Now,introducestatevariablesandtransitionrelation:

$� D���I D�MPL� D�� D�QM���� D�QM�R

ComputeOBDDforrelationalproductonrightsideofformula.
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SymbolicModelChecking(cont.)

HowtoevaluatefixpointformulasusingOBDDs:

EF��Lfp*,� )EX*

Introducestatevariables:

EF��Lfp*,�� D�� )I D�MPL� D�� D�M��*� D�M� R

Now,computethesequence

*�� D���*-� D���*'� D��� ,,,
untilconvergence.

Convergencecanbedetectedsincethesetsofstates*S� D��arerepresentedasOBDDs.
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NotableExamples

Thefollowingexamplesillustratethepowerofmodelcheckingtohandleindustrial
sizeproblems.
Theycomefrommanysources,notjustmyresearchgroup.

�EdmundM.Clarke,JeannetteM.Wing,etal.Formalmethods:Stateoftheartand
futuredirections.ACMComputingSurveys,28(4):626–643,December1996.
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NotableExamples–IEEEFuturebus=

�In1992ClarkeandhisstudentsatCMUusedSMVtoverifythecachecoherence
protocolintheIEEEFuturebus+Standard.

�Theyconstructedaprecisemodeloftheprotocolandattemptedtoshowthatit
satisfiedaformalspecificationofcachecoherence.

�Theyfoundanumberofpreviouslyundetectederrorsinthedesignoftheprotocol.

�ThiswasthefirsttimethatformalmethodshavebeenusedtofinderrorsinanIEEE
standard.

�Althoughdevelopmentstartedin1988,allpreviousattemptstovalidateFuturebus+
werebasedoninformaltechniques.
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NotableExamples–HDLC
�AHigh-levelDataLinkController(HDLC)wasbeingdesignedatAT&TinMadrid.

�In1996researchersatBellLabsofferedtochecksomepropertiesofthedesign.The
designwasalmostfinished,sonoerrorswereexpected.

�Withinfivehours,sixpropertieswerespecifiedandfivewereverified,usingthe
FormalCheckverifier.

�Thesixthpropertyfailed,uncoveringabugthatwouldhavereducedthroughputor
causedlosttransmissions.

�Theerrorwascorrectedinafewminutesandformallyverified.
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NotableExamples–PowerPC620Microprocessor
�RichardRaimiandJimLearatSomersetusedMotorola’sVerdictmodelcheckerto

debugahardwarelaboratoryfailure.

�InitialsiliconofPowerPC620microprocessorcrashedduringbootofanoperating
system.

�Withruntimeinseconds,VerdictproducedexampleofBIUdeadlockcausingthe
failure.

�Paperonthispublishedat1997IEEEInternationalTestConference.
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FutureResearchDirections

Additionalworkneededonclassicalmodelchecking:

�Abstraction,

�CompositionalReasoning,

�Symmetry,and

�ParameterizedDesigns.

33


