
AC M In tern a tion a l C ollegia te P rogra m m in g C on test

Asia Region a l C on test, E h im e, 2 0 0 4 – 1 1 – 2 1

Problem C

L ea k y Cryp tog ra p h y

In p u t: C.tx t

The AC M IC P C ju d g es are very carefu l abou t n ot leakin g their p roblem s, an d all com m u n i-
cation s are en cryp ted . H owever, on e d oes som etim es m ake m istakes, like u sin g too weak an
en cryp tion schem e. H ere is an ex am p le of that.

The en cryp tion chosen was very sim p le: en cryp t each chu n k of the in p u t by fl ip p in g som e bits
accord in g to a shared key. To p rovid e reason able secu rity, the size of both chu n k an d key is 3 2
bits.

That is, su p p ose the in p u t was a seq u en ce of m 3 2-bit in teg ers.

N1 N2 N3 . . . Nm

After en cod in g with the key K it becom es the followin g seq u en ce of m 3 2-bit in teg ers.

(N1
∧ K) (N2

∧ K) (N3
∧ K) . . . (Nm

∧ K)

where (a ∧ b) is the bitwise exclu sive o r of a an d b.

E x clu sive or is the log ical op erator which is 1 when on ly on e of its op eran d s is 1, an d 0 otherwise.
H ere is its d efi n ition for 1-bit in teg ers.

0 ⊕ 0 = 0 0 ⊕ 1 = 1
1 ⊕ 0 = 1 1 ⊕ 1 = 0

As you can see, it is id en tical to ad d ition m od u lo 2. For two 3 2-bit in teg ers a an d b, their bitwise
ex clu sive or a ∧ b is d efi n ed as follows, u sin g their bin ary rep resen tation s, com p osed of 0’s an d
1’s.

a ∧ b = a31 . . . a1a0
∧ b31 . . . b1b0 = c31 . . . c1c0

where
ci = ai ⊕ bi (i = 0, 1, · · · , 3 1).

For in stan ce, u sin g bin ary n otation , 11010110 ∧ 01010101 = 10100011, or u sin g hex ad ecim al,
d6 ∧ 55 = a3.

S in ce this kin d of en cryp tion is n otoriou sly weak to statistical attacks, the m essag e has to be
com p ressed in ad van ce, so that it has n o statistical reg u larity. We su p p ose that N1 N2 . . . Nm

is alread y in com p ressed form .

H owever, the trou ble is that the com p ression alg orithm itself in trod u ces som e form of reg u larity:
after every 8 in teg ers of com p ressed d ata, it in serts a checksu m , the su m of these in teg ers. That
is, in the above in p u t, N9 =

∑
8

i= 1
Ni = N1 + · · · + N8, where ad d ition s are m od u lo 232.
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Luckily, you could intercept a communication between the judges. Maybe it contains a problem
for the finals!

As you are very clever, you have certainly seen that you can easily find the lowest bit of the key,
denoted by K0. O n the one hand, if K0 = 1, then after encoding, the lowest bit of

∑
8

i=1
Ni

∧ K

is unchanged, as K0 is added an even number of times, but the lowest bit of N9
∧ K is changed,

so they shall diff er. O n the other hand, if K0 = 0, then after encoding, the lowest bit of
∑

8

i=1
Ni

∧ K shall still be identical to the lowest bit of N9
∧ K, as they do not change. For

instance, if the lowest bits after encoding are 1 1 1 1 1 1 1 1 1 then K0 must be 1, but if
they are 1 1 1 1 1 1 1 0 1 then K0 must be 0.

So far, so good. Can you do better?

You should find the key used for encoding.

Input

The input starts with a line containing only a positive integer S, indicating the number of
datasets in the input. S is no more than 1000.

It is followed by S datasets. Each dataset is composed of nine 32-bit integers corresponding
to the first nine chunks of a communication. They are written in hexadecimal notation, using
digits ‘0’ to ‘9’ and lowercase letters ‘a’ to ‘f’, and with no leading zeros. They are separated
by a space or a newline. Each dataset is ended by a newline.

O utput

For each dataset you should output the key used for encoding. Each key shall appear alone on
its line, and be written in hexadecimal notation, using digits ‘0’ to ‘9’ and lowercase letters ‘a’
to ‘f’, and with no leading zeros.

S a m ple Input

8

1 1 1 1 1 1 1 1 8

3 2 3 2 3 2 3 2 6

3 4 4 7 7 b a 2 2e

e1 13 ce 28 ca 6 ab 46 a6d

b08 49e2 6128 f27 8cf2 bc50 7380 7fe1 723b

4eba eb4 a352 fd14 6ac1 eed1 dd06 bb83 392bc

ef593c08 847e522f 74c02b9c 26f3a4e1 e2720a01 6fe66007

7a4e96ad 6ee5cef6 3853cd88

60202fb8 757d6d66 9c3a9525 fbcd7983 82b9571c ddc54bab 853e52da

22047c88 e5524401

8



Output fo r th e Sample Input

0

2

6

1c6

4924afc7

ffff95c5

546991d

901c4a16
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