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EVoting Security Requirements

sPrivacy

sVerifiability
slndividual Verifiability
sUniversal Verifiability
>Receipt-freeness

sIn-coercibility

sFairness

Courtesy: Krishna Sampigethaya and Radha Poovendran: “A Framework and Taxonomy for
Comparison of Electronic Voting Schemes”.



sVoter Participation
Login-free

slndividual Verifiability
Additional Random Number selection



Related Research Work

sNeff, C.A.: Practical high certainty intent
verification for encrypted votes. (2004)

sReynolds, D.J.: A method for electronic voting
with Coercion-free receipt.(2005)

sMoran, T., Naor, M.: Receipt-Free

Universally-Verifiable Voting With Everlasting
Privacy. (2000)



Related Practical Applications

> ADDER

It 1s an homomorphic-based remote Internet voting system.
[Aggelos Kiayias,Korman Michael ,Walluck David :“An Internet Voting System
Supporting User Privacy” (2006)]

> CIVS
Condorcet Internet Voting Service.
It is a ranking based free e-voting system.
KOA http://www.cs.cornell.edu/andru/civs.html.

The KOA system is the first Free Software Internet
voting system developed, which was used for a

government election.
[J. Kiniry, A. Morkan, D. Cochran, F. Fairmichael, P. Chalin, M. Oostdijk, and E.
Hubbers.: “The KOA remote voting system: A summary of work to
date.” (2006)]



Project Overview-The Agile Way

sLogin-free voting

sIntegrated with regular e-mail usage

s Targeting groups, e.g. Project groups, Friends' circle..
sScrum Master' Approach — the Agile Way

sUser Friendliness/Convenience



Authenticate Yoter Credentials

Excercise Franchise ;

Maintain Account Information

Maintain Group Information Poll Invitee

Poll Initiator

Maintain Yoting Criteria YREI R sUits

=z <include ==

Generate Yoter Access Codes



Poll Initiat

Poll Initistor

Poll Inwitee

web Server

agile E-voting Swekem

or Interactions[1/9]

SMTP-Rela Pop-Mail server

Database

Z 1 55L Handshake()

3 : 55L KHandshake

_________ 'D

4 o Creakte Accounk)

! | 1: Load public,l'pri%-'ate key pairi)

F

5 : Send Accounk .ﬁ.ctivalltinn Mail E
! |6 Send Secure Mail(fl

: Check Maill)

51 Activake Accounkl)

9 Login)

10 : Creakte Groupl)

11 : Create Poll()

15 Send Inwvitakions()

12 Create F'.ESES':.-'mmetric Kewi)
| 15 : Encrw
—r i

L ST

t wiith Application Rul

14 : Skore Poll kew(i

lic kew()

B

l

17

16 : Genesrate Access Codes()

End Poll Inwites Ballak Maﬁls(}

EEEEEE Sty

19 : Generate Werifiability Randomn MurmbBers()

St Send Secure Mailsi)

20 : Skare random numbers)

T (0 A




Poll Initiator Interactions[2/9]

Poll Initistor

Poll Inwitee

Z 1 55L Handshake()

web Server

agile E-voting Swekem

SMTP-Rela Pop-Mail server

Database

! | 1: Load public,l'pri%-'ate key pairi)

lic kew()

St Send Secure Mailsi)

T e ;
i 3 : 55L KHandshake :
: 4 1 Creake Accounkl) ] : :
: : : 5 : Send Account Ackivation Mail) E
E E E &t Send Secure Mail(fl
: : y 7 Check Mailth .

E E E ‘ || | 13 Enl:r':.-'pilt with application Rul
E E E _L - 154 : Stare Poll kewi()-
: 15 : Send Invikationso : E
i : : | H :
H H H | 16 : Genesrate Access Codes() :
. . . — g} 3 !

19 : Generate Werifiability Randomn MurmbBers()

17 1 send Poll Invites Ballok Maﬁls(}

20 : Stn:re.- random numbers]

T (0 A
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File  Edit  Wiew Hiskory Bookmarks ‘Yahoo! Tools  Help {:}

e > CoR
[ cove |7 eleckive #% vouTube - Broadeast ... |G| Google B0 Blackboard Academic ... “EH Carnegie Mellon Secu... [G] Deccan Chronicke onk... || Blackle - Energy Savi... [ER IBMLive > Latest bre... [ The Times of India: B... 3

CMU CYLAB I}

POLL INITIATOR ACCESS PAGE

<" https:/{172.16.2.64:8443(EVoting/Myapplication. html a[vl P] fﬁ,—lectionary.com l'-ug]

|

: Ermail : Please check the email format.
Uszer D

| | User D

Password |Simhalu |

| | Password

Confirm Fassword

First Mame

s _Login J

L

[Simhalu |

Last Mame

|Sriperumbuduru Kandala |

E-tdail
ls@ |

Account Activation mail would be sent to the e-mail address entered ahove.

What is your pet's name?

| |
I _Subrmit 8 [ Cancel |

Done




Poll Initiator Interactions[4/9]

Poll Initistor

Poll Inwitee web Server agile E-voting Swekem

SMTP-Rela Pop-Mail server

Database

Z 1 55L Handshake()

4 o Creakte Accounk)

 3:55LHandshake »‘D

! | 1: Load public,l'pri%-'ate key pairi)

7 1 Check Mailfh |

5 : Send Accounk .ﬁ.ctivalltinn Mail E
b

&t Send Secure Mail(

Login

15 Send Inwvitakions()

i

R STy

t wiith Application Rul
: Stare Poll kewi()-

15 : Encrw
1

lic kew()

i

—==i

| 16 ! Generake .ﬁ.cé\:ess Zodes)

EEEEEE Sty

19 : Generate Werifiability Randomn MurmbBers()

17 1 send Poll Invites Ballok Maﬁls(}

St Send Secure Mailsi)

20 : Skare random numbers)

T (0 A
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b Miew story  Bookmarks  Yahoo!

File

Tools

Help

<" https:/{172.16.2.64:8443(EVoting/Myapplication. html

[V_,l h] fﬁ,—_ﬂ|chtionary.com

e > @@

[ cove |7 eleckive #% vouTube - Broadeast ... [G] Google B0 Blackboard Academic ... “EH Carnegie Mellon Secu... [G] Deccan Chranicle ont... [ Blackle - Energy Savi... [ER IBMLive = Latest bre... [yl The Times of 3
POLL INITIATOR ACCESS PAGE
= User Account _

5 e I|USER D | lsimba ||
- MSITS I|First Name | [Simhalu |
# "Saven

I|L'as‘l Name | Sriperumbudury Kandala |I

Email sksimhalu rmail.com | E
@]

Dane

13



Poll Initiator Interactions|[6/9]

Poll Initistor

Poll Inwitee

Z 1 55L Handshake()

web Server

agile E-voting Swekem

SMTP-Rela Pop-Mail server

Database

_________ i et Bty bl et Bt

3 : 55L KHandshake

4 o Creakte Accounk)

7

1 Check Mailll

! | 1: Load public,l'pri%-'ate key pairi)

5 : Send Accounk .ﬁ.ctivalltinn Mail E
b

&t Send Secure Mail(

Create Poll

15 Send Inwvitakions()

i

R STy

t wiith Application Rul
: Stare Poll kewi()-

15 : Encrw
1

lic kew()

i

| 16 : Genesrate Access Codes()
= i

R R

19 : Generate Werifiability Randomn MurmbBers()

17 1 send Poll Invites Ballok Maﬁls(}

St Send Secure Mailsi)

20 : Stn:re.- random numbers]

T (0 A
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File  Edit  Wiew Hiskory Bookmarks ‘Yahoo! Tools  Help

<" https:/{172.16.2.64:8443(EVoting/Myapplication. html

> @0

a['l P] fﬁ;ﬂ|chtionary.com

[ cove |7 eleckive #% vouTube - Broadeast ... |G| Google B0 Blackboard Academic ... “EH Carnegie Mellon Secu... [G] Deccan Chronicke onk... || Blackle - Energy Savi... [ER IBMLive > Latest bre... [ The Times of India: B...

CMU CYLAB
POLL INITIATOR ACCESS PAGE

Foll Marme | Unly Alphaters are allowed. WMo Crpty sting, please.

= User Account .
& CMUCYLAG I|_Gruup Name [ [Chud ||
= CMLUY Poll Hame
CHECK RANDOM .
IASIANGatarTrip |
Eat Cut
Grade Poll Question
Hello WMhich of these two trips would
Mirvana wou prefer?
Place Paoll

Presentation Turns
+ MEITSeven

@ Single Selection O Multiple Selection
# of Candidate(s)

[2 o]

[Candidate Name(s) |

||Desert—8afari ||

| iStar—Cruise | |

| [ {Eanﬁtm ] |

Done




Poll Initiator Interactions[8/9]

Poll Initistor

Poll Inwitee

Z 1 55L Handshake()

web Server

agile E-voting Swekem

SMTP-Rela Pop-Mail server

Database

! | 1: Load public,l'pri%-'ate key pairi)

lic kew()

St Send Secure Mailsi)

e e ;
: 3 : 55L Handshake '
i 4 n Creakte Accounkt) y : i
H : i 5 Send Account Ackivation Fail) E
E E E &t Send Secure Mail(fl
: ] : 7 Check Mail) &

s Send Invitations

E E E ‘ || | 13 Enl:r':.-'pilt with application Rul
E E E _L - 154 : Skare Poll key (i
: 15 : Send Invitakions() H E
i : : | H :
: : : | 16 : Genesrate Access Codes() :
. . . — g} 3 :

19 : Generate Werifiability Randomn MurmbBers()

17 1 send Poll Invites Ballok Maﬁls(}

20 : Stn:re.- random numbers]

T (0 A
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File  Edit  Wiew Hiskory Bookmarks ‘Yahoo! Tools  Help

<" https:/{172.16.2.64:8443(EVoting/Myapplication. html

> @0

a['l P] fﬁ;ﬂ|chtionary.com

[ cove |7 eleckive #% vouTube - Broadeast ... |G| Google B0 Blackboard Academic ... “EH Carnegie Mellon Secu... [G] Deccan Chronicke onk... || Blackle - Energy Savi... [ER IBMLive > Latest bre... [ The Times of India: B...

CMU CYLAB

POLL INITIATOR ACCESS PAGE

= User Account I|Pu]| Narme

| ASIAMDatarTrp

| CMUCYLAR

+

=

Poll Question

iich of these two tripns woulo
yEu PEefer

Hello
Mirvana
Place Poll I|h|'|u|tiple Selection | False
Presentation Turns
=L e [Poll Candidate List

I [Desen-Safari

| Etar-Cruise

The above Poll Ballat would be sent to the following Recipients.

| lsims [eskay@emu.edu |

Ils__kilsimhal@gm'ail.com I

| ( Send Invitations

Done




Poll Invitee Interactions[1/11]

Poll Initiator

Poll Invites Web Server

agile E-Voking Swskem

SMTP-Relaw

Pop-Mail Sever

Database

i

Check Mailg)

3 1 535L Handshake .
4 1 Click Linkip

e T A e E R

5 : Send Ballat

&6 Select Candidakte)

& : Submit Yot

11 : On success Displasw EME:ssage

12 : Close Poll()

I:. | 7 1 Seleckt Ind, '-.-'eriFiaI:lﬁit';.-' Codel)

10 : Brore Encr

i

wpted Yoke()

i

14 : Click Linki}

":_:\._ _______________________________

15 : Spnd Tallv/Ind. Yerify CodefSwmmetric Kew/Digital Si re

:_I 2 Encrvpk Yake()

13 : Digitally Sign Swmmekric Kew()
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Poll Initiakor

Foll Invites

Web Server Agile E-Voting System SMTP-Relayw Pop-Mail Sewver Database
3 . 1: Check raili) . o
: 2 1 535L Handshake() . : . .D
e S o e : ;
g 3 : 55L Handshake H b
2 4 ¢ Click Linkih ! 3

wpted Yoke()

Sdaissdaniedansd i e s e et s s s s ais st e s s s sl i

A e
: : i
e
1 ‘11 3 Onosuccess Displayw ?‘Hﬂessage
,: 12 : Close Poll() e
: - 13
: 14 ¢ Click Linki)
-:'d-i__ ___________ i T e RS ek e e L o) e e IR
15 : Spnd TallyfInd. Yerify CodefSwrmetric KeywDigital Si re

2 Encrypk '-.-'-':E:te(}
[ 10 : Brore Encr

IERTPUP =) Ty

: Digitally Sign Swrmmetric Kew)
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Poll Invitee Interactions[3/11]

|® SquirrelMail 1.5.1 [C"."S] - Mozilla Firefox

%)

File Edit Wiew History  Bookmarks . ia.hool Iﬂools Help

(\.: - - i.&L_‘:-.i I_/;_T E https:,l',l’webmail.andrew.c;u.edu,l'src,l'webmail.php B “_‘ ‘ [ a' iora i I

] care | ] elective EF_*'-H ‘YouTube - Broadeast ... @.Google ™ Blackboard Academic ... "ﬁ‘,} Carnegie Mellon Secu. .. EJ Deccan Chromicle on k... | | Blackle - Energy Savi... [EE IEMLive = Latest bre... @ The Times of India: E... 3

| EI SquirrelMail 1.5.1 [C¥S] G Eﬂ Blécl.d.:uoarc! F\ca_de.m?c S_L!ite ! e
Current Folder; INBOX Sign Out

Save foldertree

2% INBOX 729)
@ Cirafts
=58 Sent Mail

garbage

Done

Compose Addresses Folders Options Search Help Directory FAQ FPermissions

[Previous | Mext] [Delete & Prev | Delete & Mext] [Message List]
[Reply| [Bepty All] [Forward | [ 1As Attachment

fave tai INBOX

v [[Mave]

Subject: POLL INVITEE BALLOT
From: cmucylab@gmail.com
Date: Wed, December 5, 2007 2:35 pm

To: eskay@omu.edu
Priority: MNormal
Options: Wiew Full Header | Wiew Printable %ersion | Add to Addresshook

Hi =ims,
This mail is from the account <b>simba</b>.
Please click on the link below to wvote.

https: //172.16.2.64:8443/EVoting/poll?accetCode=MEVIiq4WlL35abkG0gssLHUDGERESE]JLiChTl 8hnd L7 Udxp TTNJErhSyEVE15is¥YshfewsDGHE:

B =)

[Feply| [Feply AL} [Forward | ] As Attachment Mave ta INEOX

[Delete & Prev | Delete & Mext]

[Previous | Mext] [Message List]

|1 i . 3]

webmail.andrew. cmu.edu 58

20



Poll Initiakor

Foll Invites

PO R T T AN S P F SR

Web Server Agile E-Voting System SMTP-Relayw Pop-Mail Sewver Database
3 . 1: Check raili) . o
: 2 1 535L Handshake() . : . .D
e S o e : ;
g 3 : 55L Handshake H b
2 4 ¢ Click Linkih ! 3

wpted Yoke()

1
1
a
1
1
1
a
1
1
1
a
1
1
1
a
1
1
1
1
1
1
a
1
1
1
a
1

A e
: : i
e
1 ‘11 3 Onosuccess Displayw ?‘Hﬂessage
,: 12 : Close Poll() e
: - 13
: 14 ¢ Click Linki)
-:'d-i__ ___________ i T e RS ek e e L o) e e IR
15 : Spnd TallyfInd. Yerify CodefSwrmetric KeywDigital Si re

2 Encrypk '-.-'-':E:te(}
[ 10 : Brore Encr

IERTPUP =) Ty

: Digitally Sign Swrmmetric Kew)
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File Edit Wew History Bookmarks Yahoo! Tools  Help {:}

@ -»-Co
[ cove |7 eleckive #% vouTube - Broadeast ... |G| Google B0 Blackboard Academic ... “EH Carnegie Mellon Secu... [G] Deccan Chronice onk... || Blackle - Energy Savi... [EX IBMLive > Latest bre... [ The Times of India: B... 3

@l | . ok ano vote =1 =

“I. https:{/172.16.2.64:8443/E¥oting/poll?acctCode—MF/5q4W/ L35 abkG0gssL HUDGER2SEIORT L ShndL 7Udxp I THIEMHSyF/S1 SisvshfewsDaxzwkkezy | v | B | (B -|0ictionar com [

CMU CYLAB

FOLL INVITEE ACCESS FAGE

Poll Name | ASIANGatarTrip

Poll Question

Which of these two trips would you prefe

Dane | 172.16.2.64i8443
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Poll Initiakor

Foll Invites

PO R T T AN S P F SR

Web Server Agile E-Voting System SMTP-Relayw Pop-Mail Sewver Database
3 . 1: Check raili) . o
: 2 1 535L Handshake() . : . .D
e S o e : ;
g 3 : 55L Handshake H b
2 4 ¢ Click Linkih ! 3

wpted Yoke()

1
1
a
1
1
1
a
1
1
1
a
1
1
1
a
1
1
1
1
1
1
a
1
1
1
a
1

A e
: : i
e
1 ‘11 3 Onosuccess Displayw ?‘Hﬂessage
,: 12 : Close Poll() e
: - 13
: 14 ¢ Click Linki)
-:'d-i__ ___________ i T e RS ek e e L o) e e IR
15 : Spnd TallyfInd. Yerify CodefSwrmetric KeywDigital Si re

2 Encrypk '-.-'-':E:te(}
[ 10 : Brore Encr

IERTPUP =) Ty

: Digitally Sign Swrmmetric Kew)
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File Edit Wew History Bookmarks Yahoo! Tools  Help t::}

@ - E? - @ |‘;-_.;i @ |‘.. https: {172, 16,2, 64: 844 3/Evoting/poll?acctCode=MPYS g4 1L 35 abkE0gssLHUDGER2SE IOHT L ShnaL FUdxp I THIE S yFYS 1 Sist shfewSDER2 WKKS2Q @[Vl P] fﬂ:§|chti0nary.com Il:ﬁ]
[ cove |7 eleckive #% vouTube - Broadeast ... |G| Google B0 Blackboard Academic ... “EH Carnegie Mellon Secu... [G] Deccan Chronice onk... || Blackle - Energy Savi... [EX IBMLive > Latest bre... [ The Times of India: B... »
| saumreiai 1.5.1 [cvs] oe | L cuckanp voTe =l =

CMU CYLAB

FOLL INVITEE ACCESS FAGE

Thanks for Participating. Hail Democracy.

For verifying Poll results, please visit the same Link, after this Poli gets ciosed. For the Poll ciosing dateffime, please contact your Poll Initiator.

Done T 172162640443
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Poll Initiator: Poll Invitee Web Server | | Agile E-%oting Swstem SMTP-Relay Pop-Mail Sewver Crakabase

1: Check Maih:l]l

TEET TR

 3:SSLHandshake L
% ¢ Click Link()

1
a

PO R T T AN S P F SR
IO TR T SR ey R

H a o )
2 ] 2 2 Encrypk Wake()
: : : [ 10 : Btore Encrypled Yolke()
;' : ;' | ;' -s 1
: e e R e e e e R e e P e e e : :
' 1 ‘11 3 Onosuccess Displayw ?‘Hﬂessage ' : '
,: ,: 12 : Close Poll() e ) )
; ; e 13 : Digitally Sign Swmmekric Key()
: : 14 ¢ Click Linki)
-:"E__ ___________ oy b i e e L e e IR
15 : Spnd TallyfInd. Yerify CodefSwrmetric KeywDigital Si re
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File Edit Wiew History Bookmarks

¥ahoo! Tools Help

& > E:? > @ I.i__:j ﬁ |‘.. https: {172, 16,2, 64: 844 3/Evoting/Myapplication. html

o -V_,_l h] fﬁ,—_ﬂ|chtionary.com

[ cove |7 eleckive % vouTube - Broadeast ... [G] Google B0 Blackboard Academic ... “EH Carnegie Mellon Secu,

.. |G| peccan chroricle ont... [ Blacke - Energy Savi... EX I

Live = Latest bre... [l The Times of

CMU CYLAB
POLL INITIATOR ACCESS PAGE
= User Account

# CMUCYLAB
= ChU

Close Poll

Mirvana

Place Poll

Presentation Turns
=+ MEITSeven

I|Pu]| Name | ASIAMDatarTrp

Poll Question

iich of these two tripns woulo
yEu PEefer

| [false

I|Multiple_ Selection

[Poll Candidate List

I [Desen-Safari

| Etar-Cruise

[The above Poll is set to be closed. Please note that, once closed it cannat be re-activated again.

| [ Close Foll |
[ Cancel. ]

A

Dane

| 1721626

26



Poll Invitee Interactions[10/11]

Poll Initiator

Poll Invites

Pop-Mail Sever

Database

Web Server agile E-Voking Swskem SHMTP-Relaw
E ' 1 : Zheck Maih:_]l '
E 2 : 35L Handshake() : ' :
H 3 1 535L Handshake : :
; 4 1 Click Linki) . :

»l—-—l

i

Click Access Link

: |_l T —TTTITC \'LFLE!:I‘__.I F: s :
! J 2 2 Encrvpk Yake()
; ; ; [ 10 : Btore Encrypled Yolke()
: : : i :
: T e e e e e e .
' ' 11 : On success Displasw EME:ssage '
E E 12 : Close Poll() (o
' ' e 13 : Digitally Sign Swmmekric Kew()
; ; 14 ¢ Click Link()
:.‘:_\:.' _______________________________________
15 : Spnd Tallv/Ind. Yerify CodefSwmmetric Kew/Digital Si re
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Poll Invitee Interactions[11/11]

& CLICK AND YOTE - Mozilla Firefox

File Edit Wiew History  Bookmarks  Y¥ahoo! T

BEX]
EKpo"{VOte} EKPoII{I nd. Ve rlfy Cod e}\’i _l

UdxpITHIErR

<. httpsiff172. 18

1 core | ] elective .!5"'-’] ‘YouTube - Broadeast ... |GJ Google [T "jﬁ; Carnegie Mellon Secu. .. |GJ Deccan Chroniclz on k... | | Blacl IBMLive = Latest bre... m The Times of India: E... 3
[ SquirrelMail 1.5.1 [¥s] < CLICK AMND YOTE = -

wIVIU T LD

FOLL INVITEE ACCESS PAGE

Candidate ID | Candidate Name

144 Desert-Safari / 1
145 Ster-Criss/ /| i Hga{Access Code}
Encrypted Vote / Individual Verification Code 7

deceT45bd2220b5falf7d20ee81d8a89 | f41fcdcad3Bec02fcB851a805c535eble

Taes6adsles74dcdc T dbd779defabist | 2b65388a0c3658270bfb23

Poll Invitee Hashed Access Code __—

2433985b4fbbedb18045e597d2e92 1ablc892036

Poll j
Sk HKS 1}
88209d5a502b32cthaldes 2797 2f6214a2a6965 Ksite Poll
Symmetric Key For this Poll / /-\

f9c0eab5006ccd3c6842a143ad01607 1fc81dbb0f3dea1 &f

Digital Signature of the Symmetric Key —
Yd82ca[]51geaf837c51197949898f9693eb2d16Sa3af3dbfc8342960044bcd6?4922496f?c5144fb401e422f699f8c138732c31e-éﬁj K [11d667727d469749
Site's Public Key \ Site D
30520122300d06082a8645886f70d010101050003532010f003082010a0252010100e7cd82a31f056de7b1e54faa120524027c58 11900 2bdefecet 7 de 1cc24d905162e34 2ce2 1306w
< >

Done 172.16.2,6418443 (58

28



Individual Verifiability[1/3]

>Additional Random Number selection
># of random numbers to generate N +(P-1)
>N is the Number of Invitees

s>P Is the size of the set of random numbers to
display for each Poll Invitee

29



Eile b Wiew History Bookmarks ¥ahoo! Tools  Help {:}

S TY
7] core |7 elective & YouTube - Broade

CMU CYLAB

FOLL INVITEE ACCESS FAGE

Poll Name | ASIANGatarTrip

Poll Question

<L https:ff172. I.61.2.,-'64:2Ei4-‘433||'E‘v'mt-i.ng,l'poﬂ?:‘;éccI:C0de=MH.-'5qﬂ-WlLéS_aka‘dqssLlrlu[ﬁGtRzSEﬁéhfiShndL;?_deleTNJE-rhs'yF-f"_-'.!i'Sis\"shFeW"SDGXEWKKSzQ' [V_,l h] fﬁ,—_ﬂ|chtionary.com [Cg]

ast ... [G] Google I Blackboard Academic ... B Carnegie Mellan Secu... [G] Deccan Cheonicle ont... || Blackle - Erergy Savi

O m Acaden | < cuckanp vote = -

Which of these two trips would you prefe

re

O3675

@788

Dane




Individual Verifiability[3/3]

& CLICK AND YOTE - Mozilla Firefox
File Edit Wiew History Bookmarks Yahoo! Tools  Help

- = I f il_? . https:i/172.16.2.64:8443/E¥oting/poll?acctCode=MFYSq4w L35 abkGOgssLHUDGERZEEIORT 1 Shnal 7Udxp I THIErhSwFYS1 Sisy shf ewSDEX2ZWKKS2G x| w | [ a'
1 core | ] elective :ﬂ; ‘YouTube - Broadeast ... |G] Google T Elackboard Academic ... "'ﬁ‘,; Carnegie Mellon Secu. .. |GJ Deccan Chromicle on k... | | Blackle - Energy Savi... [EE IEMLive = Latest bre... m The Times of India: E... 3
[ SquirrelMail 1.5.1 [¥s] M Blackboard Academic Suite < CLICK AMND YOTE ‘" CLICK AND YOTE = -
VIV T LD ~

FOLL INVITEE ACCESS PAGE

Candidate ID | Candidate Name | Votes Secured

144 Desert-Safari 1
145 Star-Cruise 1 :VKSite{Kpo"}
| Encrypted-vote—— Individual Verification Coge———— . DKPO"{Vote}

< deceT45bd2220b5falf7d20ee81d8a89 | f41fcdcad3Bec02fcB851a805c535eble
T ——

laesbads 06574 cdC T dpay 7 ouerantss S e ETT e oS Z DI 23 7 7 793a5¢ca

Poll Invitee Hashed Access Code Vote Cast?
2432985bAfhbed6180452597d3292 1ab9c892036 true
88ee9d5a502b32cfbaldes7 2797 2f62 14a2a6965 true

Symmetric Key For this Poll

f9c0eab5006ccd3c6842a143ad01607 1fc81dbb0f3dea1 &f

Digital Signature of the Symmetric Key
Td52cals19eaf837c511e794e8958febe3eb2d165a3af3dbfc834 2e60044bedG 7492249617 c5144fbA 01242266980 1a87 32¢31e4703af505aeffd0034dashbfobe 11d667 727 d469749

Site's Public Key

A0320122300d06082a864886f70d01010105000382010f003082010a0282010100e7cd82a31f050de b 1e54faa 120524027 c581f30b2bdefecet7de 1cc24d905162e342ce2 130
2 >
172,162, 6415943 [y

Done

31



File Edit Wew History Bookmarks Yahoo! Tools  Help {:}

& > :‘.:? - @ |,‘__:J ﬁ |"._ https,'.l'.l'..l-?"z.’.1.6,'2,,-'64:2Ei4-‘433||'E‘v'0t-i.ng,l'poﬂ?:‘;acctC0de=MH.-'5qﬂ-WlL—éS_akadqssLHu[ﬁGtR25Ej.|:éh'l':iShnﬁL;?_deleTNJE-rhs'yW"_—'.!i'SisYshFeW"SDGXEWKKSzQ' a[vl P] fﬁ;§|chtionary.com l':«g]
[ cove |7 eleckive #% vouTube - Broadeast ... |G| Google B0 Blackboard Academic ... “EH Carnegie Mellon Secu... [G] Deccan Chronice onk... || Blackle - Energy Savi... [EX IBMLive > Latest bre... [ The Times of India: B... 3

| 2 cuckanp vore =) =

B 'T.'“_ Sok

CMU CYLAB

FOLL INVITEE ACCESS FAGE

Thanks for Participating. Hail Democracy.

For verifying Poll results, please visit the same Link, after this Poli gets ciosed. For the Poil closing dateftime, please contact your Poll Initiator.

Dane | 172.16.2.64i8443
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>Agility in EVoting
slndividual Verifiability & Receipt Freeness

sIn-coercibility - the logical next step
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Q&A

"Any intelligent fool can make things bigger, more complex, and
more violent. It takes a touch of genius -- and a lot of courage
-—- to move in the opposite direction."

—— Albert Einstein
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