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^�_a`b`.cedgfihac�jafkdmlonphajrqTnpsgf2cph�t�ubfdvnpw�f ��x�y�z `adL{@t�uafksvhaf|t}dvfk~ew6f�h�tVnphbj&tvuafi`asgce`<n��
~�n�tv��ceh&jafk��n)� z f|t���fkf�h�t�uaf2t���c�hac�jbf�dL��d}� xex�z ��tmtv��w6f�dk�L^�_a`a`�cedvfl�nphajXqTdvfkhajr�,s�n�w�fkd
n�t tvuaf�d�n�w�f�tv��w6fp��tvuaf��,s�n�w�fkd ��ce������jafp�5n�haj�t�uafkh�l�nphaj'q���uac�cedvf>ja����fksvfkh�ti�pn���_afkd cp�
� ��h t�uaf�¡¢^ y lV£e¡¥¤¦n���~ecesg��tvuaw��§lLdgdv_aw6��ha~¨hac�cptvuaf�s©hac�jaf�d6npsgf&np�ktv���ef�����nph'tvuaf>svf��
t�svnphadgw���dvdv��cehad2�,svcewªl�nphbj�q���ce������jbf�«¬�cpsice_as`a_asg`.cedgf�dk�1��t dg_b®6��f�d¯tvcr��cpsv°�cp_bt t�ubf
�,ce����c��\��ha~�f�±bnpw�`b��fp��^�_a`a`�cedvf�lMn�haj�q z fk~e��h�t�s�n�hadvw6��dgdv��cph§n�t²2³ x�z ��t2tv��w6f�dk��´¢uafk�
z cpt�u�jafktvf��kt}��ce������dg��cehbd\n�tm²�³µ� xex©z ��t¶t���w�fkd��¢´¢uaf|��·aha��dgurt�svnphadvw6��tgt���ha~6nV¸vnpw�dg��~eh<n���n�t
²?³¹� xex¶º'»e¼ ³T� »�¼¯z ��t�t���w6f�dk�1^�_a`a`�cedgf½6¾&³ x nphaj�½�¿r³ � �

À Ea���6E �?l¥t¢�\u<n�t\tv��w6fVjac�fkd¶qÁdg��uaf�jb_a��f2��tvd¢svfktvs�nphbdvw6��dvdg��ceh<«

À Ea���2Â �5l¥tÃ�\u<n�tÃtv��w6f¶jbc�fkdÃl z fk~e��h�svf|t�s�n�hadvw6��dgdv��cph�«§ÄAÅmcptvfpÆ@´¢ubfmhac�jafkd�w _adÇtÃ��np��t1�,cps
nph>��jb��fV��u<nphbhaf��	n��Ètvf�s¢svf|t�_asgha��hb~©tvc�^�t�fk`���É�dgf�fÊ`9� »�Ëb� cp�	�ece_bs z c�ce°��ÍÌ

À Ea����B �5l¥t\�\u<n�t\t���w�fLjac�fkd\liÎÏd¶sgfktvs�nphadgw���tvtvf�j>dv��~eh<np�9sgf)np��u�q¢«

À Ea���Ê/ �5¤}c�f�d?q�sgfk�,s�n���h �,svcpwot�svnphadgw���tvt���ha~}n�t?��t�d�dv��uafkja_a��fkj�sgfkt�svnphadgw���dvdv��ceh t���w�f)«�ÐÁu��
ces¥�\u��>hacpt�«

À Ea���6� �1¡¥nph>t�uafÊsvf|t�svnphadvw6��dgdv��cehad¥�,svcpwÑlÒnphaj�qÓ��ce������jbf�«>ÐÁu��>ces¥�\u��>hac�t�«
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´¥�Ãc('<c��\d6l nphaj'q n�svsv���ef>n�t�n�svcp_bt�fks©�\��t�u'nXÐ ¬*) dv��uafkja_a����ha~¨`�ce�����k�e��´¢uaf&Ð ¬*)
dv��ubf�ja_a����ha~���dLw6c�jaf���f�jXn��Èt�f�s$+-,1^.�.¬���c"�Òlou<npd}sgf�dgf�sg�pf�j � £�.�cp�@t�ubf z nphaj��\��jbtvuXcehXt�ubf
ce_btv~ece��ha~ ����ha°��5¬���c"� qÓu<n�d¢svf�dgf�sÇ�ef�jX�e£�.ic��	tvuaf z nphbjb�\��jbtvu>ceh�t�uafVcp_bt�~ecp��ha~ ����ha°��5¬���c��
liÎÏd¥`<n���°pfktvd\npsvfLcehafmtvua��sgj�t�ubf}dv�0/�f}cp�1'<c��TqmÎ d¥`anp��°pf|t�d��?ÐÁu<n�t¢npsvf¶t�uafL·asvdgt Ë `<np��°�fkt�d¥tvc
��f�n)�efVt�uafÊ����ha°�«
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¡�cehadg��jafksVt�uaf¯·<~e_bsvf z fk��c���dguac��\��ha~�n '<c���`<n�dvdv��ha~>t�uasgce_a~eu�����f)n�°�� z _a��°pf|t�d z f|�,cesvf©��t
f�h�tvf�svd\t�ubf2hbfkt��Ãcesv°��

Packets Token
wait

remove
token

remove
token

Bucket
size 

Bucket
size

send
to
network

Rate Rate

3000 1

100 pkts/sec 1000 pkts/sec

�}h�t�ubfLhaf�±�t¥`<np~ef����ecp_�npsvfmdvuac��\h » 'ac"� z f�uan�����cesvdk�1¡���sv�k��f\t�uacpdvfLtvu<n�t¥�kce_a��j�u<n)�ef z fkf�h
~efkhaf�svn�t�fkj z �&t�ubfit�nphbjaf�w ��f�np°�� z _a��°pf|tÊ`.ce�����kf�s¶nphaj z sg��f 'a�&f|±�`a��n���h��pce_asVn�hadg�Ãf�s6ÄÈ�\u��
ces¥�\u��>hacpt�Ì��,ces¢f)np��u&�)n�dvfp�



���������
	����� »

6000 6003 6004 6005 60066001 6002

12200
12100
12000

11000

8000

10000

9000

Packets delivered
to network
by time t seconds

t seconds

6000 6003 6004 6005 60066001 6002

50
150
250

1250

2250

3250

Packet delivered
to network by time
t seconds

time t seconds

6000 6003 6004 6005 60066001 6002

230
200
150

3230
3330

Packets delivered
to network by
time t seconds

time t seconds

6000

600,000

6001 6002 6003 6004 6005 60076006

600,100

600,600
600,700

Packets
delivered
to network
by time t seconds

time t seconds

¬���~e_asgf � Æ?¬���~e_asvfm�,ces ,?sgc z ��f�w .
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À Ea����E ��+V���ef2t�uafidvf���_afkha��f©cp� z ��t�d\�,ces¶t�uafi�pce��t�np~efkdLdvubc"�\h���h�¬���~e_asvfi���mlLdvdg_aw6fit�u<n�t
y nphb��uaf�dÇt�f�smf�ha�kc�jb��ha~©��d z f���ha~©_advfkj9�
q���t\dvf���_afkha��f�Æ

V 0

+0.85

-0.85

0.1µs
¬���~e_asgf2��Æ?¬���~e_asvfm�,ces ,?sgc z ��f�w »

À Ea���6Â �@ÐÁu<n�t¶��d¥tvuafÊ`<npsv��t���cp�	t�ub��d z ��t¥dvf���_afkha��f�ÄAfk�pf�h�ces¢c�jbj�Ìv«

À Ea���iB ����h�tvua��dÃ`asvc z ��f�w��pce_��\������dvuac��Át�uan�tÃt��Ãc�� ja��w6f�hadg��cehanp�<`<npsg��t��6��uaf���°�d¢��nph�jaf|t�f��|t
nphaj>�kcesvsgf��kt¶n dg��ha~p��f z ��t¢fksvsvcps��?¬���svdgt��blm�����kfLdgf�hajad¢tvuaf z ��t¥dgt�sg��ha~�� ��xb�e��x��e��xexb�)xexb�e�e��� tvc
q�c z �
��h>t�uafVt�n z ��f z f���c"�Ê�bdvuac�� tvuaf}t���c�ja��w6f�hbdv��cph<np��`anpsv��t�����uafk��°>�,cps¥lL������f�Î d z ��t¢dgtvsv��ha~a�
	mdgf
� �,ces\nph&c�jbj&`anpsv��t���nphaj x �,ces\nph&fk�pf�hr`anpsv��t��e�¶Ä��¶��h�t)Æ5dgf�f2`<np~ef » � ¼ ��h��ece_bs z c�ce°�Ì
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Åmc��Ê�	q�c z sgf���fk���pf�dÊt�uaf z ��tVdgtvsv��hb~ � ��xb�e�e�p�e��xexb�)xexb�e�e��� �,sgcewZlm�����kfp� ��h¨t�ubf¯haf|±�t2t�n z ��fp�
dvubc"�Òtvuafit��Ãc�ja��w6f�hadg��cehanp��`<npsv��t��&��uaf���°&t�u<n�t}q�c z `�f�sÇ�,cesvw6dLcphXlL������f�Î d z ��tmdgtvsv��ha~a�9n�haj
·<���9��h�t�ubf �Çce_bt�fks � `<npsg��t���svc�� nphbj��kce��_aw6h��\��tvu>lL������f�Î d\`<npsg��t���svf�dg_a��tvd��

q l

q �

l �

¡���sg����fLt�uafL��ha�kcesvsgf��kt z ��t¢n�haj>f|±�`a��n���h z f���c"� uac��Tq�c z �\�����.jbfkt�fk�kt\��t¥_adg��ha~¯lm�����kfpÎÏd¥`<npsg��t��
��h��,cesvw�n�t���ceh9�

À Ea����/14 ÐÁu<n�t}npsvf2t�uaf sgf�dg_a��tv��ha~ z ��tvdLn��Ètvf�s¶�,s�npw6��ha~©t�ubf�,ce����c��\��ha~ z ��tLdÇt�sv��ha~�_bdv��hb~ z ��t
dgtv_b®6ha~�« Ä �m��h�t�Æ@��~ehbcesvfV{@tvuaf�sghafktÇ��dv`�f��k��·<�V�,svnpw���ha~i~p_a��jafk����haf�dk�"¸g_adÇt\`.fksg�,cesgw z ��t¢dgtv_b®6ha~
ceh�t�ubf z ��t\dgtvsv��ha~�Ì

xb��xb�e�p�e�e�e��xpxexb��xb�p��xb��xb�p�e�e�e�e�p�e��xex�xexb�e��x��e�e�e����xb�e����x
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�Ln�svsg�Cq�c�����°C��d�~e���pf�h¹n�¸gc z npd>n hafkt��Ãcesv°Án�jaw���ha��dÇt�svn�t�ces©�,ces y ����sgcedv��np`.f�� �m��d�·<svdÇt
npdgdv��~phaw�fkh�tm��d¥t�c6dvf|t�_a`rn©·<sgfk��np���9�,cps\tvuafÊ��cew6`<nph��p� �mfÊjafk����jaf�d\t�c6_advfn©dv��w6`a��f}`<np��°�fkt
·<��t�f�sg��ha~&·<svf|�¥n���� � 	mhb�,cpsgt�_bh<n�t�fk���p���Lnpsgsg����dhacptt�c�cr�Anpw6������npsL�\��t�u�·<sgfk��np����d nphbj�haf�fkjad
dvcpw�f ubf���`rdvfktgt���ha~�_a`�ua��dLdg��dÇt�f�w&�Ê´¢uaf t�cp`.ce��ce~p�>cp�?ub��d}haf|t���cpsv°r��dLdguac��\h z f���c��Ê�V´¢uaf
y ����svcpdv�)n�`.fÊhaf|t���cesg°�_advfkd �)x � � £ ��Ë npjajbsvf�dgdvfkd��

FirewallInternet Microscape
Network

¬���~e_asgf .bÆ?¬���~e_asvfm�,ces ,?sgc z ��f�w �

� _a��fkdL�,cesLtvua��d}·<sgfk��np����npsvf¯jbf�dv�ksv� z fkj�_bdv��hb~�dv��w6`a��fisv_b��f�dÊn�dVdvuac��\h¨��hXtvuaf t�n z ��f z f���c"�Ê�
q�cptvu�dv��w�`a��fL`asgfk·b±�w�n�tv��ua��hb~>ÄAf�� ~a� � � ¼ � .��e£ ��Ë ÌÃnphaj��\����ja��npsvjad}Ä���Ì¥n�svfVnp����c��Ãf�j9� ,�np��°pf|t�d
t�uan�t\jac6hacpt\w�n�t���u�nph���sv_b��fÊnpsgf2jb��dv��npsvjbf�j z ��jafk�Anp_b��t)�

� ��B ( /	/�� =>#k� ( /	/	� � ��B À ����� =&#|� À ����� À �"�<���$Be��D ( Bp�"*,��-
� � ¼ � .��e£ ��Ë � � t�f���hafkt ´¶¡ , ja��dv��npsvj
�)x � � £ ��Ë � � dvf�hbjaw�n���� ´¶¡ , np����c��

´¢uaf©·<svdÇtisg_a��f¯`bsvfk�pf�h�t�diuacedgtvd��h�t�uaf � � ¼ � .��e£ ��Ë hafkt��Ãcesg°¨�,sgcewZtvf���hbfktvtv��ha~>��h�tvc�t�uaf y ���
��sgcedv��np`�fXhafkt��Ãcesg°��¶nphbj t�uafrdvf��kcehajÓsg_a��f�np����c��\d�uacpdgt�d���h't�uaf y ����sgcedv��np`�frhaf|t���cesg°'tvc
dvfkhaj�w�np����t�c2uacedgtvd���h6tvuaf ��h�tvf�svhbfkt)�?´¢uafkdvfmsv_a��f�d1w�n)�©fk�.f��|t����ef����6np����c�� ces1ja��d�np����c�� c�t�uafks
t�svn�®6�2npd¢��fk��� �
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À Ea���E �@Ð§sv��tvf¶ndv��w�`b��f\sv_a��f�Ä,d�Ì@t�u<n�t�np����c��\d y ���ksvcedg�)np`�fmfkw�`b��c��efkf�dÃtvc z sgc��\dvfLtvuaf¶Ð§f z �
y np°�fLt�ub��d1sv_a��f�ÄAd�Ì1n�dÃsgf�dgtvsv���kt����efLnpdÃ`�cedgdv� z ��fiÄA� �Ïfp����t1dvuacp_a��j�hacptÃ��fktÃcptvuaf�s?t�svn�®6�L��h�tvc�£�ce_bt
cp� y ���ksvcedg�)np`�fÊ���	`�cedvdg� z ��f�Ì

� ��B ( /	/�� =>#k� ( /	/	� � ��B À ����� =&#|� À ����� À �"�<���$Be��D ( Bp�"*,��-

À Ea����Â � ^�_b`a`.cpdvfXt�ubf�svfrnpsvf�t���c�ubcedgtvd¨ÄAlZnphajÁq¢Ì©��hadg��jaf>t�uaf y ���ksvcedg�)np`�frhaf|t���cpsv°��
lLdgdv_aw6f\t�u<n�t?tvuaf¶·asvfk��np���<u<npd1ceha���it�uaf¶sv_a��f�d5�ecp_�npjajbf�j���h©`<npsgtÃnb�5¡�ce_a��j�nph�n�tvt�np��°pfks���h
t�ubf ��h�tvf�svhbfktm`.fksg�,cesgw�n z nphajb�\��jbt�u&jafkha��np��cp��dgf�sÇ������fn�tvt�np��°�tvu<n�t\��h�tvf�sg�,fksvfkd\�\��t�u>t�svn�®6�
z fkt��Ãf�f�hruacedgt¶lÒnphbjrq¢«ÊÐÁu���ces¥�\u��>hacpt�«

À Ea��� B � �Lnpsgsg�C��hadgt�np����d�n�h �m´¢´�,M��np��ua��hb~ `asvc)±��Ó��h t�uaf y ����sgcedv��np`.f�hbfkt��Ãcesv°�� �¶f
��nph�t�d�tvcif�hbdv_asgfLt�u<n�t¢np���<������f�h�t�d1��h y ���ksvcedg�)np`�fL_bdvfLtvua��d1`asvc)±��6t�c z svc��\dvfLtvuafmÐ§f z �5´¢uaf
npjajbsvf�dgd¢cp�$t�ubf}`asvc)±�����d ��x � � � ��� .b���¶c"�¹dvubce_a��j�uaf}w6c�ja���È�©ua��d�sv_a��f�d��,sgcew`<npsgt¥n ��h�cpsvjafks
t�c6np�k��cew6`a����dvu�tvua��d\~ecenp�?Ä,�\sg��tvfVce_bt¢t�ubf2hbfk� sg_a��feÄAd�Ì�cps¢f|±�`a��n���h�t�uafÊ��u<n�ha~ef�d�Ìv«

À Ea���X/ �>lLdgdv_aw6��hb~&tvuaf�sgf�dv_b��t���ha~&dvfktv_a`��,sgcew `<npsÇti��nphaj§tvu<n�t2t�uaf©Ð§f z `asgc)±�����dhac�t
ceh�cehaf6cp��tvuaf6����hb°�d z fkt��Ãf�fkh uacedÇtil nphaj§uacedÇtiqm�	��nph§tvs�nphbdg�,f�sgd z fkt��Ãf�fkh�l nphaj§q z f
n��.f��|t�f�j z �&n¯jaf�ha��np�9cp��dvfksg�����kfin�tvt�n���°���cew6��hb~ �,svcewMnphrn�tvt�n���°pf�s¶��h�tvuaf ��h�t�f�sghafkt�«


