	95-768 Defensive Hacking: Tactical and Strategic

	This course is designed to provide students with hands on experience on identifying places where the security of their networks can be improved. The techniques used to evaluate the network will vary from specific probing of individual services to broader examination of the flows of processing on the network and of relationships between organizations. Programming will not be required for the course, but there may be places where programming experience will be helpful in understanding the concepts involved.



	Course Hours
	Instructors

	Lecture:           Monday 

                        5:30pm-8:20pm HBH 1004
Laboratory:     No formal laboratory


	Office Hours by Appointment
Tim Shimeall (tjs@cert.org)
412-268-7611

Web: http://www.andrew.cmu/course/95-768
TA: Hyun Jeong Shin (hyunjeos@andrew.cmu.edu)

	
	

	Text: References as Provided on Next Page
Know Your Enemy (Second Edition) by the Honeynet Project

The Art of War by Sun Tzu

	Grading

	4 Homework Assignments – 60%

Final Paper/project – 40%                 

	Policies

	All student presentations, papers and projects are expected to be the product of individual effort unless otherwise specified. This means that your submissions are expected to be in your own words and the product of your own effort – any detected copying will be considered plagiarism (and penalized per appropriate policies) unless appropriate citations are given. Students are cautioned that much of the material available from Internet searches is of dubious quality in this area.  All submissions must occur prior to the due date or a grading penalty will be assessed. Physical submission may be done in class, or to the instructor by appointment. Electronic submissions will be accepted via email to the Instructor or Teaching Assistant.
This offering will not be using the blackboard system.

	Homework Assignments

	During the semester, teams of students will perform several homework assignments involving security evaluations of network services. A virtual environment will be made available to each team for the assignment, and all network access related to the homework assignment shall be done solely using the virtual environments. Students are not authorized (and may be prosecuted) if these techniques are applied outside of the virtual environments. Any student aware of attempts to apply these techniques in an unauthorized manner must immediately report them to the instructor and to applicable authorities, or face accusations of being an accomplice. Penalties may be severe, reaching beyond grading penalties.


	Week
	Topic
	Reference

	1: Jan 16
	Holiday
	No Lecture


	2: Jan 23
	Introduction
	http://csrc.nist.gov/publications/nistpubs/800-115/SP800-115.pdf

	3: Jan 30
	Tactics and Penetration Testing
	http://www.cgisecurity.com/lib/the_future_of_internet_worms.pdf
http://www.sans.org/reading_room/whitepapers/testing/guidelines-developing-penetration-rules-behavior_259


	4: Feb 6
	Web Hacking
	https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project

	5: Feb 13
	Email Hacking
	http://csrc.nist.gov/publications/nistpubs/800-45-version2/SP800-45v2.pdf
*Homework 1 Due*

	6: Feb 20
	DNS Hacking 
	http://csrc.nist.gov/publications/nistpubs/800-81r1/sp-800-81r1.pdf
http://www.honeynet.org/papers/ff

	7: Feb 27
	Authentication Attacks
	http://www.honeynet.org/papers/phishing


	8: Mar 5
	Denial of Service
	*Homework 2 Due*

	9: March 12
	Spring Break 
	No Lecture

	10: March 19
	Hacking and Information Warfare
	Sun: Estimates/Laying Plans

Enemy: Chapter 1

	11: March 26
	Strategy
	Enemy: Chapters 16-17

Sun: Waging War, Offensive Strategy/Attack by Strategem

	12: April 2
	Identifying Attacks
	Enemy: Chapter 9-13

Sun: Secret Agents

	13: April 9
	Building a Defensive Team
	*Homework 3 Due*

	14: April 16
	Network Structure
	

	15: April 23
	Handling Incidents
	*Homework 4 Due*

	16: April 30
	Course Summary
	

	May 7
	
	*Term Paper Due*


