	95-841 Information Assurance Policy

	This course is a seminar on the construction, validation and implementation of information assurance policies.



	Course Hours
	Instructors

	Lecture:           Monday 5:30-8:30 Eastern time
                       DH 1211
Laboratory:     No formal laboratory


	Office Hours by Appointment
Tim Shimeall (tjs@cert.org)
412-268-7611
Teaching Assistant: Nathan Dell ndell@andrew.cmu.edu|
nathand@cert.org
Please place “95-841” in the subject line of all emails.

	Text: None – see references on next page

	Grading

	Class Participation – 30%

Class Presentation – 30%

Final Paper/project – 40%                 

	Policies

	All student papers and projects are expected to be the product of individual effort unless otherwise specified. This means that your submissions are expected to be in your own words and the product of your own effort – any detected copying will be considered plagiarism unless appropriate citations are given. Students are cautioned that much of the material available from Internet searches is of dubious quality in this area.  All submissions must occur prior to the due date or a grading penalty will be assessed. Physical submission may be done to the instructor either by appointment or in class.

This offering will not be using the blackboard system. All instructional materials will be provided on the course andrew web site. 

	Student Presentations

	During the semester, teams of students will lead several of the class discussions (see entries marked “SL” on the next page). Presenting students are to be prepared with key points related to the topic, and have conducted sufficient background research to lead an informed discussion related to this topic. All other students are expected to have reviewed at least the references listed and to come prepared to participate actively in the classroom discussions. Reference to current events and to specific experience is encouraged. 

Both the presenting students and all other students will be evaluated on their contribution to the course as indicated under “Grading”.

	Learning Objectives

	During this semester, students will:

· Be able to state the necessity of and barriers to effective IA policy
· Understand how to apply methods for formulation and justification of IA policy

· Demonstrate capability for formulation of IA policy at different levels of abstraction

· Understand the interplay of IA policies formulated to support varying aspects of IA

· Be able to track the IA policy aspects governed by regulation, legislation and governance policies


	Week
	Topic
	Reference

	1: Aug 27
	No Lecture
	

	2: Sept 3
	No Lecture
	Labor Day

	3: Sept 10
	Introduction
	http://www.windowsecurity.com/whitepapers/Computer_and_Information_Security_Policy_.html
http://www.windowsecurity.com/whitepapers/Back_to_Information_Security_Basics_.html

	4: Sept 17
	Case Study and developing policy
	http://www.windowsecurity.com/pages/security-policy.pdf
http://www.auscert.org.au/render.html?it=2256
http://csrc.nist.gov/publications/nistpubs/800-18-Rev1/sp800-18-Rev1-final.pdf

	5: Sept 24
	SL: Policy & Costs

(Policy Impact: Financial, Technology)
	http://www.infosecwriters.com/text_resources/pdf/ROISI.pdf
http://www.whitehouse.gov/omb/memoranda_m00-07

	6: Oct 1
	SL: Policy & Management

(Policy Impact: Management, Human Factors, Ethics)
	These are primarily jumping off points with a lot of linked resources.


http://www2.ed.gov/fund/contract/about/acs/acshbocio01.doc
http://www.doncio.navy.mil/Chips/ArticleDetails.aspx?ID=2342

	7: Oct 8
	Policy Roll-out 
	http://info.dhhs.state.nc.us/olm/manuals/dhs/pol-80/man/02info_security_management.pdf

	8: Oct 15
	SL: User Policy
	http://www.doe.virginia.gov/support/safety_crisis_management/internet_safety/acceptable_use_policy.shtml

	9: Oct 22
	SL: Network Policy
	http://www.cert.org/octave/osig.html
http://www.cert.org/encyc_article/tocencyc.html
http://www.cert.org/tech_tips/home_networks.html
http://www.cert.org/archive/pdf/09tr010.pdf

	10: Oct 29
	SL: Site Policy 
	http://www.ietf.org/rfc/rfc2196.txt?number=2196

	11: Nov 5
	SL: Confidentiality & Policy
	http://www.infosyssec.net/infosyssec/security/seceth1.htm

	12: Nov 12
	SL: Integrity & Policy
	http://policy.uconn.edu/findPolicy.php?PolicyID=351
http://ist.mit.edu/node/1471

	13: Nov 19
	SL: Availability & Policy
	http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1003415


	14: Nov 26
	 SL: Policy,  Legislation and Governance
	http://www.gwsba.com/outlines/Law%20in%20Cyberspace/Law%20in%20Cyberspace%20-%20Nunziato.doc
http://www.cyberlawcentre.org/censorship/references.htm
http://www.cert.org/archive/pdf/05tn023.pdf

	15: Dec 3
	Course Summary
	http://itm455.itmbsu.net/Articles/Why_Security_Policies_Fail.pdf

	Dec 7
	Term Paper Due
	- -


