15-213,Fall 2002
Lab Assignment7: LoggingWeb Proxy
Assigned:November21,Due: Decembeb, 11:59PM

Rajeshis in chage of thislab. Pleaseemailhimr aj esh@s. cnu. edu with any questionsr concerns.

Intr oduction

A web proxy is a programwhich acts as a middlemanbetweena web sener and browser Insteadof
contactinghesener directly to getaweb page the browsercontactshe proxy, which forwardstherequest
ontothesener. Whenthe sener repliesto the proxy, the proxy sendghereply onto the brovset

Proxiesare usedfor mary purposes.Sometimesproxiesare usedin firewalls, suchthat the proxy is the
only way for a browserinsidethe firewall to contacta sener outside.The proxy may do translationon the
page for instancefo male it viewableon a web-enabledell phone.Proxiesareusedas“anorymizers”—
by strippingarequesbf all identifyinginformation,a proxy canmalke thebrowseranorymousto thesener.
Proxiescanevenbe usedto cacheweb objects,by storinga copy of, say animagewhena requesfor it is
first made,andthenservingthatimagein responséo future requestsatherthangoingto the sener. Squid
(availableatht t p: / / squi d. nl anr . net)is afreeproxy cache.

In thislab, youwill write asimplewebproxythatlogsandfiltersrequestsin thefirst partof thelab, youwill
setuptheproxyto acceptrequestsgheckif therequesshouldbeblocked,forwardtherequest$o thesener
if not, andreturnthe resultbackto the browser keepinga log of suchrequestsn a disk file. In this part,
youwill learnhow to write programghatinteractwith eachotherover anetwork (soclet programming)as
well assomebasicHTTP.

In the secondpart of thelab, you will upgradeyour proxy to dealwith multiple openconnectionsat once.
You may implementthis in two ways: Your proxy canspavn a separatehreadto dealwith eachrequest,
or it may multiplex betweertherequestaisingthesel ect ( 2) Unix systemcall. Eitheroptionwill give
you anintroductionto dealingwith concurreny, a crucial systemsconcept. Using threadsfor this lab is
recommended.

Logistics
Thisis anindividual assignmentAll files you needarein thedirectory
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Startby copying pr oxyl ab- handout . t ar to a(protectedidirectoryin whichyouplanto doyourwork.
Thengive thecommand ar xvf proxyl ab- handout .t ar. Thiswill causea numberof filesto be



unpacled in the directory Thefiles youwill be modifying andturningin arepr oxy. ¢, csapp. ¢, and
csapp. h.

The pr oxy. c file containsthe bulk of the logic for your proxy. The csapp. ¢ andcsapp. h files
are describedin your textbook. The csapp. ¢ file containserror handlingwrappersand helperfunc-
tions suchasthe RIO functions(Section11.4),the open_cl i ent f d function (Section12.4.4),andthe
open_l i st enf d function (Section12.4.7). Thecsapp. h file containsthe prototypedor the functions
incsapp. c.

Part |: Implementing a web proxy

Thefirst stepis implementinga basiclogging proxy. Whenstarted,your proxy shouldopena soclet and
listenfor connectionsWhenit getsaconnectionfrom abrowser),it shouldaccepthe connectionreadthe
requestcheckif theaddresss blocked, andparseit to determinethe sener thatthe requestvasmeantfor.
It shouldthenopena soclet connectiorto thatsener, sendit therequestreceve thereply, andforwardthe
reply to the browserif therequesis not blocked.

Noticethat,sinceyour proxyis a middlemarbetweerclientandsener, it will have elementf both. It will
actasasenerto thewebbrowser andasaclientto thewebsener. Thusyouwill getexperiencewith both
clientandsener programming.

Filtering

Theblocked URLs arestoredin thefile calledpr oxy. fi | t er . Thewebproxy mayreadin theaddresses
at the initialization. Whena requeston a blocked addresscomesfrom a web browset the proxy should
returna permission denied informationto the browserin thefollowing format:

<ht m ><head><ti tl e>Proxy error</titl e></head>

<body>You are not allowed to access this web page. </ body></htm >

Logging

Your proxy shouldalsokeeptrack of all requestsn alog file namedpr oxy. | og. Eachline shouldbe of
theform:

Date: browserl P URL size

wherebr owser | P is the IP addres®f the browser URL is the URL asledfor, si ze is thesizein bytes
of theobjectthatwasreturned.For instance:

Sun 27 Qct 2002 02:51:02 EST: 128.2.111.38 http://ww. cs.crmu. edu/ 34314

Notethatsi ze is essentiallythe numberof bytesreceived from the sener, from thetime theconnectioris
openedo thetimeit is closed.Only requestshataremetby aresponsdérom a sener (or cachedesponse)
shouldbelogged. We have providedthefunctionvoi d f or mat | og_entry() to createalog entryin
therequiredformat.



Graphics Display

To seethenumberof connectiongurrentlybeingservicedoy your proxy, we have pravidedanxlib graphics
display To seethedisplay you needto do thefollowing things

¢ Onthemachineyouareloggingin from:
typexhost +<fi shnachi ne>
e.g.xhost+bass.cmcl.cs.cmu.edu

e Onthefish machine setthedisplayto the machineyou areloggingin from using
setenv DI SPLAY <ip address>:0.0
e.g.seten DISPLAY 128.2.64.32:0.0

This stepmay not be necessaryf yourt el net or ssh sessionautomaticallysetsthe DISPLAY
environmentvariablefor you.

The codefor initializing and destrging the display have alreadybeenprovided in the main routine of
proxy. c. Youwill needto call change_di spl ay with the currentnumberof connectiongo change
thedisplay Thedisplayalsologsthe numberof connectionsurrentlybeingservicedo afile calleddi s-
pl ay. | og. While building the concurrensener, take careto ensurehatall callsto change_di spl ay
areproperlyserialized.

Port Numbers

Sincetherewill be mary peopleworking onthe samemachineall of you cannot usethe sameportto run
your proxies.You areallowedto selectary non-privilegedport for your proxy, aslongasit is nottaken by
othersystemprocessesSelectinga portin the upperthousandss suggestedi.e., 30700r 8104).

Part Il: Dealingwith multiple requests

Real proxiesdo not processrequestssequentially They dealwith multiple requestsn parallel. This is
particularly importantwhen handlinga requestcaninvolve a lot of waiting (asit canwhenyou are, for
instance contactinga remoteweb sener). While your proxy is waiting for a remotesener to respondo a
requessothatit cansene onebrowset it couldbeworking on a pendingrequesfrom anothetbrovser

Thus,onceyou have alogging proxy, you shouldalterit to handlemultiple requestsimultaneouslyThere
aretwo basicapproacheto doingthis:

Threads A commonway of dealingwith concurrentequestss for a senerto spavn athreadto dealwith
eachrequesthatcomesdn. In thisarchitecturethemainsenerthreadsimply acceptonnectiongnd
spavnsoff workerthreadghatactuallydealwith therequestgandterminatewhenthey aredone).

If you choosethis method,however, you will have the problemthat multiple peerthreadswill be
trying to accesshelog file atonce.If they do notsomehav synchronizewith eachother thelog file
will be corrupted(for instanceoneline in the file might begin in the middle of another).You will

needto usea semaphoreo controlaccesgo thefile, sothatonly onepeerthreadcanmodify it ata
time.



sel ect . Anotherwayto dealwith concurrentequestss to multiplex betweerconnectiondy handusing
thesel ect systencall. As describedn yourtext, thesel ect functiontakesasetof file descriptors
andwaits until oneof themis readyfor readingor writing. You canusethis call to simultaneously
wait on all opensoclet connectionsand processwhichever oneis readyfirst. For instanceyour
proxy mightbewaiting for arequesto comefrom aclienton onesoclet, for aresponséo comefrom
aseneronanothersoclet, andat the sametime listeningfor new connectiorrequest®onits listening
soclet. Your codewould usesel ect to wait for all of thesethings at once,handlingwhichever
happenedirst.
With this architectureyou will not needto dealwith synchronizatioramongconcurrenfprocesses,

sincethereis only oneprocessunning,but you will needto correctlymultiplex on several connec-
tions, without blockingon ary of them.

Evaluation

e LoggingProxy(30points).Half creditwill begivenfor aprogramthatacceptonnectionsforwards
therequestdo a sener, andsendshereply backto the browset blockingrequestdor filtered URLS,
andmakingalog entryfor eachrequest.

¢ Handlingconcurrentequest$20 points). Most of therestof the creditwill requirehandlingmultiple
concurrentconnectionswith threads. We will testto make surethat one slow web sener doesnot
hold up otherrequestdfrom completing,andthat your log file doesnot get corruptedby multiple
competingprocesses.

e Style (10 points). Up to 10 pointswill be awardedfor codethatis readableandwell commented.
Definemacrosor subroutinesvherenecessaryo make the codemoreunderstandable.

Checking your work

We have provided a driver programcalleddri ver. pl to helpyou checkyour work. We will usethis
driver programto helpdeterminghe correctnessf your proxy.

Thedri ver. pl programstartsthe proxy asa child processsendsit requestschecksrepliesfrom the
proxy anddisplay a samplescorefor this lab. The samplescorewould give you anideaof how you are
goingto begraded.

uni x> . /driver.pl
usage: ./driver.pl [port-nunber] [proxy-log] [|ab-part]

port - nunber istheportnumberthatyour proxywill belisteningto acceptequestandpr oxy- 1 og is
thelog file outputby your proxy. | ab- part isthethepartof thelabto testandit canbepart 1, part 2,
al | . Forexample,

uni x> ./driver.pl 4502 proxy.log partl

will startto testPart| of thelab atport4502,assumingalog file namedpr oxy. | og.



Resourcesand Hints

ReadChapterl0- 12in yourtextbook. They containusefulinformationon system-lgel 1/0, network
programmingHTTP protocols,andconcurrenprogramming.

Usethe RIO (Rolust I/0) packagedescribedn your textbook for all 1/O on soclets. Do not use
standard/O on soclets. Youwill quickly runinto problemsf you do.

You canstartwith the Tiny Web sener describedn your textbook. This is a fully functionalWeb
sener. Youmaycopy ary of theTiny codeanduseit in your proxy.

Initially, usethet el net programto dehug your proxy, asdescribedn your text.

Testyour proxy with arealbrowser! Explorethe browsersettingsuntil you find “proxies”, thenenter
the hostand port whereyou're runningyours. With NetscapechooseEdit, then Preferencesthen
AdvancedthenProxies,thenManual Proxy Configuration.In InternetExplorer chooseTools, then
Options,thenConnectionsthenLAN Settings.Check’Use proxy sener, andclick Advanced.Just
setyour HTTP proxy, becausehat’s all your codeis goingto beableto handle.

In certaincasesa client closinga connectiorprematurelyresultsin the kerneldeliveringa SIGPIPE
signalto the proxy. Thisis particularlythe casewith InternetExplorer To preventyour proxy from
crashingyou shouldignorethis signalby addingthe following line earlyin your code:

signal (SIGPIPE, SIGIGN;

Also, in certaincaseswriting to a soclet whoseconnectionhasbeenclosedprematurelyresultsin

thewr i t e systemcall returninga -1 andsettinger r no to EPIPE.Your proxy shouldnotterminate
whenawr i t e elicitsanEPIPEerror. Simply closethe soclet, updatethe displayto reflectoneless
connectionandcontinue.

Theeasiesivay to handleEPIPEerrorsis to modify theRi o_wr i t en wrapperin csapp. ¢ to test
specificallyfor EPIPEerrorsandreturnsomespecialvalue(say0) whenit encountershem.

To testhow your proxy handlesrequestaunderhigh concurreng, try accessinghe following web
sitesfrom your proxy with InternetExplorer:

http://ww. nfl. conl
http://ww. cnn. coml
http://ww. weat her. cont

ThelE would setup tensof concurrentonnectionsvith your proxy.

IMPOR TANT: If youusethreadgo handleconnectiorrequestsyou mustrunthemasdetached, not
joinable, to avoid memoryleaksthatwill likely crashthe FISH machines.To run athreaddetached,
addtheline Pt hr ead_det ach(t hr ead. d) in theparentaftercallingPt hr ead_creat e() .



Handin

¢ Remuove ary extraneougprint statements.
¢ Make surethatyou have includedyour identifying informationin pr oxy. c.
e Createateamnameof theform:

— “ID” wherelD is yourandrev ID.

¢ To handin yourpr oxy. c file, type:
make handi n TEAMFt eammane

wheret eammane is theteamnamedescribedabore.

¢ After thehandin,you cansubmitarevisedcopy by typing
make handi n TEAM=t eammane VERSI ON=2
You canverify your handinby looking at
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