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Abstract

This project presents an intuitionistic multimodal logic based on
indexed modalities of validity and possibility, and its potential ap-
plication as a logic for Proof Carrying Authorization [AF99] in a dis-
tributed system. The report begins by considering an authorization
logic presented by Garg and Pfenning in [GP06] which describes state-
ments certified by principals as lax truth indexed by the name of the
certifying principal. We then incrementally revise it to arrive at a teth-
ered sequent calculus in the style of [Pfel0c], called TM4s.

TM4s is at once a small fragment of the logic BL presented by Garg
in his thesis [Gar(09], as well as a small extension to it that makes the
logic more friendly to an operational interpretation for distributed
computation.

Keywords: Authorization Logic, Multimodal Logic, Tethered Seman-
tics.

1 Introduction

The focus of this project is to explore the application of intuitionistic mul-
timodal logics to the specification of policies and authorization in a multi-
agent system. We are particularly interested in multimodal logics that are
formulated using the judgmental method, and whose modalities corre-
spond to the modalities of validity and possibility in [PD01] and their anal-
ogous modalities in Intuitionistic Kripke semantics [Pfel0Oc, Pfel0a]. We
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2 Intuitionistic Multimodal Logic as an Authorization Logic

are also specifically interested in authorization logics developed in a mul-
timodal setting, in which the agents of the system are represented in a dis-
cernible manner by subscripts attached to the modalities rather than as any
other formulae in the system.

Constructive logics have been actively studied for decades, and con-
structive authorization logics formulated using the judgmental method have
been studied for a few years now in [GP06, DLK*06, LJK*08, Gar09]. Re-
cent work (especially that cited in this project) exhibit a few major trends:

1. The logics utilize and endorse the philosophy of Proof Carrying Au-
thorization (PCA) [AF99]. In a system that implements PCA, the bur-
den of determining whether a principal is authorized to perform a
particular action, and why it is authorized to perform that operation,
like on the principal requesting access. This is as opposed to a de-
sign philosophy in which the entity responsible for granting access
derives a proof of authorization.

2. Most of these logics introduced an operator, most often of the form
k says s, where k stands for a principal, and s stands for any for-
mula that said principal is asserting. This operator abstracts away
the details of authentication, i.e. the logic is unconcerned with cryp-
tographic protocols or other details that are involved in actually im-
plementing a means by which a principal can attach its credentials to
a statement.

3. In most of these logics, the says operator corresponds to the strong
monad or lax modality with an index, i.e. the modality is additionally
qualified, or “indexed” by the name of a principal.

This project endorses and follows the first two trends. However, it is
both motivated by, and diverges from, the third trend. We were motivated
to explore the application of indexed possibility and validity to authoriza-
tion logic for two reasons:

1. There is a well established translation that embeds the monomodal
lax logic in a logic of validity and necessity [PDO01]. This suggests that
there is some correspondence between their multimodal equivalents.

2. Constructive S5 logic (based on non-indexed validity and possibility)
has already been interpreted as a type theory for distributed compu-
tation by Murphy et al [Mur08] in light of the Curry-Howard isomor-
phism and Intuitionistic Kripke semantics. This opens up the possi-
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Intuitionistic Multimodal Logic as an Authorization Logic 3

bility that the indexed equivalents may correspondingly be computa-
tionally interpreted as a type theory for distributed computation in a
multi-agent system with PCA.

The result of this project is a tethered sequent calculus called TM4s, ar-
rived at by incrementally revising the logic GP [GP06]. TM4s is simultane-
ously a small fragment of the logic BL presented by Garg in his dissertation
[Gar09], and a small extension to it that makes the logic more friendly to
distributed computation.

The report is structured as follows: § 2 briefly recapitulates the logics
presented in [GP06] and [DLK'06], and slightly modifies them to come
up with the logic M4 based on indexed modalities of validity and truth.
Some undesirable properties are identified. This leads to § 3 which im-
plicitly indexes truth with principals to resolve the issues present in M4.
The resulting judgmental sequent calculus is called JM4s, and its tethered
counterpart is called TM4s.

2 The Logic M4

We begin exploring the logic M4 that supports a notion of indexed validity
and possibility. M4 is inspired by the pure fragment of the linear logic of
affirmation and knowledge presented in [DLK™06]. The linear logic of affir-
mation and knowledge is an interesting first candidate because it presents
an authorization logic that simultaneously makes use of two different in-
dexed judgments, one of them corresponding to validity and the other cor-
responding to lax truth. Our first thought was to revise the rules for af-
firmation to make it correspond to possibility instead of lax truth. Since
[DLK*06] uses a sequent calculus, we too use formalize M4 as a sequent
calculus.

2.1 JM4: Judgmental M4
The judgmental sequent calculus M4 has sequents of the form:
AT — oy

A contains assumptions of the form % cert A and I' contains assumptions
of the form A true. The cert judgment corresponds to the knows judgment
from [DLK"06], and has been renamed to avoid naming collisions when
the logic is revised. It can be read as “principal k has certifying authority
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4 Intuitionistic Multimodal Logic as an Authorization Logic

over a proposition A”. The 7 on the right side is a place-holder for one
of two judgments: A true or k claims A. The judgment claims is roughly
equivalent to the judgment affirms in [DLK"06], and has been renamed
to avoid name collisions. As of now, it can be read as “k claims that it has
access to A, but cannot certify complete ownership”. We recapitulate the
judgmental rules and the rules defining the modal operators.

A,k cert A;T, A true — C true AT — Atrue
cert - claims
Ak cert A;T' — C true AT — k claims A
Ap;- — A true AT — k claims A

OR
AT — Op A true A;T — ORA true

A,k cert A;T, 0, A true — C true A; A true — k claims C oL
arL
A; T, O A true — C true AT, OrA true — k claims C

(e = -
(A kcert A, = kcert A, Ay
(A,jcert A), = Apwhenj # k

We briefly observe that the right rule for (J is responsible for restricting ac-
cess to the assumptions in A, to prevent assumptions belonging to a princi-
pal from being stolen and recertified by other principals. Due to this restric-
tion, the judgmental rule for cert can safely copy any assumption certified
by any principal into I'.

We also changed the left rule for ¢ to resemble the left rule for possibil-
ity, whereas [DLK"06] presented the following rule, corresponding to the
strong monad:

A; T (kYA true, A true — k claims C
A;T, (kYA true — k claims C

The following meta-theorems hold over JM4, in addition to weakening,
contraction and exchange:

Theorem 1. Admissibility of Cut for [M4

i If A;T — Atrueand A; T, A true — vy then A; T — .
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Intuitionistic Multimodal Logic as an Authorization Logic 5

ii. If A;-— Atrueand Ak cert A;T' — ~ then A; T — .
iii. If A;T' — k claims Aand A; -, A true — k claims C then A;I" — k claims C.

Proof. By lexicographic induction, first on the size of the cut formula 4,
then on the on the ordering (i) < (ii) and (i) < (iii) of the induction
hypotheses, and then simultaneously on the sizes of the two given deriva-
tions. O

Theorem 2. Admissibility of Identity for M4
A;T, A true — A true forany A, T, and A.

Proof. By induction on the size of the proposition A. O

Admissibility of Cut and Identity are used as the metric for global sound-
ness and completeness of the calculus. We do not include the full text of the
proofs in this paper. The proofs proceed by structural induction in the style
demonstrated in [Pfel0b], and there are no cases of special significance.

2.2 Admissible and Inadmissible Properties of JM4

This section considers some properties that this logic admits and some that
it fails to admit in order to judge its suitability as an authorization logic.
These properties serve as guiding principles for our next revision of the
logic, called M4s. First, we examine .

e [Jhas the usual interaction rules with the usual propositional connec-
tives. It commutes with them in the same manner as its monomodal
analogue. Most important to us is axiom K.

= Dk(A D B) D (DkA D DkB)

e FOLADA
This property is undesirable, at least for an operator that purports to
certify a statement only for one principal. If any principal encounters
an error, or gives a faulty proof of authorization, the entire system
can crash. The says operator presented in [GP06] does not admit this
property. In fact, this is the first “non-interference” criterion tested
for.

° |7[ AD A
As always for the modality of validity.
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6 Intuitionistic Multimodal Logic as an Authorization Logic

e F,ADO,O,A - Axiom 4
A desirable property — a principal consistently certifies that it has cer-
tifying authority over a principal.

o I/, A D 0O;0,A - Axiom 4s
4s is a desirable axiom to have in any system describing a reliable
channel of communication, with a reliable method of authentication.
In such a reliable system, every principal ought to be aware when a
principal announces a signed statement.

Given our brief analysis, [J does not behave very much like name of the
judgment it internalizes suggests. Furthermore, our inability to embed the
GP logic in JM4 suggests that [J in its current form is not a useful operator.
¢ in its current form is a step backwards from the indexed lax modality.

e { commutes in one direction with conjunction and disjunction, and
not at all with implication except through [. This generally makes it
clumsy to combines statements made by a principal using this modal
operator. - ;(A D B) D (0xA D OrB)

o | DjA D OrA
The apparent lack of connection between the principals j and k is
disturbing. At least, this property bodes ill for any interpretation as
distributed computation or intuitionistic Kripke semantics.

« /ORAD A
This is a desirable non-interference property.

The lack of correspondence between the cert assumption over which a prin-
cipal claims ownership and the statements that it can claim or affirm is dis-
turbing. It is one of the major problems to be addressed by the logic M4s.
M4s is given its name because it satisfies the much stronger 4s axiom for
O whereas the logic in its current form satisfies only the 4 axiom. § 2.3
documents a last-ditch effort to rescue M4 by giving it a tethered semantics
and interpreting it as distributed computation with certain constraints im-
posed on principals. Though we derived a tethered calculus that admitted
cut and identity, it was far from our expectations. Any readers who are
uninterested in the details may skip to ¢ 3 without significantly affecting
readability.
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Intuitionistic Multimodal Logic as an Authorization Logic 7

2.3 TMa4: Tethered M4

Tethering as we use it modifies the calculus so that the hypotheses in the se-
quent never have to be deleted to express a sub-derivation. Instead, propo-
sitions are “tethered” to “worlds” that indicate where the assumption is
accessible, and when it isn’t. Our hope in moving towards a tethered se-
mantics was to make the logic more syntactically friendly for distributed
computation, or computation distributed amongst many “worlds”. Among
other benefits, the properties of tethering also allow an easier representa-
tion of the logic in a type theory such as LF or in other languages that sup-
port Higher Order Abstract Syntax. TM4 was inspired by both [Pfe10c] and
[Ree06]. In the former, the sequent has the form:

I'= AQuw

where w was the current world from which assumptions could be used.
The latter, which was designed to facilitate the complexities of linear logic
had the judgment

I'=@,A

where p is a permission to use some resource in the context. These permis-
sions were of the form

p = € | a | pr*pe

where the operator * has € as its unit and is commutative and associative.
The tag with which formulae were tethered had this additional structure
in order to express the complexities encountered with connectives in linear
logic that split the context.

The connectives of JM4 have interesting effects. In addition to com-
pletely clearing the context I' the way monomodal [J and ¢ do, they can
have nested effects when restricting the context A. For example, consider a
proof of the formula [J;00; A. It can be easily verified using J]M4 that such a
formula never holds true unless A is a tautology because the sub-derivation
of the innermost A has no hypotheses to work with. These effects require
that every world that is tagged to a proposition adequately keeps track of
every assumption in A along with the certifying principals in such a way
that they can fetched or removed.

We have adapted and combined both of the techniques of tethering
cited to get a sequent of the form
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8 Intuitionistic Multimodal Logic as an Authorization Logic

I' = AQ(w;P)

where I' is a collection of hypothetical judgments (we will revisit the exact
judgments contained in I' soon), C' is some proposition, w is the current
world, and P is the current set of permissions. Specifically, P is defined as

P == ¢ | (k,p) | PixPo

In addition to commutativity and associativity (which pertain to contexts
that allow exchange), the permissions also need to support weakening and
contraction.

Connectives in TM4

TM4 is described here by translating the fragment of JM4 containing Oy,
and D. It is trivial to add disjunction and conjunction. Furthermore,
does not merit a complete treatment here. TM4 is not the focus of our pre-
sentation, and the chosen connectives are sufficient to illustrate the compli-
cations that arise when attempting to interpret JM4.

The context I' contains two different judgments. The first judgment is
of the form AQu; that is, the assumption A usable at world w. This gives
us the initial sequent

I'Qow = QQ(w;P)

meaning that if we have some atomic proposition () (chosen as to not over-
lap with the permissions P) usable at world w, then we can prove () at that
world. The rules for implication are straightforward:
I'A1Quw = AQ(w; P)
I' = A1 D AQ@('U};P)

DR

I'A; D AQuw = Al@(w;P) I'A; D AQuw, AsQuw = C@(w;P)
I'A; D AQuw = CQ(w; P)

DL

Note that in neither rule does P change. The rules for (J;, however, do
make use of P, as does the copy rule.
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Intuitionistic Multimodal Logic as an Authorization Logic 9

I' = AQ(a; Py) IOy AQuw, Alp = CQ(w; P * (k, p))
OR
I = 0,AQ(w; P) I,0,AQw = CQ(w; P)

oL

By convention, p stands for a fresh permission, and « stands for a fresh
world. A “fresh” variable is a name chosen so as not to collide with any
worlds named in the context, or in the current set of permissions.

These rules introduce several new concepts to our logic. First, we have
the other form of judgment that can appear in our context: Alp. This is
meant to be similar to the judgment A! presented in [Pfel0c], but with one
caveat: in order to use A, we must have the corresponding permission p,
which is stored in the permission context P. Now we need the other piece
of syntax we defined, P, which is meant to be analogous to Ay, from the
judgmental multimodal logic presented earlier. It is defined as follows:

e = ¢
) = (k,p)
(K,p)e = (k,p)ifk#FkK
(Pr*Py) = Pipx*Poy

Just like Ay, it traverses P, removing any permissions from it that do
not belong to k. The copy rule, then, can be defined as

I, Alp, AQuw = CQ(w; P x (k,p))
' Alp = CQ(w; P (k,p))
The following meta-theorems are admissible over TM4:

Theorem 3. Admissibility of Cut for TM4

copy

i, IfT = AQ(w;P)andT,A = CQ(w;P)thenT = CQ(w;P).

ii. If T = AQ(a;Py) and ', Alp = CQ(w; P x(k,p)) then I’ =
CQ(w; P).
Theorem 4. Admissibility of Identity for TM4

I'y AQuw = AQ(wj; P) for any context I, proposition A, world w, and permission
context P.

Due to the unusual structure of this calculus, we give a full statement of
soundness and completeness of TM4 with respect to J]M4. The proofs of
these properties are listed in the appendix. The rest of this section does not
significantly affect the readability of § 3.
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10 Intuitionistic Multimodal Logic as an Authorization Logic

Theorem 5. Correctness of Translation from TM4 to JM4
IfT' = AQ(w; P)and I'{w; P} = (A;T), then A;T' — A true.

Before we prove this, we must define the translation I'{w; P} from teth-
ered contexts to judgmental contexts. This can be defined inductively as

(){w; P} = (5-)

~

T{w; P} = (A;T) T{w; P} = (A;T) w #
}

I, AQw{w; P} = (A;T', A true) I, AQuw'{w; P} = (A;T)

A~ ~

I{w; P} = (A;T) (k,p)€P MNw; P} = (AsT)  (k,p) ¢ P
T, Alp{w; P} = (A, k cert A;T) T, Alp{w; P} = (A;T)

Theorem 6. Correctness of Translation from JM4 to TM4
Let TA™ = (A; P). If A;T — A true, then A,I'Qa = AQ(c; P).

Once again, this introduces some auxiliary judgments that we can de-
fine inductively. The first one, " A, translates the judgmental knowledge
context A into a list of assumptions A of the form Alp, along with a per-
missions context P that contains all of the newly generated permissions in
A paired with the agents from which they came. The transformation I'Qa
changes each assumption A in I" to AQq for the same new world a.

™A™ is defined below.

TAT = (A; P)

.= (e¢) TA, kcert AT = (A, Alp; P x (k, p))
Again, the proof of this is in the appendix.

3 The Logic M4s

It is possible to correct several of the shortcomings of M4 by slightly mod-
ifying the presented calculi to admit the 4s axiom. Therefore, the revised
logic is called M4s. First, we present the judgmental sequent calculus JM4s.
Following this, we present a tethered sequent calculus TM4s that we con-
jecture would be a useful addition to a type theory for distributed compu-
tation for the purposes of proof carrying authorization.
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Intuitionistic Multimodal Logic as an Authorization Logic 11

3.1 JM4s: Judgmental M4s

Two key insights derived from M4 influence the formulation of M4s: First,
we need to track the “current principal” with whose certified assumptions
a proof is derived, so that we may not have to delete assumptions from A.
Second, truth is the modality that directly interacts with the definitions of
O and ¢. Therefore we also treat truth as an indexed modality. From these
observations, a sequent of the following form emerges:

A;Fg’y

A contains assumptions of the form % cert A and I' contains assumptions
of the form A true, as in J]M4. k simultaneously indexes the judgment on
the right, and allows access to only those assumptions available to k. This
change means that I' is not just a context of locally available assumptions,
but specifically a context designated for use in a particular proof by the
current principal. As usual, v is a place-holder referring to either a truth or
a possibility. The init rule and the D connective are recounted to illustrate
the behavior of the sequent.

A; T, Atrue 5, B true
init R
A;F,Atrueifltrue A;FLADBtrue

AT, AD B true %5 A true A;F,ADBtrue,Btruegy

oL
A;F,ADBtruegv

The implication rules are quite predictable. The right rule introduces premises
available to the same principal, and the left rule allows access to local as-
sumptions so introduced. Next, we examine the rules pertaining to the cert
modality:

A, kcert A;T, A true LN ~y

cert
A kcert A;T LN v
A;- kA true Ak cert A; T, 0L A true EN vy
: Ur ) Ur
A:T L O, A true A;T, O, A true L ~y
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12 Intuitionistic Multimodal Logic as an Authorization Logic

The cert rule only allows the current principal to instantiate and manipu-
late policies for which it is the certifying authority. The right rule delegates
the sub-derivation to the principal internalized by [;. Only the locally
available assumptions, i.e. I' are cleared. We depend on the cert rule to
restrict access to A appropriately. The left rule allows any principal to be-
come aware of certified policies available to other principals in the sub-
derivation. This formulation admits the 4s axiom. The rules for ¢ are also
updated.

AT 5y A true
- poss
A;T LAY poss
AT E 4 poss A; Atrue & © poss
: Or ;. oL
A:T 5 OpA true AT, QA — C poss

Like O0g, O delegates the sub-derivation to & to be proven using the policies
controlled by £ — and some local resource “shared” with it.

In addition to Weakening, Contraction and Exchange, the calculus JM4s
satisfies the following meta-theoretical properties:

Theorem 7. Admissibility of Cut for [M4s

i If AT 5, A true and A;T, A true i>7then AT 57.
ii. If Ay 5 Atrueand Ak cert A;T 5 then AT 2 .

iii. If A;T Ly poss and A; A true LG, poss then A; T LG poss.

Proof. By lexicographic induction, first on the size of the cut formula A4,
then on the on the ordering (i) < (ii) and (i) < (iii) of the induction
hypotheses, and then simultaneously on the sizes of the two given deriva-
tions. O

Theorem 8. Admissibility of Identity for [M4s

AT, Atrue & A true for any contexts A and T, any proposition A, and any
principal k.

Proof. By induction on the size of the proposition A. O
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Intuitionistic Multimodal Logic as an Authorization Logic 13

3.2 TMd4s: Tethered M4s

Next, we present a tethered sequent calculus for M4s. Due to the more
palatable proof theoretic behavior of M4s, translating to it is much simpler.
It is quite similar to the tethered calculus for distributed computation pre-
sented in [PfelOc], and elucidates the direct connection between M4s and
distributed computation in a multi agent system.

Once again, we present a sequent calculus, and begin by describing the
sequent:

I' = Ax(w,k)

A context I" entails a proposition A at a world w, within the view of a prin-
cipal k. * as it occurs in the consequent of a sequent is a place-holder that
refers to any of two tagging operations: @ and 7. AQ(w, k) means that A
is true at the world w within the view of a principal k£, and A?(w, k) means
that A is possible at the world with some constraints. They respectively
correspond to the truth and possibility judgments in JM4s.

The context, which supports weakening, contraction and exchange, is
defined as follows:

= - | INAQw | T, Alk

Alk describes certificates available at any world, but within the view of a
specific principal. AQw describes truths available at a particular world for
use in a proof.

The rules for [J are covered in detail in order to recapitulate the style in
which tethered semantics is formulated in [Pfel0c].

I Alk, AQuw = C* (w, k)
Al = Cx* (w, k)

copy

Alk refers to a hypothesis available at any world, and protected by k. The
copy rule simply copies it to the current world provided we are in the view
of k.

I' = AQ(a,i)
I = DzA@(w,k)

R

In order to prove a boxed formula, the right rule needs to switch the view
to the appropriate principal, and make all previously available local re-
sources unusable. Instead of clearing any assumptions from the context,
the sub-derivation is “moved” to a world about which no information was
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14 Intuitionistic Multimodal Logic as an Authorization Logic

previously available. The world is denoted by the fresh variable a. The left
rule, which appears next, should be self-explanatory.

INO0,AQw, Ali = Cx* (w,k)
I'NO0;AQuw = Cx (w,k)

The rules for ¢ make the following straightforward translation to the teth-
ered semantics. As usual, occurrences of « refer to fresh variables.

I' = AQ(w,k)
poss
I' = A?(w,k)
I' = A?w,k) 5 I, 0rAQuw, AQa = C?(a, k) 5
T = OrAQ(w,i) T, 0pAQuw = C2w,k)

It is worth taking a moment to note the behavior of ¢r. Every resource
that was previously available as a truth in that world now becomes avail-
able to another principal. When policies are designed without care, this
might lead to an unwarranted leakage of local resources to another princi-
pal. When designed correctly, it can be used to copy over specific resources
protected and certified by a principal, and issuing these copies to another
principal at a particular secure world as capabilities. Due to the behavior of
the left rule, we can rest assured that these capabilities cannot be leaked to
another world. To further understand this resource sharing, the logic may
be enriched with a property similar to affirmation-flow [GP06]. A thor-
ough treatment of flow is beyond the scope of this paper, but is likely to be
simpler because indexed laxity has to respect many more constraints than
indexed possibility in the left rule.
The following meta-theorems are admissible over Tethered M4s:

Theorem 9. Admissibility of Identity for TM4s
I'yAQw = AQ(w, k) for any context T, any proposition A, and an arbitrary
principal k.

Proof. By induction on the size of the proposition A. O

Theorem 10. Admissibility of Strengthening for TM4s
IfT = AQ(w,k)thenT|, = AQ(w,k).
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Intuitionistic Multimodal Logic as an Authorization Logic 15
I'|y, is defined as follows:
o =
T, Alk|y = Tw, Alk
I, AQul|y, =Ty, AQuw
I, AQu'|, =Ty w' # w
Proof. By induction on the structure of the given derivation. O

Strengthening tells us that we can discard any assumptions that can’t
be used in the current world. This theorem is instrumental in proving the

next theorem.

Theorem 11. Admissibility of Cut for TM4s

i IfT = AQ(w,k)and ', AQuw = Cx (w,k)thenl = Cx* (w,k).

ii. IfT' = AQ(a,k) a¢la# wand ') AQuw = Cx(w,k) then

' = Cx(w,k).

il. IfI' = AQ(a,k) a & T'a # wand I';Alk = C=*(w,i) then

I' = Cx(w,i).

iw. IfT' = AQ(w,k)and I';AQa = C?a,k) o & I',a # w then

I = C?w,k).

Proof. By lexicographic induction, first on the size of the cut formula 4,
then on the on the ordering (i) < (ii) < (iii) and (i) < (ii) < (iv)
of the induction hypotheses, and then simultaneously on the sizes of the

two given derivations.

O

The following is a formal statement of the equivalence between JM4s and

TM4s.

Theorem 12. From JM4s to TM4s

i, IF AT 5 A true then AL,T@h = AQ(h, k)
ii. IfA;T 5 A poss then Al,T@h = A?(h, k)
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16 Intuitionistic Multimodal Logic as an Authorization Logic

Al is defined as follows:
i

A,k cert Al = Al Alk

'@~ is defined as follows:

|
T, A true@h = TQh, AGL

Proof. By simultaneous induction on the structure of the given derivation.
O

Theorem 13. From TM4s to JM4s

i, IFT = AQ(h, k) then ;-1 & A true
ii. IfT = A?(h,k) then ™|, £ A poss
TA,T|T, " is defined as follows:

"A;T| = AT
TA;T|(IY, Alk), T =T A, certk A; T|T),™
TA;T|(TY, AQh)," = "A;T, A true|T'},”
TA;T|(I, AQuw), "= TA;TIT, w#h

Proof. By simultaneous induction on the structure of the given derivation.
The strengthening theorem is key in permitting the use of the induction
hypotheses. O

The translation and theorem are both straightforward, and resemble

those given in [Pfel0c].

3.3 Admissible and Inadmissible Properties of M4s

Here are a few axioms and interaction rules in the logic that give a better
intuition for the properties that we expect to be provable in the logic:

o [Jhas the usual interaction rules with the usual propositional connec-
tives. It commutes in both directions with conjunction, one direction
with implication and one direction with disjunction:
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- F0Or(A D B) D (0OkA D O B) —axiom K

-+ (DkA\/ DkB) > Dk(A\/ B)

o /OADA
In a distributed computational interpretation, this means that a local
resource cannot be arbitrarily preempted by a principal and have a
claim of ownership placed on it. Additionally,when we substitute L
for A, we get a basic non-interference criterion.

° |7[ AD A
As always for the modality of validity.

o 1A D ;00,A - Axiom 4s
] |7/ O,AD DkD]A

These properties resolve the problems we had in the logic M4 using [ as
the operator that globally certifies a formula. In fact ;s as presented in
JM4s is equivalent to k says s of BL found in Deepak Garg’s dissertation
[Gar(09]. The same work contains an in-depth justification of why the given
behavior for [J or says is desirable, and further illustrates the utility of
such an operator in a proof carrying file system. Next, we consider some
interaction rules concerning ¢

e { also has all the usual interaction rules with the usual propositional
connectives. It commutes in one direction with conjunction and dis-
junction, and not at all with implication except through . - O, (A D
B) D (OxA D O B) —axiom K

e F[.AD QA - Axiom D
Unlike in M4, the indices must be the same. Computationally, this
links [J and ¢ inextricably via their indices. The former becomes
a strictly stronger operation, because in a system with at least one
world, any globally valid certificate can be used in some specific world.

o 7/ 0rAD O;0LA
o F OpA D Ox0,A

These properties resolve the strange lack of correlation in M4 in the manner
in which the two modalities were indexed. The last two properties are sig-
nificantly different from those of box modality. Computationally, the lack
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of 4s says that proofs that require local resources cannot be freely delegated
on a global level. The presence of its counterpart, however, tells us that in
a particular world, a principal k£ can delegate a proof to another principal
J while locally issuing capabilities to j for resources otherwise accessible
only to k.

4 Conclusions and Future Work

We have presented a logic M4s, and a tethered calculus for it called TM4s.
This logic replicates some of the functionality of BL, but also gives a sim-
ple reinterpretation of the same functionality in the context of distributed
computation. We did not consider many features that would make TM4s
practical, such as first order quantification over principals, and a notion
of time. However, in hindsight, all of these extensions can be added as
done in [Gar09]. The main contribution of this paper is an interpretation
of the ¢, modal operator in authorization logic, and an interpretation in
a distributed framework due to the connection with intuitionistic Kripke
semantics and tethered semantics.
We see some potential applications for a logic like TM4s:

o A system of natural deduction for TM4s can be used as a type theory
for a distributed computation, in which data and proofs of authoriza-
tion are treated uniformly in the language. PCML5 (proof carrying
MLD5) is such a recently proposed programming language that ex-
tends ML5, a language for distributed computing, with the GP logic
for PCA [KAH10]. We believe that TM4s is more naturally suited to
the semantics of authorization in a distributed system, and overlaps
more nicely with the type system of ML5.

o If TM4s were to be extended with linear logic, and given a notion of
consumable credentials (similar to BL” from [Gar(09], the resulting
logic could be applied to distributed computation as an abstraction
for mutual exclusion and other synchronization primitives.

We leave it to future work to explore these possibilities.

A Theorems from § 2

5: Translating TM4 to JM4

The proof for a fragment of the language is given here:
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Case:
r = A@(Oz;Pk)
I' = 0,AQ(w; P)

Our inductive hypothesis gives us

A = A

where T'{a; P} = (A;T). By the definition of T'{c; P}, we know that
[ is just - since « is a fresh world. In addition, since P, must only have
permissions for k in it, A must only have assumptions for k in it.

We are trying to prove A/; TV — [ A, where T'{w; P} = (A’;I"). We

know that A to be a subset of A’ (specifically, A = Ap).
Lemma 1. IfT'{w; P} = (A;T), then T{a; P} = (Ay; ).
Proof: by induction on the definitions of I'{w; P}, Py, and A.
This gives us the derivation

AT — A

defn
OR

Case:

IOy AQuw, AQp = CQ(w; P * (k, p))
IOgAQw = CQ(w; P)

OL
Our inductive hypothesis gives us

A kcert A;T,0,A— C
which allows us to construct the derivation
A,k cert A;T,0,A — C
A; f, A — C

ar

Case:

T, Alp, AQw = CQ(w; P * (k,p))
I, Alp = CQ(w; P * (k,p))

copy
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Our inductive hypothesis gives us
A kcert A;T — C
We can now construct the derivation

Ak cert A;T — C
A kcert A;T,A— C

copy

6: Translating JM4 to TM4

The proof for a fragment of the language is given here:
Case:

Ak;-—>A

U —
A;F—)DkA k

By our inductive hypothesis, we get

Ay = AQ(o; Py)

where "A, T = (Aj, P)). We also have TA™ = (A, P), and by the
definition of " A ™ we get that P, = P;. This gives us the derivation

Ay = AQ(a; Py)

weakening

A Taw = AQ(a; Pp)
A, T@w = 0,AQ(w; P)

Case:

A kcert A;T, LA — C
A; T, OxA — C

UL
By our inductive hypothesis, we get

A, Alp, T, 0, AQa = CQ(a; P x (k, p))

allowing us to construct the derivation

PROJECT REPORT MAY 9, 2010



Intuitionistic Multimodal Logic as an Authorization Logic 21

Case:

A, Alp, T, 0, AQa = CQ(a; P x (k, p))

— UL
AT, 0, AQa = CQ(a; P)

A kcert A;T,A—C
Ak cert A;T — C

copy

By our inductive hypothesis, we get

A, Alp, T, AGa = CQ(a; P * (k,p))

allowing us to construct the derivation

A, Alp, T, A@a = CQ(a; P x (k,p))

- - copy
A, Alp, T = CQ(a; P = (k, p))
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