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Overview

e Motivations

e M\SR — LL

e Strands — LL

e Comparison
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sz Representing Security Protocols

Strand Spaces < Multiset Rewriting

(with existentials)
[Guttman et al.] [CSFW 99]

+ Bisimulation for Reachability
(= Basic Secrecy) [csFw oo

+ But parameters and nonces treated
differently!

* Are these differences important for
other security properties?
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~ e Refinement of traditional logic
£+ Natural accounting of states & resources

. ® Known connection to Multiset
. Rewriting (MSR)

¢ extension with:
= first-order parameters
= existentials

® Express Strands in Linear Logic
¢ Build on Dynamic Strands model
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Comparing Strands to MSR

bisimulation
MSR — T —  Strands
(CSFW 00)
. ? :
Linear ° Linear
logic logic
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Running Example

Needham-Schroeder Protocol

A — B: {N,, Alp
B> A: {NA, NB}KA
A — B: {NB}KB
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a= VISR Protocol Notation

e Non-deterministic /nfinite-state systems
® Facts
Fuz P(t, ., 1)
t o= x| c | f(t, .., 1,)
~ o States {Fy, .. F,}
* Multiset of facts

» Includes network messages, private state
» Intruder will see messages, not private state

» Multiset allows duplicated messages, states
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sz State Transitions in MSR

e Transition rule
¢ Fp, .., Fh — 3% .. 3x,,. 64, ..., 6,

e What this means
* If F,, .., F.in state G, then a next state ¢' has
= Facts Fy, ..., F, removed

* 5y, .., 6, added, with x; .. x,. replaced by
new symbols

= Other facts in state ¢ carry over to
* Free variables in rule universally quantified
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® A(ty,..T,) Rolestates

o Pr PrvK PubK, .. Persistent info.
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z=== NS: MSR rules for Alice

Tao(A) = Ag(A), Tao(A)
Ao(A), Tta1(B) = INL. AL(ABN,), N(IN4 A}p), T41(B)
A1(A,B, Na), N({N,,Ng}a) = A(A,B,N4Np)
A)(A,B.N,Ng) — A3(A,B N, Ng), N({Ng}p)

where  m,0(A) = PHA), PrvK(A K, D)
na1(B) = Pr(B), PubK(B Kp)
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&= [ Iinear Logic Basics

® Fragment of Linear Logic
* "resource management”

® Multiplicative Conjunction (tensor): X ® Y

¢+ Resources X and Y are both available
® |Linear Implication: X — Y

¢ Consume X and replace it with Y
¢ Jand V
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VYy.(F®..0F, — X, ... 3IX,(G;®...8G,))

Sound and Complete
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z== NS: Linear Logic rules for Alice
TCAO(A) —© AO(A) ® nAo(A)

Ao(A) ® my (B) —o
IN,. Ay(A.B,N.) ® NUN4A}) ® Ty (B)

A1(AB, Np) ® N({Na,Ng}xa) —2 Ay(A,B,N,,Ng)

Ay(A,B,Na,Ng) —o Ag(A,B,Nx,Ng) @ N({Ng}ys)

where  m,0(A) = PHA), PrvK(A K, D)
na1(B) = Pr(B), PubK(B Kp)
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s Strands [Guttman et al]

® Graphical representation
+ causal interactions

¢ Designed for after-the-fact analysis

2 @ Events
¢ message sent, message received

® Strands
+ finite sequences of events
S1 =S, > .. > S¢ , each s; anevent
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NS: A Bundle

{NA: A}KB g

\Y
\%

(N4, Nelya -

\Y
\%

{Na}a

\ 4
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s Dynamic Strands [CSFW ‘00]

® Support executable specifications
e Specification language
¢ Decorated strands

e Execution capabilities
¢+ Configurations
¢ Transitions

Interpreting Strands and Multiset Rewriting in Linear Logic



== Parametric strands

e Strands are instances of rol/es

® Parameters: instantiable information

® Constraints.
* Fresh variables (Nonces)

¢ Persistent info.
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NS: Parametric Strand for A/ice

Alice (A,B,N,,Np) :

N, Fresh, n, (A,B) {N4, Alga >
{NA' NB}KA <
here
e {Nghe >

w(A,B) = PA), PrvK(A K,1),
Pr(B), PubK(B Kp)
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=== C0 nflg urations

? Capture possible next actions

® Cxtension : bundle + remaining actions

2 ® Configuration : bundle + extension

® Fringe : crossing arrows

/ :/,, +/

Configuration =  bundle + extension +  fringe
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NS: Configuration

{N,, Ak > {Na Al
{N4, Nglea < {N,, Ng}a
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Decorated Strands

e Add initial (T) and final node (L)

¢ Add labels Q(q;) to = arrows

® Add label stop to last = arrow
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sz NS: Decorated Strand for Alice

-
Alice (A,B,N,Np) : “ Qq0)
N, Fresh, n, (A,B)
{N4. Ao ”
Q(q,)
{N4., Ng}ga <
Q(q,)

N —
where { B}KB
m(A,B) = Pr(A), Prvk(A K, 1), “ stop
PA(B), PubK(B Ky)
1
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&= From Strands to LL

® Encoding of variables
* Labels (q) --> 4
* Fresh variables --> 3

¢ |nstantiated variables --> V

® Encoding of nodes (see paper)
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. NS: Alicerole In Linear Logic

30,01, 92-3N,. VK, Ky . Kg,Ng.

mp (KaKa 2,Kg) — 7 (Kasky 1Kp) ® Q(CIO) ® (

Q(dg) — N({ka.na}i.) ® Q(qy) ® (
Q(a;) ® N({n,,ng}y,) — Q(ay) ® (
Q(gz) — N({ns}.) ® stop)))

Sound and Complete
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sz=e MSR and Strands In Linear Logic

e MSR in linear logic
¢ vz. A(.) — Fy.N(.) ® Au(.)

® Strands in linear logic

+ dq Jy Vz. Ng(...) — Ny(...) ® Q(q;) ® (
Q(q;) — Ny(...) ® Q(q2) ® (

® Not logically equivalent!
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Conclusions

bisimulation
MSR «~— = T———__— Strands
(CSFW 00)
. ? .
Linear . __ _ _ _ o _____ B Lmegr
logic logic

® Approximate bisimulation
+ Agreement on the secrecy property

e Non-equivalent interpretations in LL
+ Differences on other security properties?
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sz Future Work

® Other security properties?
* Not reducible to reachability

® Other LL representations
* Proof-nets

= o Use of LL to study other formalisms
+ Spi-calculus
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