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Abstract

Recent years have seen a surge in the attention drawn by deep learning as its presence
gets stronger in numerous application domains, including safety-critical systems such as
autonomous vehicles. Although neural networks have superb generalization ability in
object recognition, they are surprisingly susceptible to adversarial perturbations that
are often imperceptible to the human eye and yet can trick the neural networks into a
misclassification. One promising approach to improving the robustness of neural net-
works is adversarial training, whereby neural networks are trained using adversarially
perturbed examples as well as the original training data.

In evaluating the robustness of a neural network, it is a common practice to measure
the zero-one loss of the neural network with respect to adversarially perturbed examples.
However, because the zero-one loss function is not smooth, other loss functions are in-
stead used to train neural networks. This raises the question of what loss function should
be used in the training in order to provide the highest degree of robustness to neural
networks. Focusing on a concrete variant of adversarial training called distributionally
robust optimization (DRO), this work attempts to empirically answer this question.

The present work has found out that optimal loss functions for DRO vary from DRO
algorithm to DRO algorithm. In addition, the cross entropy loss function, which is
widely used in training neural networks, yields acceptable robustness in all three DRO
algorithms considered in this work. Therefore, as far as the robustness of neural networks
in DRO is concerned, there is no need to reconsider the standard use of the cross entropy
loss function in training neural networks.
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Chapter 1

Introduction

1.1 Background

Inspired by the structure of the human brain, artificial neural networks (often abbrevi-
ated to neural networks) were invented as one of the paradigms for machine learning.
Neural networks have recently garnered substantial attention from the research commu-
nity and industry due to the neural networks’ noteworthy performance in a wide range
of machine learning tasks where humans have traditionally been superior to computers.
Notable examples include

1. Computer vision: Krizhevsky et al. [2012] won the ImageNet Large Scale Visual
Recognition Challenge (LSVRC) in 2012 by a significant margin, demonstrating
that the neural network is a promising approach to computer vision.

2. Natural language processing: Wu et al. [2016] incorporated neural networks into
Google Translate, successfully improving the quality of statistical machine trans-
lation.

3. Playing games: Silver et al. [2016] used a neural network to create the program
AlphaGo that outperformed pre-existing programs for the game of Go.

As neural networks become increasingly widely employed in safety-critical systems
(e.g. autonomous vehicles), it is essential to ensure safety of systems with machine learn-
ing components. Despite the stellar performance of neural networks, they have been
found to be vulnerable to so-called adversarial perturbations in compute vision [Szegedy
et al., 2013]. That is, it is relatively easy to trick neural networks into a misclassifica-
tion by introducing a small and often imperceptible perturbation to an input image. A
sample adversarial example (i.e. an adversarially perturbed image) is given in Figure 1.1.

Since the discovery of adversarial perturbations in neural networks, adversarial per-
turbations have drawn much attention in the research community. Although adversarial
perturbations have been studied extensively, no definitive solution has been found.

One promising approach to enhancing the robustness of neural networks is adversarial
training (AT) [Goodfellow et al., 2015], which trains neural networks using not only the
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Figure 1.1: Adversarial example of a yellow cab generated using FGSM [Goodfellow
et al., 2015]. The original image is correctly classified as a cab with the confidence of
0.999, whilst the adversarial example is incorrectly classified as a jigsaw puzzle with the
confidence of 0.629. The adversarial perturbation in this example is discernible, but
[Szegedy et al., 2013; Kurakin et al.,; 2017] contain examples of adversarial perturbations
that are hardly recognizable by the human eye. The original image of the yellow cab
comes from the ImageNet dataset [Deng et al.,, 2009], which is publicly available at
http://www.image-net.org/.

original training data but also adversarial examples. In conventional AT, a user-specified
limit is imposed on the size of a perturbation for each individual datapoint from the
training dataset. Thus, conventional AT considers “pointwise” adversarial perturbations.
By contrast, a variant of adversarial training called distributionally robust optimization
(DRO) considers distributional adversarial perturbations, where a limit is imposed on
the overall size of a perturbation on the entire probability distribution (as opposed to
perturbations on individual datapoints) [Staib and Jegelka, 2017; Sinha et al., 2018].

A key advantage of DRO over conventional AT is that DRO is a generalization of
conventional adversarial training. Consequently, whilst conventional AT assumes that all
pointwise adversarial perturbations are equally likely, DRO does not [Staib and Jegelka,
2017].

To execute adversarial training, we need to compute adversarial examples as a sub-
problem. Intuitively, an adversarial example can be devised by searching for an example
where there is a significant difference between the correct result and the actual prediction
result of a neural network. More formally, computation of an adversarial example can
be formulated as the maximization problem of a loss function, which quantifies the dis-
crepancy between the correct and actual prediction results. The literature abounds with
loss functions, and the choice of loss functions depends on a specific machine learning
task/algorithm.

In their highly influential paper, Carlini and Wagner [2017] empirically investigate
the relationship between loss functions and the robustness of neural networks in the
setting of adversarial attacks. Based on the optimal loss function they have identified,
they devise a new adversarial attack that successfully circumvents some of the defenses
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that had not been compromised previously.

In the literature of adversarial training (including DRO), the robustness of a neural
network is measured by first creating adversarial examples from a dataset and then
calculating the proportion of (adversarial) examples that the neural network misclassifies
[Staib and Jegelka, 2017; Sinha et al., 2018]. In other words, the goal of adversarial
training is minimization of the zero-one loss function, which returns 1 if the prediction
is different from the correct result and otherwise returns 0. However, since most regions
in the zero-one loss function is flat, it is unsuitable to be used in a training algorithm
(i.e. backpropagation algorithm) for neural networks. This is because in order to train
neural networks, it is necessary to compute gradients of a loss function, and the zero-one
loss function rarely gives non-zero gradients. Hence, we need to use a “smoother loss
function” in practice when training neural networks, although the objective of adversarial
training is minimization of the “zero-one loss function”. This begs the question: what
loss function is the most suitable in adversarial training where robustness is evaluated
in terms of the zero-one loss?

Inspired by [Carlini and Wagner, 2017], in this work, I apply their idea to the setting
of DRO, investigating which loss function will offer the highest degree of robustness to
neural networks. This research is worthwhile for two reasons:

1. From a theoretical viewpoint, it is interesting to see whether the empirical findings
on optimal loss functions by Carlini and Wagner [2017] will carry over from the
setting of adversarial attacks to the setting of DRO, which relies on adversarial at-
tacks. It is reasonable to expect that being able to find better adversarial examples
in the process of adversarial training will improve the robustness of adversarially
trained neural networks. Accordingly, it is also reasonable to expect optimal loss
functions in [Carlini and Wagner, 2017] to be optimal in the setting of adversarial
training (DRO in particular) as well.

2. From an empirical viewpoint, it is useful to know what loss function(s) will give
the highest degree of robustness and whether the cross entropy loss function, which
is widely adopted, produces satisfactory robustness in DRO.

1.2 Related work

1.2.1 Properties of adversarial perturbations

Adversarial examples were first reported by Biggio et al. [2013] and Szegedy et al. [2013].
Szegedy et al. [2013] additionally observed the transferability of adversarial examples:
a number of adversarial examples carry over from one deep neural network to another
network with different hyper-parameters (e.g. architectures and initial weights).

Goodfellow et al. [2015] maintain that adversarial examples are prevalent due to
the (locally) linear nature of deep neural networks. For instance, ReLU, which is a
popular choice for activation functions because it can prevent gradients from vanish-
ing/exploding, is a piecewise linear function and hence can make neural networks (lo-
cally) linear.



Bubeck et al. [2018] construct a classification problem that is easy to learn with a
high degree of robustness information-theoretically but is computationally difficult to
learn with a high degree of robustness under the statistical query (SQ) learning model.
As a result, they show that the difficulty of creating robust neural networks may be due
to computational constraints rather than information-theoretic ones.

Jacobsen et al. [2019] investigate invariance-based adversarial examples (as opposed
to perturbation-based adversarial examples), reporting that the standard cross entropy
loss function commonly used in training neural networks is partially responsible for
vulnerability of neural networks to invariance-based adversarial perturbations.

The relationship between loss functions and properties of neural networks (e.g. test
accuracy and convergence rate of empirical loss to expected loss) is investigated in
[Rosasco et al., 2004; Janocha and Czarnecki, 2017]. Saito and Roy [2018] empirically
study the influence of loss functions on the robustness of neural networks to adversarial
perturbations. In [Saito and Roy, 2018], neural networks are trained using the standard
backpropagation algorithm (and hence not adversarial training). On the other hand,
in the present work, I use neural networks that are trained by distributionally robust
optimization (DRO), which is a variant of adversarial training.

1.2.2  Adversarial attacks and training

Szegedy et al. [2013] suggest a method to generate adversarial examples based on an
optimization method L-BFGS. Exploiting the local linearity of deep neural networks,
Goodfellow et al. [2015] use one-step optimization method called the fast gradient sign
method (FGSM) to generate adversarial examples. Goodfellow et al. [2015] also exper-
iment with adversarial training using FGSM-generated adversarial examples, reporting
that adversarial training makes neural networks more robust.

Madry et al. [2017] propose robust optimization (RO) as a unifying framework of
adversarial training. This RO-based formulation of adversarial training has been ex-
tended to one based on distributionally robust optimization (DRO) [Staib and Jegelka,
2017; Sinha et al., 2018]. In DRO, we consider perturbations on entire probability distri-
butions of datapoints (instead of perturbations on individual points as in conventional
adversarial training). DRO with the Wasserstein distance (in a context outside adver-

sarial training of neural networks) is also investigated in [Blanchet et al., 2016; Gao
and Kleywegt, 2016; Mohajerin Esfahani and l\uhn 2 18]. DRO with different metrlcS
(e.g. f-divergences) are studied in [Duchi et al.; 2016; Ben-Tal et al., 2013].

Papernot et al. [2016b] introduce defensive distillation to make neural networks more
robust. This defense yields promising results in protecting against adversarial examples
crafted by four adversarial attacks: L-BFGS, FGSM, Deepfool [Moosavi-Dezfooli et al.,
2016], and JSMA [Papernot et al., 2016a]. However, by empirically examining dlfferent
loss functions for adversarial attacks, Carlini and Wagner [2017] show that solving opti-
mization problems with carefully designed loss functions can foil defensive distillation.



1.3 Contributions

The first contribution of this project is identifying two issues with the current literature
on distributionally robust optimization (DRO): (i) mismatch between loss functions used
in practice and loss functions in the theoretical formulation of DRO; (ii) the use of
pointwise adversarial attacks instead of distributional attacks to evaluate the robustness
of neural networks (See Section 3.3).

The second contribution is proving that the DRO algorithm developed by Sinha
et al. [2018], which is named WRM, can be viewed as adversarial training in which
adversarial examples are computed using the framework of [Carlini and Wagner, 2017]
(See Section 4.3). Building on this, the third contribution of the project is empirically
studying the relationship between loss functions and the robustness of neural networks
trained by three distinct DRO algorithms (including WRM), thereby addressing the
first issue mentioned above. I systematically evaluate seven different loss functions from
[Carlini and Wagner, 2017] in terms of the resulting robustness in the DRO setting of
[Staib and Jegelka, 2017; Sinha et al., 2018] (See Chapter 5).

1.4 Outline of the report

This document is structured as follows.

In Chapter 2, basic terminologies and concepts necessary to understand distribu-
tionally robust optimization (DRO) are presented. Specifically, I will introduce robust
optimization, supervised learning, neural networks, and adversarial attacks/training.

In Chapter 3, I will provide a formulation of DRO and describe previous research
work by Staib and Jegelka [2017] and Sinha et al. [2018] on DRO algorithms. Chap-
ter 4 discusses the empirical studies by Carlini and Wagner [2017] on the relationship
between loss functions and robustness of neural networks in the setting of adversarial
attacks. The highlight of this chapter is the analysis showing that WRM, which is a
DRO algorithm developed by Sinha et al. [2018], can be viewed as adversarial training
where adversarial examples are computed using the framework for adversarial attacks
in [Carlini and Wagner, 2017].

This is followed by Chapter 5, where the first part describes the experiments con-
ducted to confirm some of the results in the previous research work, and the second
part describes the experiments for comparing loss functions in terms of their resulting
robustness in three DRO algorithms.

Finally, Chapter 6 concludes the report. Basics of optimization are presented in
Appendix A. Appendix B provides details on adversarial attacks and training. Addi-
tional analysis and experiment results are available in Appendix C and Appendix D,
respectively.



Chapter 2

Preliminaries

2.1 Robust optimization

Robust optimization concerns optimization under uncertainty in data and seeks to pro-
duce an optimized solution that is resistant to perturbation in data [Ben-Tal et al.; 2009].
To illustrate robust optimization, consider linear programming:

minimize c'x
subject to Ax < b,

where A € R™*" b e R™, and ¢ € R™. This can be more succinctly written as
min{c'z | Az < b}.
x

Here, cTx is an objective value, and the function x — ¢Tz is called an objective function.
If = satisfies Az < b, then z is said to be a feasible solution. If = arg min,{cTy | Ay <
b}, x is called an optimal solution.

Suppose an optimal solution to the above optimization problem is x*. If the entries
of A possess uncertainty, they may cause z* to violate the constraint Az* < b. In some
application scenarios of optimization, violation of constraints is unacceptable and must
be avoided at all costs. In such a situation, it is critical to ensure that a solution remains
feasible even when it is subject to perturbations within a certain degree of uncertainty.
Thus, in robust optimization, we aim to compute x that optimizes the “worst-case”
objective value under uncertainty.

Formally, let U be the set of possible values for entries in A, b, and ¢ under uncertainty.
This U is called an uncertainty set. The above optimization problem is transformed into
the following robust optimization problem [Ben-Tal et al., 2009]:

min sup c'z | V(A byc) eU.Ax <Db,.
x (A,b,c)eU



2.2 Empirical risk minimization (ERM)

This section will establish a formal setting of supervised learning, which is one of ma-
chine learning paradigms, and will introduce empirical risk minimization (ERM). The
presentation style of this section follows that of [Mohri et al.; 2012]. Let X be an instance
space (i.e. a set of possible of inputs) and ) be a set of possible outputs. Because I will
focus on classification problems, Y is finite. Throughout this document, I refer to z € X
as an instance/example.

A “concept” is a function ¢ : X — Y. The goal of supervised learning is to
recover ¢ (or its approximation) using a training sample generated by c¢; i.e. a set
{(z1,¢(z1)),- -, (@m, c(xm))}, where z; € X for all i. The output of a machine learning
algorithm is a function h : X — ) (called a hypothesis) that approximates ¢. The
distinction between concepts and hypotheses is that concepts are the mapping that gen-
erates the data and that we would like to learn, whereas hypotheses are the output
mappings of machine learning algorithms.

In a noise-free setting such as the PAC (probably approximately correct) learning
model [Valiant, 1984], learning algorithms aim to learn a target concept ¢ that generates
training data. In the real-world applications, on the other hand, it is more reasonable
to assume that training data contain noise. Therefore, unlike in PAC learning where
we work with distributions over instance space X, in this document, we work with
distributions D over X x ).

Let £: ©x X xY — R denote a loss function, where © is the set of all possible param-
eters of a machine learning model (e.g. neural networks). The loss £(6, z,y) quantifies
the discrepancy between y (which is usually the ground-truth label) and the prediction
result Fyp(z). Here, Fp is a machine learning model with parameter(s) ¢ and (z,y) is
drawn from D (denoted by (z,y) ~ D). A loss function is usually a hyper-parameter
specified by a user.

When we disregard adversarial perturbations, the goal of training a model is to
evaluate an approximate minimizer 6 for

E [£(0,x,y)],
(x,y)w[( y)]

which is called an expected risk/error /loss.

In practice, D is unknown, and we are instead given a training sample drawn from
D. Given a sample S = {(z1,y1),..., (Tm,Ym)}, the empirical loss of a hypothesis 6
with respect to this sample is

1 m
=1
Empirical risk minimization (ERM) refers to finding parameters in machine learning

models that (approximately) minimize empirical risks.
Under the assumption that each instance in a sample is drawn randomly from D, we

10



have

(z,y)~

1 m
JE. [m;aﬁ,xi,yi)] = E_100,y))

By the weak law of large numbers, as long as we have sufficiently many examples in
the training data, empirical risk minimization will produce a hypothesis whose expected
risk is close to the smallest expected risk attainable. However, the rate of convergence
may be painfully slow, and consequently, the amount of necessary training data may
be impractically large. The relationship between empirical and expected risks is one of
the primary questions addressed by computational/statistical learning theory [Vapnik,
1999].

2.3 Neural networks

An artificial neural network is composed of layers of nodes, each of which plays the role
of a neuron in the human brain. Although some neural networks are also called “deep”
neural networks, the word “deep”, which is usually interpreted as having multiple layers
of nodes, is not rigorously defined in the literature. The technique of using deep neural
networks to solve machine learning tasks is known as deep learning [LeCun et al., 2015].

In this document, we will focus on feedforward neural networks, in which information
only flows in one direction (hence “feedforward”). Other architectures of neural networks
include recurrent neural networks, which process sequences of input data.

2.3.1 Feedforward neural networks

Definition Suppose that an instance space is X = R% and the set of outputs is J =
{1,...,k}. A “vanilla” feedforward neural network is a function F': X — ) of the form

F:=F,0---0Fy,
where each F; : R%-1 5 R% for 1 < i < n is
Fi(z) == pi(Aix + b;).

Here, both A; € R%*%i-1 and b; € R% store trainable/learnable parameters, and each p;
is a non-linear activation function. For consistency, we should have k = d,,.

Activation functions Non-linear activation functions are crucial as they provide non-
linearity to neural networks, thereby enabling neural networks to express a wide range
of non-linear functions in addition to linear functions. Four common activation functions
are

eT _e—®

e tanh: x — P

. ‘1. 1
e Sigmoid: z — Tre==

11



e Rectified linear unit (ReLU): x — max(z,0)

e Exponential linear unit (ELU):

{a(ex—l) ifz <0
T —

x otherwise,

where « is a user-specified hyper-parameter and is usually 1 by default.

These activation functions are applied to an input vector in a pointwise fashion. For the
last function F},, the activation function is usually the softmax function, which, given
z € R*, returns y € R* such that

eri

Yi = &

Zj:l et

This function squeezes each x; into y; € [0,1] in such a way that Z?:o yj = 1 and
arg maxi<i<k &; = argmaxj<;<k ¥;. Lhus, y; can be interpreted as the probability (also
called confidence) that the correct class label is i.

Beyond vanilla feedforward neural networks The feedforward neural networks used in
practice are more involved than the vanilla feedforward neural network described above.
For instance, various types of layers have been invented and used in practice; e.g. con-
volutional layers and dropout layers. In Chapter 5, we will use convolutional layers for
experiments, but it is not necessary to understand the details of convolutional layers.
Hence, I will omit an explanation on convolutional layers.

2.3.2 Training by backpropagation

Cross entropy loss function Training a neural network amounts to determining trainable
parameters such that an empirical loss of the neural network is (approximately) mini-
mized. For computer vision, a common loss function is the cross entropy loss function:

00, x,t) == —In(Fp(z)),

where x is an instance, t is the correct class label, and Fy(z); is the confidence for class
t in the output of the neural network Fjy.

Backpropagation Suppose we are given a training dataset {(z;,y;) | 1 <i < m} and we
are to use a loss function ¢. Training of neural networks is done by the backpropagation
algorithm [LeCun et al., 2015], which calculates the gradient V@% Yot (0,4, y;). Then
0 is adjusted by making one step in the direction of the loss’s steepest descent.

In theory, it is expected to calculate a gradient using all instances in a training
dataset. To speed up the computation of gradients, GPUs, which are capable of efficiently
handling matrices, are employed. However, since it is impractical to fit an entire dataset

12



in the memory of a GPU, the dataset is split into batches whose size is usually 128, 256,
or 512. This split is usually done randomly in the training phase. Once the dataset is
split into batches, we visit them sequentially, using each batch to calculate a gradient and
updating the weights of the neural network accordingly. When we have gone through all
batches, we divide the dataset randomly into batches again and repeat the same process.
Each round of traversing the entire dataset is called an epoch.

Optimizers A component within the backpropagation algorithm responsible for updat-
ing the neural network’s weights based on a gradient is called an optimizer. Amongst
popular optimizers for deep learning are stochastic gradient descent (SGD), RMSprop
[Tieleman and Hinton, 2012], and Adam [Kingma and Ba, 2014].

2.4 Adversarial attack and training

2.4.1 Adversarial attacks

Adversarial examples and perturbations can be informally defined as follows.

Definition 2.4.1 (Adversarial examples and perturbations). Let F' : X — {1,...,k} be
a classifier and let ¢ : X — Y be a target concept to be learned. An adversarial example

is x + 9 € X that is obtained by applying an adversarial perturbation § to an original
example x, where (z,c(x)) ~ D and F(x) = c¢(x), such that F(x + §) # c(x).

It is unnecessary to consider the case of F(z) # c(z) (i.e. the prediction result of
F is already wrong even without a perturbation), because we are concerned with the
robustness of a neural network only when its accuracy is high.

In most cases, additional requirements are imposed on the above definition of adver-
sarial examples. One common constraint is an upper limit on the size of perturbations
0. This is called an “adversarial budget” and denoted by €. In order for a perturbation
0 to be adversarial, we expect § to be relatively small; otherwise, if we were allowed to
inject as much perturbation as we wish, any reasonable machine learning model could
be tricked and hence would never be robust. However, an upper limit on the size of J is
determined by users and hence is problem dependent.

Regarding distance functions that we use to measure the size of perturbations, com-
mon distances in computer vision include the Lo and L., distances. However, none
of the distance functions that have been used in computer vision faithfully reflects the
human perception of similarity between images [Carlini and Wagner, 2017].

Another constraint is the target class of adversarial attacks; i.e. F'(z+9). If a target
class is specified, the attack is called targeted; otherwise, it is said to be untargeted.

The literature has a large body of knowledge on approaches to finding adversarial
examples [Akhtar and Mian, 2018], and some of them are presented in Appendix B.1.

13



2.4.2 Adversarial training

A family of defenses called adversarial training incorporates adversarial examples into
training data, thereby improving neural networks’ classification accuracy on adversarial
examples. Although we know that adversarial training increases the robustness of deep
neural networks, it remains unknown to what the extent adversarial training is effective.
Many of early research results on adversarial training are focused on specific training
schemes and tend to be of experimental nature rather than theoretical nature. Therefore,
it is necessary to develop a theoretical framework in which we can investigate adversarial
training rigorously and holistically (as in computational learning theory).

Recognizing this need, Madry et al. [2017] suggest robust optimization (RO) as a
theoretical framework for adversarial training. The use of RO in the setting of deep
neural networks first appeared in [Shaham et al., 2015; Huang et al., 2015; Lyu et al.,
2015].

As adversarial training is not strictly defined, it encompasses a broad array of al-
gorithms to train neural networks, whilst the RO framework for adversarial training is
rigorously defined. Therefore, not all adversarial training algorithms can be faithfully de-
scribed in the RO framework. Nonetheless, RO is instrumental in providing a theoretical
model of adversarial training that captures the intent of adversarial training. Therefore,
this situation is analogous to statistical learning theory, where we have a number of dif-
ferent learning models such as PAC learning and statistical query learning, all of which
capture the main intent of machine learning whilst using different assumptions.

I now introduce adversarial training in the form of robust optimization using the
presentation style of Madry et al. [2017]. Consider a set S of possible perturbations
around any instance x € X. Adversarial training can be viewed as the following robust
optimization problem:

m@in p(0), (2.4.1)

where p(0) (adversarial loss) is given by

E L0 ) . 2.4.2
LE L |maxe@r v o) (242)

An optimization problem of the shape (2.4.1) is called a saddle-point problem because
it has a maximization problem embedded inside a minimization problem [Madry et al.,
2017).

In (2.4.1), the inner maximization problem is interpreted as computing adversarial
examples with respect to parameter 6 of a neural network. The outer minimization
problem seeks to find € such that p(6) is minimized.

In practice, adversarial training proceeds by first computing the (approximately)
worst adversarial example within S around some x. This step can be achieved using, for
example, FGSM and PGD (See Appendix B.1). Using the resulting adversarial examples,
we run the backpropagation algorithm to adjust 6 such that the neural network classifies
these adversarial examples correctly with high confidence. A mathematical justification
behind this workflow of adversarial training is discussed in Appendix B.2.
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Chapter 3

Distributionally robust optimization (DRO)

3.1 Formalization

In distributionally robust optimization (DRO), entire probability distributions, instead
of individual datapoints, are perturbed. Whilst robust optimization (RO) in neural net-
works is primarily motivated by adversarial attacks, distributionally robust optimization
is motivated by not only adversarial attacks but also changes in data distribution [Sinha
et al., 2018]. In real-world applications of deep learning, the probability distribution gen-
erating training data may not coincide with the probability distribution that generates
data for testing or prediction.

We will work with the Wasserstein distance as a distance between probability dis-
tributions. I will follow the presentation style of Staib and Jegelka [2017]. Let d(-,-) :
Z x Z — R be a metric/distance on some metric space Z (See Appendix A.1 for precise
definitions of metric spaces and distances). Using this metric, we define the p-Wasserstein
distance as follows:

Definition 3.1.1 (p-Wasserstein distance). The p-Wasserstein distance is defined as

W,(D, D) := inf {/d(z, 2P dy(z,2) | € H(D,D)}p :
where TI(D, ]3) is the set of couplings of probability distributions D and D over Z.

Villani [2003] provides an alternative definition:

Definition 3.1.2 (Wasserstein distance). Given a cost function ¢ : Z X Z — R, the
Wasserstein distance is defined as

W (D, D) := inf{/c(z,z) dy(z,2) | v € H(D,D)},

where TI(D, 15) 18 the set of couplings of probability distributions D and D over Z. The
cost function ¢ does not need to be a metric; however, ¢ is required to be measurable
and non-negative [Villani, 2003]. Also, since ¢ is sometimes allowed to return oo, its
codomain can be RZ% U {oc}.
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There is no need to understand what it means for a function to be measurable in
Definition 3.1.2—it suffices to remember that measurable functions are not necessarily
metrics/distances.

The above two definitions of the Wasserstein distance are equivalent because W, (D, D)

(according Definition 3.1.1) is equal to the W%(D,f)) (in Definition 3.1.2), where the
cost function is d?(-,-). To distinguish between the two definitions, I will write W), for
the first definition and W; for the second one.

In [Villani, 2008], couplings of two probability distributions are defined as follows.

Definition 3.1.3 (Coupling). Let (21, 1) and (Q2,v) be two probability spaces, where
Q1 and Qo are outcome spaces and pu and v are probability measures. Coupling p and v
means constructing two random variables X and'Y on probability space (Q,P) such that
law(X) = p and law(Y) = v. Q is commonly set to Q1 x Qo.

Also, a coupling of two random variables A and B is a pair (X, Y) of random variables
on the same outcome space such that the probability distributions of X and Y are
identical to those of A and B, respectively. Hence, the joint probability distribution of
a coupling specifies how to “transport” the probability distribution of X to that of Y.
The Wasserstein distance therefore represents the minimum cost of transporting D to
D.

The goal of DRO is to find parameter 6 of a deep neural network that satisfy the
following:

min _ max_ E [40,z,y)]. (3.1.1)
0 D:W,(D,D)<e (z,y)~D

The metric dxy on X x Y that is used to define W, is given by

d)(J}((.%‘,y), ('%75)) = d(%,i’) +o00- ﬂy?ég’

where the base metric d is chosen by the user. The distance dyy imposes an infinite
penalty if y # 3 because we assume that the adversary can only perturb instances and
not labels [Staib and Jegelka, 2017; Sinha et al., 2018]. Consequently, if Wp(D,ﬁ) < 00,
any coupling 7 € II(D,D) with the optimal cost is not allowed to assign a positive
probability to the transport from (x,y) to (Z,y), where y # .

One advantage of DRO over robust optimization (RO) is that DRO encompasses RO.
Hence, if a neural network can be trained to be robust (i.e. the distributional adversarial
loss is small) in the DRO framework, it automatically implies that the neural network
also has a small adversarial loss in RO. This is made precise by the following theorem:

Lemma 3.1.1 (Staib and Jegelka [2017]). Fiz parameters 0 and a metric d on X. For
any p € [1,00], we have

E [max 6(9:?:,y)] < _ max E [, x,v)], (3.1.2)
(x.y)~D |E~Be(x) D:W,(D,D)<e (x,y)~D

where Be(x) := {2 | d(z,Z) < €}. Equality holds for p = oc.
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In (3.1.2), when p = oo, the Wasserstein distance Wm(D,ﬁ) represents the the
largest distance (measured using d) between any x € X and y € ). This is analogous to
the L.-distance of vectors, which measures the larges component-wise distance. This is
why equality holds in in (3.1.2) when p = co.

Another related advantage of DRO is that DRO does not assume that all perturba-
tions are equally likely, whilst RO does. This is because we impose an upper bound on the
total perturbation across entire probability distributions instead of individual point-wise
perturbations. However, this means that DRO considers distribution-wise perturbations
in which individual point-wise perturbations are unrealistically large. This should not be
a serious problem, since if some point-wise perturbation is large, its probability should
be relatively low (such that the total distribution-wise perturbation remains bounded by
€). Consequently, as long as (0, -, y) is reasonably proportional to the distance measured
by d, we should not have an issue.

According to Staib and Jegelka [2017], another (practical) advantage of DRO over RO
is that it is unknown how well RO generalizes (i.e. the extent to which a small empirical
adversarial loss in RO will translate to a small expected adversarial loss), whereas the
theoretical foundation of DRO is known better. The generalization guarantee of DRO
with the Wasserstein distance is studied in [Blanchet et al.; 2016; Gao and Kleywegt,
2016; Mohajerin Esfahani and Kuhn, 2018]. Personally, since DRO subsumes RO, I
wonder why we cannot use the generalization guarantee of DRO to derive one for RO.

3.2 Approaches to solving distributionally robust optimization

3.2.1 Introduction

Distributionally robust optimization (DRO) with W), is formulated as (3.1.1). Let OPT
denote the inner maximization problem of (3.1.1):

OPT :=  max E [€0,z,y)] (3.2.1)
D:W,(D,D)<e (z,y)~D

Let us fix 0 so that we can focus on the inner maximization problem. In (3.2.1), the
true instance distribution D is unknown. Thus, at best we can only (approximately)
solve the following new inner problem:

OPTempirical = max E _ [6(97 xz, y)]a
D:Wy(Drn,D)<e (z,y)~D

where D,, is an empirical distribution; i.e. an instance distribution constructed from
the training dataset. As suggested in [Staib and Jegelka, 2017], this new optimization
problem can be approximately solved by considering

T1,.Zn T 2

1 n
MIX := max —Zﬁ(ﬂ,i‘i,yi)
1:11 . (3.2.2)
bject to — Y dP(F;, x;) < €P.
subjec OTLZ (Zi, ;) <€

=1
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Note that (3.2.2) perturbs D,, by moving individual examples such that the total
transport cost is bounded above by €. Hence, the probability distribution considered in
(3.2.2) has the Wasserstein distance at most € from OPTempirical. This implies MIX <
OPTempirical .

Additionally, the following theorem, which is originally Corollary 2 (iv) of Gao and
Kleywegt [2016] and is subsequently simplified by Staib and Jegelka [2017], establishes
another connection between MIX and OPTeppirical:

Theorem 3.2.1 (Gao and Kleywegt [2016] and Staib and Jegelka [2017]). Fiz 6 and

suppose that €(0,-,y) is an L-Lipschitz function for all y. Then we have OPT < MIX +

%, where D bounds the mazximum deviation of a single point.

In summary, we obtain

LD
OPTempirical - 7 < MIX < OPTempirical-

This gives a bound on [MIX — OPTempirical|. The convergence of the distance between
OPT and OPTeppirical is discussed in Appendix C.1.

3.2.2 Distributional projected gradient descent

If the distance function for X" is d = L, the optimization problem (3.2.2) can be ex-
pressed as

1 n
_ § K@ 7. .
HI)%X n — ( >$1;yl)

(3.2.3)
subject to Hf( — XH < n%e,
q:p

where X and X are matrices in which each column is a datapoint. The matrix norm
Lgp of A € R¥™ is defined as

QI

1
n d P
”AHq,p = Z (Z HA%] q) .

j=1 \i=1

The constraint in (3.2.3) is called a mixed-norm ball since it contains two different norms.
One plausible approach to solving this optimization problem is projected gradient
descent (PGD), which in each iteration projects an intermediate solution to the feasi-
ble region specified by the constraint. For details on PGD, the reader is referred to
Appendix A.2.2.
To apply PGD, it is necessary to compute the projection of X on the feasible region

~ 1

specified by HX - X H < nre. The feasible region is rather conceptually simple—
a.p

it is an Ly p-ball. However, the projection operator used in PGD is defined using the
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Euclidean distance (equivalently, the Ly or Lso norm), and there is no general and
straightforward way to compute Euclidean projection on an L, ,-ball. Research results
on efficient projection algorithms are available for some special cases; e.g. when p = 1
and ¢ > 1 [Sra, 2012]. Also, if we have p = ¢, the L), norm is reduced to the vector
norm L,. When p = ¢ = 2 or p = ¢ = 00, projection is trivial. When p = ¢ = 1, the
algorithm by Duchi et al. [2008] can be employed.

In order to avoid confusion, I will henceforth refer to this DRO algorithm as “distri-
butional” projected gradient descent (PGD), distinguishing this from PGD attacks.

3.2.3 Frank-Wolfe method with stochastic block coordinate descent

Staib and Jegelka [2017] suggest using the Frank-Wolfe method together with stochastic
block coordinate descent (BCD) to approximately solve DRO. The Frank-Wolfe method
for convex optimization is explained in Appendix A.2.4, and coordinate descent is ex-
plained in Appendix A.2.5. For brevity, this Frank-Wolfe method based approach to
solving DRO is abbreviated to FWDRO or even FW.

In this approach, we start with an initial value at which the L, , constraint is tight. In
the t-th iteration, we first randomly choose a block of coordinates (specifically, multiple
columns of X in this case). Let X denote the matrix composed of training examples
and X denote the matrix containing all variables to be optimized. Further, I write
Xg and Xg for the projection of the corresponding matrices on the columns we have
selected. For the projection of matrices on those columns that were not selected, I use
the subscript of N, which is short for “not selected”. The original constraint on X is

~ P
HX - XH < neP. It is easy to see
a.p
~ P ~ p ~ p
HX—X“ = Xs—Xﬂ +WXN—XWI.
a.p a.p a.p

Therefore, the (local) constraint imposed on Xg is

~ P
HXS - Xs

- p
gmﬂﬂhN—Xﬂ‘. (3.2.4)
q,p q,p

The Frank-Wolfe method is then used to update the variables in Xg by solving the
following linear optimization problems in terms of Y:

T
. N
maximize (VXS <n;€(0’$i’yi))) Y
1=
. P
subject to HY—Xst;pgnep—HXN—XNH .
' ap

In the objective function above, we need to flatten the two matrices before taking their
inner product. This optimization problem can be cast into

maximize CTY
subject to  ||Y — D, <,
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where C, D, and ¢ take appropriate constants. Introducing a dummy variable Z :=
Y — D, we can express the above optimization problem as

maximize CT(Z + D)
subject to  [|Z]], , <4,

which can be transformed into

maximize CTZ

subject to  [|Z]], , <4,

because D is a constant. Note that the optimal solution Z to this problem is not neces-
sarily a scalar product of vector C. For example, in an Ly-ball in the two-dimensional
space, the optimal solution to the above problem is usually a vector from the origin to
one of the corners of the square; hence, it does not always have the same direction as C.
Details on how to solve this optimization problem are provided in Appendix B of [Staib
and Jegelka, 2017].

The pseudocode for FWDRQO is in Algorithm 1.

Algorithm 1 Distributionally robust optimization by the FW method and stochastic
BCD

Require: Dataset {(z;,v;)}! ,, batch size k, budget e, step-size sequence (ay > O)tT;O1
1: Initialise ¢; <~ e foralli=1,....,n
2: fort=0,...,7—1do
3: Randomly draw a subset S C {1,...,n} of size k
4: Compute the budget for the local constraint eg := || Xgl|,, using (3.2.4) and ¢;
fori¢ S
5: To compute Xg, use the Frank-Wolfe method to solve

1
max — Y 4(0,Z;,yi)

subject to HXS — XSH <e€g
ap

> Apply clipping at the end of each iteration in the FW method if necessary
€ < [|Z;]|, for all i € S
00—V (3 Xies U0, 76, y))

In this algorithm, we do not store the adversarial examples computed in line 5 for
future use. Instead, we only store the amount of perturbation, namely ¢;, for each

- p
i € S. This is because we can use ¢; to calculate HXN - XNH in (3.2.4). Hence, it is
_ “p
unnecessary to store the entire X for the purpose of computing X .
The values of ¢; are initialized to € (as opposed to 0, for instance) for all 1 <i <n

in line 1. This is because in BCD we start with a point where the constraint is tight,
and this can be attained by setting ¢; = ¢ for all 1 <i < n.
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In my implementation of FWDRO, to further reduce memory usage, I use € instead
of €g in line 4 in every iteration.

3.2.4 Lagrangian relaxation

Sinha et al. [2018] use Lagrangian relaxation to approximately solve distributionally
robust optimization (DRO) and term this approach WRM (it is probably short for
Wasserstein Robust Method). In their paper, they use Definition 3.1.2 in lieu of Def-
inition 3.1.1 for the Wasserstein distance. Basics of general Lagrangian relaxation are
available in Appendix A.3.1.

Recall that DRO can be formulated as

min _ max E _[¢6,z,v)],
0€0 D:W1(D,D) (z,y)~D

where D is a fixed instance distribution (e.g. empirical instance distribution) and © is
the set of possible model parameters . This expression is obtained by replacing W), in
(3.1.1) with W; (in Definition 3.1.2).

By Lagrangian relaxation, the inner problem is transformed into

sup [0(8,z,y)] — \Wy(D,D)| ,

E _
D |(zw)eD

where v > 0 is fixed. Note that since the inner problem is a maximization problem,
the penalty term in the above Lagrangian is negated, unlike in Section A.3.1, where the
objective was minimization.

The following result (originally proved by Blanchet and Murthy [2016], and an alter-
native proof is provided by Sinha et al. [2018]) establishes strong duality.

Theorem 3.2.2 (Proposition 1 in [Sinha et al., 2018] and Theorem 1 in [Blanchet
and Murthy, 2016]). Suppose loss function ¢ : © x X x Y — R and cost function c :
(X xY) x (X xY) = R22U{oo} are continuous. Then for any distribution Q and any
€ > 0, we have

sup E [£(0,x,y)] = inf [)\e—i— E [¢ox(0,x, , 3.2.5
P:WI(RQ)SE(W)NP[ (0,z,y)] = inf (x,y)NQ[ A0, 2,y)] (3.2.5)
where

oa0,z,y) :=  sup [K(G,x',y') — Ae((z,y), (ac',y'))] . (3.2.6)

(z'y)eX XY

This is called a robust surrogate. Furthermore, for any A > 0, we have

sup (x’yﬂ;jwp[f(&x,y)] — AWy (P, Q)] = (QENQMA(G, z,y)]. (3.2.7)
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In (3.2.5), the left hand side is a constrained optimization problem, and the right
hand side can be rewritten as

ig% sup (%ENP[Z(QJL?J)] - AXW(P,Q)—e)],

where W1 (P, Q) — e < 0 is the constraint of DRO. Hence, the left hand side of (3.2.5) is
in accord with the definition of Lagrangian duality given in Section A.3.1.

(3.2.7) is useful because on the left hand side is the relaxed inner maximization
problem of (3.1.1), which takes a supremum over probability distributions, and on the
left hand side is an expression that takes a supremum over individual points rather than

over probability distributions. Consequently, by (3.2.7), the Lagrangian relaxation of
DRO by Sinha et al. [2018] becomes

gél(z)l (J:,yIESZND[QZ)A(e? z, y)]a

or equivalently

min I su 69’!@/’ ! - Ac xZ, 3 ‘/L‘/v ! 3.2.8
T gD l(m”f’)[( y) = Acel(@,y), ( y))}] (3.2.8)

by the definition of the robust surrogate in (3.2.6). We can notice that (3.2.8) closely
resembles

min E [ max {(6,z, y)} ,

0€0 (z,y)~D |T€B(x)
that is, robust optimization (RO) for adversarial training. In fact, (3.2.8) is a Lagrangian
relaxation of RO as well as a Lagrangian relaxation of DRO.

(3.2.8) is then solved by stochastic (projected) gradient descent (GD) in [Sinha et al.,
2018]. In their paper, Sinha et al. [2018] also provide a theoretical result on the conver-
gence of stochastic (projected) GD under several assumptions on ¢ and c¢. Two of the
major assumptions are

1. ¢ is smooth (See Definition A.2.2) in the first argument. For this reason, they
recommend the use of smooth loss functions when their approach to DRO is used.
Additionally, this is why they use the exponential linear unit (ELU) in place of
the rectified linear unit (ReLU) in their experiments.

2. ~v is sufficiently large. Due to the duality result in Theorem 3.2.2, larger v means
smaller € (i.e. adversarial budget). This inverse relationship between v and € is
explained in more detail in Section C.2.

The pseudocode of WRM is in Algorithm 2.
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Algorithm 2 Distributionally robust optimization by Lagrangian relaxation and SGD

Require: Training data distribution Dy, penalty parameter A, parameter space ©, step-
size sequence {a; > 0}
fort=0,...,7—1do
Sample (z,y) ~ Dy and find an approximate maximizer Z; of £(6, Z,y) — Ad(x, T4)
0141 < Projg (0 — atVol(0s, T, y)) > Apply clipping if necessary

3.3 Issues with the previous research work on DRO

I have discovered that the previous research work on DRO by Staib and Jegelka [2017]
and Sinha et al. [2018] suffers from the following issues:

1. In the typical formulation of DRO, users have a choice over a loss function. How-
ever, in many experimental studies, success/error rates on defenses against adver-
sarial examples are used to measure performance of adversarial training procedures.
This suggests that instead of allowing users to select loss functions by themselves,
we should fix the loss function used in DRO’s formulation to be the zero-one loss
function:

bo,1(0,z,y) == L gy () 2y (3.3.1)
where Fjy is a neural network with parameter 6.

However, to train neural networks using the bakpropagation algorithm, it is nec-
essary to use loss functions that are smoother than ¢y ;. This raises the question
of what loss functions gives the highest level of robustness in DRO where the ro-
bustness is evaluated using £y 1. This will be one of the main goals of the empirical
studies in Chapter 5.

2. DRO is more suitable than RO when we impose a limit on the total perturbation
on the entire probability distribution rather than the perturbation of individual
points. However, in many empirical studies comparing adversarial training pro-
cedures (including RO and DRO), adversarial attacks are launched on individual
points rather than on the entire probability distributions. For instance, in [Staib
and Jegelka, 2017], although the authors are aware that DRO and RO make differ-
ent assumptions on the nature of adversaries, they only use pointwise adversarial
attacks to evaluate DRO algorithms.

Appendix D.1 addresses this issue, showing the experiment results of the use of
distributional PGD as a distributional adversarial attack (instead of as a DRO
algorithm). However, this approach suffers a significantly lower attack success rate
than pointwise PGD for an unknown reason. Hence, this needs further investiga-
tion in future work.
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Chapter 4

Tuning of loss functions

Carlini and Wagner [2017] develop an adversarial attack that successfully breaks defen-
sive distillation, a defense against adversarial perturbations proposed by Papernot et al.
[2016b]. As one of the strongest adversarial attacks to date, the attack developed by
Carlini and Wagner [2017] is commonly used as a benchmark [Madry et al., 2017].

This chapter describes the research work of Carlini and Wagner [2017] and discusses
the theoretical connection between their formulation of adversarial attacks and the for-
mulation of distributionally robust optimization (DRO).

4.1 Adversarial attacks with tuned loss functions

Given a neural network whose last layer is the softmax function, let F' : X — R™ and
Z : X — R"™ where n = ||, represent the neural network with and without the softmax
function, respectively. In addition, define C : X — Y as C(x) := argmaxycy Fy(x),
where Fj(z) denotes the i-th confidence value in F(z).

Carlini and Wagner [2017] consider the following problem of crafting targeted adver-
sarial examples:

minimize d(x,z + J)
such that C(x+6) =t (4.1.1)
r+deX.

Here, d : X x X — R is a user-specified distance metric, C': X — ) is a classifier, and ¢
is the target class of an adversarial example.

If we introduce a function f such that C(z +60) =t < f(zx+J) <0, (4.1.1) can
be equivalently expressed as

minimize d(x,z + 90)
such that f(z +0) <0 (4.1.2)
r+oeX.
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(4.1.2) is then converted to

minimize d(z,z + 0) + cf(z + 0)

(4.1.3)
such that =+ 6 € X,

where ¢ > 0 is a fixed penalty parameter that will be chosen appropriately.
We can make two remarks at this point:

1. The formulation of adversarial attacks in (4.1.3) can be considered as either the
penalty method (See Appendix A.3.2) or Lagrangian relaxation, depending on the
property of f. If f(x + ) = 0 holds whenever C'(x + J) = t, (4.1.3) is the penalty-
method formulation derived form (4.1.1) (i.e. the original problem formulation of
crafting adversarial attacks). Conversely, if f(z +0) =0 <= C(x +9) =t
does not hold, (4.1.3) is regarded as the Lagrangian relaxation of (4.1.2), which is
equivalent to (4.1.1).

2. Another important observation is that (4.1.3) can be seen as not only the La-
grangian relaxation of (4.1.2) but also the Lagrangian relaxation of

£(0 )

max £(6,z + 6, y),

which appears inside (2.4.2). Here, X is a ball around x with the distance function
d, and we have f(-) := £(0,-,y), which is a partially applied loss function. This
means that in a sense (4.1.3) serves as a bridge connecting (4.1.2) and (2.4.2),
which are two distinct formulations of adversarial attacks.

In order to choose appropriate ¢, by viewing (4.1.3) as the penalty method, we can
test multiple values for ¢ until we obtain an optimal solution z* that satisfies f(z*) <
0. Although this is a simple strategy, it is not guaranteed that such c¢ exists (See
Appendix A.3.2).

Carlini and Wagner [2017] observe that it empirically works well to choose the small-
est ¢ whose optimal solution satisfies f(z + 6*) = 0. Presumably, they have always
succeeded in eventually finding ¢ such that the resulting optimal solution §* satisfies
f(z +6*) = 0. The reason why it is generally sensible to choose a small ¢ is that
large ¢ can drastically distort the landscape of the search space by creating steep hills,
thereby making it more difficult for numerical optimization algorithms to find accurate
approximations to the true optimal solutions.

In [Carlini and Wagner, 2017], the metrics Lo, Lo, and Lo, are specifically considered.
Different candidates for f are examined, and the best one is selected for each of the Lo,
Lo, and L distances. In the present project, I will focus on the Lo distance.
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4.2 Loss functions

Carlini and Wagner [2017] examine the following seven loss functions:
fi(z) = lossps(x) — 1
fa(z) := (Hll??tXFZ(JJ) - Ft($)>+

f3(x) := softplus <m£tx Fi(x) — Ft(ﬂU)) —In2

fa(z) := (0.5 — Fy(x))*
f5(x) :=1n(2 — 2F;(x))

o) = (ma 20) - 210) )
fr(x) := softplus (%25{ Zi(x) — Zt(:r)> —1In2.

Here, (z)* is short for max(x,0), which is equivalent to ReLU, and softplus(z) :=
In(1 + e*), which resembles ReLU. lossg () is the cross entropy loss function of = with
the correct label being t; i.e. losspi(z) := —logy(Fi(x)). Some of these formulas are
adjusted by the addition of constants such that C(x + ) =t <= f(x+J) < 0 are
satisfied.
In f1, f1, and f5, Carlini and Wagner [2017] seem to assume that the confidence
1

values for correct labels must be at least 5 whenever prediction is correct. However,

if n > 2 (i.e. the number of classes is more than 2), the confidence value for a correct
label can be strictly less than % whilst still being the highest confidence value. Thus,
Cx+96)=t < f(x+9) <0 does not always hold in f1, f4, and f5.

Nonetheless, all of f1, f1, and f5 measure a deviation from the correct prediction,

each in a different way. Thus, they can be properly interpreted as loss functions.

4.3 Adversarial attacks and WRM

This section proves that WRM can be viewed as adversarial training where adversarial
examples are computed using the adversarial attacks of [Carlini and Wagner, 2017]. As
explained in [Staib and Jegelka, 2017], the original formulation of DRO in (3.1.1) can be
approximated by (3.2.2), which is reproduced below for convenience:

1 n
MIX := max —» £(0,&;,y)
n
=1

T1e5Tm

. I
subject to - Zd(xi,xi)p < €P.

i=1
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Further, Lagrangian relaxation can transform MIX into
1 n
- Z max{/(0, Z;, y;) — Ad(Z;, x;)"}. (4.3.1)
n Z;
i=1

This coincides with WRM proposed in [Sinha et al., 2018]. In their formulation, the
inner maximization problem of DRO can be approximated by

(m,yg%z)n (oA (0, 2,9)], (4.3.2)
where
¢>\(07 Zz, y) = Sup {5(9’ x/7 y/) - AC((xv y)7 (1‘/7 y/)>} (433)

(=",y")

Here, c: (X x V) x (X x V) = RZ2U {oo} is a cost function. Since Sinha et al. [2015]
use the W) distance instead of the general W), distance, we have c¢((z,y),(2',y")) =
d(z, z")P+00-1,2,. Tt is straightforward to see that (4.3.1) is an empirical approximation
of (4.3.2).

Now we can notice the similarity between (4.1.3) and (4.3.3) (or (4.3.1)). To compare
these two expressions more easily, we rename variables and modify the objective of
optimization (i.e. minimization or maximization) in (4.1.3). As a result, (4.1.3) becomes

II}EE?X{K(Q, i‘i, yi) - )\d(.’i’i, l‘z)} (4.3.4)

Here, ¢ in (4.3.4) corresponds to f in (4.1.3).
For (4.3.3), since ¢ returns oo whenever y # ', we obtain

rrgx{ﬁ(@, T, yi) — Ae(Zi, ) b (4.3.5)

Thus, if we view d in (4.3.4) as a cost function, (4.3.4) and (4.3.5) are identical. Indeed,
the Lo-adversarial attack in [Carlini and Wagner, 2017] uses (z,2’) — ||a — 2/||3, which
is exactly what Sinha et al. [2018] use for ¢ as well. Therefore, the inner maximization
problem of WRM (i.e. (4.3.3)) is identical to the adversarial attack’s formulation in
[Carlini and Wagner, 2017] (i.e. (4.1.3)).

A crucial difference between WRM and the adversarial attack setting of [Carlini
and Wagner, 2017] is in the original problems that (4.3.4) and (4.3.5) seek to solve. In
[Carlini and Wagner, 2017], the problem of crafting adversarial examples is originally
formulated as (4.1.1), which can be generalized to

minimize ¢(Z, )

4.3.6
such that £¢p1(6,2,y) =1, ( )

where ¢ is a cost function and fy; is the one-zero loss function (which is defined in
(3.3.1)).
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On the other hand, for DRO, the aim of (4.3.5) is to solve

1 < N
_max EZ&),I(Q:%,%)

TlyeesTm X
=1

(4.3.7)

. o -
subject to - z;c(:cl,xl) < €P.
=

Comparing (4.3.6) and (4.3.7), we can see that the former seeks to optimize the cost
function (that is, perturbation size), whilst the latter seeks to optimize the loss.

Due to this theoretical connection between WRM and the adversarial attacks in
[Carlini and Wagner, 2017], it is reasonable to expect the optimal loss function(s) iden-
tified by Carlini and Wagner [2017] for adversarial attacks to be optimal in the setting
of WRM as well. This is based on the assumption that if we can find better adversar-
ial examples for WRM’s inner maximization problem, the robustness of WRM-trained
neural networks will be higher.

4.4  Empirical evaluation of loss functions in adversarial attacks

Carlini and Wagner [2017] use Adam as an optimizer because they find it to converge
more quickly than stochastic gradient descent (SGD) and the SGD’s variant with mo-
mentum. To solve the optimization problem (4.1.3), they test multiple values of the
Lagrangian parameter c¢. They conduct binary search (on log scale) on ¢ € [1072,10?]
using 20 iterations, and for each fixed value of ¢, they run 10* iterations of gradient
descent.

As for datasets, they use MNIST and CIFAR-10, both of which produce identical
results on the relative performance of loss functions. For experiment results, they report

e the quality of adversarial examples in terms of the size of §;
e the success rate of adversarial attacks.

Regarding loss functions for the Ly-norm based attacks, [Carlini and Wagner, 2017]
report that the best one is fg, which consistently performs well in most cases. Although
they also claim that the worst-performing loss function is fi, it does not seem to be
uniquely the worst. For example, f; can always find adversarial examples, whereas fo,
f3, and fy do not. In this regard, f; is not the worst-performing.

28



Chapter 5

Empirical studies

This chapter describes the experiments'I conducted for this project. The first section
provides an overview of the experiment setup used in all experiments, and subsequent
sections present experiment results.

The experiments conducted for this project fall into two categories. The first category
(Section 5.2) is the experiments conducted with the goal of reproducing some of the
experiment results in [Staib and Jegelka, 2017; Sinha et al., 2018] (in a similar but not
identical setting). The second category (Section 5.3) is the experiments for identifying
an optimal loss function for distributionally robust optimization (DRO).

5.1 Basic experiment setup

Dataset Since both [Staib and Jegelka, 2017] and [Sinha et al., 2018] use the MNIST
dataset, I will use it as well. This contains 6 - 10* images of (black-white) hand-written
digits for training and 10* images for testing, where each image has the dimension of
28 x 28. In many major deep learning frameworks, each MINIST image is represented by
a vector from [0, 1]1*28%28 (to be more precise, each pixel value should be a multiple of
5z, but this detail is inconsequential).
Neural network In [Staib and Jegelka, 2017] and [Sinha et al.; 2018], the same convo-
lutional neural network (CNN) architecture is used to empirically evaluate adversarial
training algorithms. The layer structure of the CNN used in [Staib and Jegelka, 2017;
Sinha et al., 2018] is presented in Table 5.1. It is not important to know the details
of convolutional neural layers and what kernels mean—Table 5.1 is provided only for
interested readers.

All convolutional layers use the same activation function, which is either the rectified
linear unit (ReLU) or the exponential linear unit (ELU). The linear layer uses softmax

'The source code for my experiment is available at https://github.com/LongPham?7/
Distributionally-Robust-Optimization.
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Layer type Output shape | Kernel size | Stride size
Input (1, 28, 28) N/A N/A
2D convolutional | (64, 14, 14) (8, 8) (2, 2)
2D convolutional | (128, 5, 5) (6, 6) (2, 2)
2D convolutional (128, 1, 1) (5, 5) (1, 1)
Linear (10) N/A N/A
Table 5.1: Architecture of the neural network in [Staib and Jegelka, 2017] and [Sinha

et al., 2018]

for activation. The learnable parameters in neural networks are initialized using the
Glorot/Xavier method.

Regarding activation functions, ELU is recommended by Sinha et al. [2018] due to
its smoothness, which is necessary for the theory behind their DRO algorithm (See
Section 3.2.4). Staib and Jegelka [2017], on the other hand, use ELU only for WRM and
use ReLU for all the other training procedures.

Programming environment The code for experiments is written in Python, which is a
predominant programming language in machine learning and data science. As for deep
learning frameworks for Python, I use PyTorch, which is one of the major deep learning
frameworks along with TensorFlow. The primary reason for selecting PyTorch is that it
is easier to learn than TensorFlow.

For adversarial attacks, I use an open-source library developed by IBM and called
ART (adversarial robustness toolbox) [Nicolae et al., 2018].

Training algorithms The training algorithms for neural networks that we study in this
chapter include empirical risk minimization (ERM) and three DRO algorithms: distribu-
tional PGD, FWDRO, and WRM. With regard to DRO, I will focus on the W5 distance
with the underlying distance function of L. The hyper-parameters for ERM and the
three DRO algorithms are summarized in Table 5.2.

Hyper-parameters ERM DlStI;lélrl]t)l onal FWDRO WRM
Adversarial budget €= €=238 €=238 v € {0.0001,...,3.0}
Batch size 128 128 128 128
Epochs 25 25 25 25
Iterations for inner N/A 15 15 N/A
problems
Activation ReLU/ELU | ReLU/ELU | ReLU/ELU ReLU/ELU
Optimizer Adam/SGD Adam Adam Adam
Loss function N/A {fi,- ., fr} {fi,.-, f7} {fi,.-, f7}

Table 5.2: Hyper-parameters of ERM and DRO algorithms
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In this table, the row “iterations for inner problems” refers to the number of itera-
tions for solving the inner maximization problem of (3.1.1). This is only applicable to
distributional PGD and FWDRO.

The reason for selecting € = 2.8 for distributional PGD and FWDRO is that if each
pixel in an MNIST image (whose dimension is 28 x 28) is perturbed by 0.1, then the
overall size of a perturbation in the Ly norm (or more precisely Lg 2 matrix norm) is 2.8.
The perturbation size of 0.1 for each pixel comes from [Staib and Jegelka, 2017], where
the Wy distance and the underlying distance function of L, (as opposed to Lo as in this
project) are used.

Details on the range of v for WRM and definitions of fi,..., fr will be given in later
sections (See Sections 5.2.2 and 5.3).

Adversarial attacks The adversarial attacks we use to evaluate the robustness of neural
networks are FGSM and PGD. In fact, I have also experimented with the use of distribu-
tional PGD to produce distributional adversarial perturbations (as opposed to pointwise
perturbations). In this attack, we use PGD to solve (3.2.3). However, it does not per-
form well in terms of attack success rates. This is discussed in detail in Section D.1.
Table 5.3 summarizes the hyper-parameters of FGSM and PGD attacks.

Hyper-parameters ‘ FGSM ‘ PGD
Norm Loo, L2 LOO, LQ
Adversarial budget | € € [0,0.4],[0,4.0] | € € [0,0.4], [0, 4.0]
Iterations N/A 15
Loss function cross entropy cross entropy

Table 5.3: Hyper-parameters of adversarial attacks

Regarding the adversarial budget of FGSM and PGD, the range of € is [0,0.4] for
the Lo, norm and [0,4.0] for the Ly norm. For both ranges, twenty-one evenly separated
samples of € are collected.

To evaluate the robustness of neural networks, for each fixed value of €, the entire
test dataset of MNIST, which contain 10,000 images, are used to generate adversarial
examples. The number of misclassified examples are calculated, and the proportion of
this to the total number of images in the test data is referred to as a “adversarial attack
success rate”. A line graph of adversarial attack success rates at various values of € is
then created.

Note that those adversarial examples whose original images are already misclassified
also count towards an adversarial attack success rate. In fact, because the the test
accuracy (in the absence of adversarial perturbations) of neural networks is usually very
close to 1, it does not matter whether we count those adversarial examples whose original
images are misclassified or not in the calculation of adversarial attack success rates.
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5.2 Reproducing previous empirical studies

In this section, the experiments for reproducing some of the experiment results in [Staib
and Jegelka, 2017; Sinha et al.,, 2018] are described. Specifically, the following three
experiments are conducted:

1. An experiment to test the robustness of ERM-trained neural networks, that is,
neural networks that do not go through adversarial training.

2. An experiment to determine an optimal v in WRM such that subsequent experi-
ments can focus on this optimal ~.

3. An experiment to determine the best-performing DRO algorithm among distribu-
tional PGD, FWDRO, and WRM.

5.2.1 Empirical risk minimization (ERM)
Overview

This experiment aims to reproduce the performance of ERM-trained neural networks
reported in [Staib and Jegelka, 2017] and [Sinha et al., 2018]. Since Staib and Jegelka
[2017] use ReLU in their neural networks and Sinha et al. [2018] use ELU, I have tested
both activation functions.

Additionally, with respect to optimizers, Staib and Jegelka [2017] use SGD in their
experiments (apart from WRM, for which they use Adam). On the other hand, Sinha
et al. [2018] use Adam in their experiments according to their source code?. However,
their source code only contains the code for WRM and does not contain any code for
other training algorithms (e.g. ERM). Hence, it is unknown what optimizer they used
to generate the data for ERM-trained neural networks presented in their paper. Thus,
for completeness, I have tested both Adam and SGD.

Results

The robustness results of ERM-trained neural networks are presented in Figures 5.1 and
5.2.

To evaluate robustness, adversarial attacks (FGSM or PGD) are mounted using all
of the 10000 test images from MNIST. The success rates of the adversarial attacks are
then used as a measure of robustness.

Figure 5.1 is for the Lo, norm, and Figure 5.2 is for the Lo norm. The graphs on the
left hand side are for FGSM, and those on the right hand side are for PGD.

Looking at Figures 5.1 and 5.2, we can make the following observations:

1. SGD generally produces less robust neural networks than Adam.

2The source code for WRM by Sinha et al. [2018] is publicly available at https://github.com/
duchi-lab/certifiable-distributional-robustness.
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Figure 5.1: Robustness of ERM-trained models with the Lo, norm
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Figure 5.2: Robustness of ERM-trained models. The Lo norm is used in adversarial
attacks.

2. If SGD is used in training, there is no significant difference in robustness between
ReLU and ELU.

3. If Adam is used, ELU produces more robust neural networks than ReL.U, although
the prediction accuracy on the test data (i.e adversarial attack with the budget of
0) is slightly but consistently higher with ReLU than with ELU.

These robustness results are consistent with what Staib and Jegelka [2017] (c.f. Fig-
ure 1 (a) and Figure 3) and Sinha et al. [2018] (c.f. Figure 3) report. Moreover, I deduce
that Sinha et al. [2018] use SGD for ERM. In Figure 3 of [Sinha et al., 2018], the adver-
sarial attack success rate of PGD with the Ly norm on an ERM-trained neural network
is close to 1 when ¢ = 2.0, and according to my experiment results, this cannot be the
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case if Adam is used.

5.2.2  Optimal value of v for WRM
Overview

The formulation of WRM developed by Sinha et al. [2018] contains a Lagrangian pa-
rameter denoted by . As explained in Section C.2, v and € are inversely related by
(C.2.3). However, we do not have a closed-form formula available to compute a corre-
sponding value of € from a given value of . In this experiment, I test different values of
~ € {0.0001, 0.0003, 0.001, 0.003,0.01,0.03,0.1,0.3, 1.0, 3.0} for two purposes:

1. to select an optimal v to be used in subsequent experiments;

2. to check whether the optimal value of v = 0.001 reported by Staib and Jegelka
[2017] is plausible.

In line with the experiment setup of [Sinha et al., 2018], Adam is used in this exper-
iment to train neural networks.
Results

The results for FGSM attacks with the Lo, and Ly norms are displayed in Figures 5.3
and 5.4, respectively. The results for PGD are available in Figures D.2 and D.3, both of
which are in Appendix D.2.
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Figure 5.3: Robustness of WRM-trained models to FGSM with the Lo, norm

The following observations can be made on these results:

1. Figure 5.3 suggests that although v = 1.0 results in the highest robustness for
some regions in €, the difference is marginal. Likewise, in Figure D.2, all values of
~ produce similar results, and v = 1.0 is not optimal by any means. Thus, if we
use the Lo, norm, no value of « uniquely stands out.
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Figure 5.4: Robustness of WRM-trained models to FGSM with the Lo norm

2. Figure 5.4 suggests that v = 1.0 is markedly optimal in terms of the resulting
robustness when ¢ is sufficiently large. The same remark applies to Figure D.3.
However, when € is small, v = 1.0 is not optimal. This is in accord with the finding
by Tsipras et al. [2019] that robustness and accuracy may be conflicting.

In respect of consistency with the results obtained by Staib and Jegelka [2017] and
Sinha et al. [2018], we remark:

1. Staib and Jegelka [2017] obtained the optimal value of 4 = 0.001. They use PGD
with the Lo, norm (equivalently, IFGSM) to evaluate robustness, and Figure D.2
shows that all neural networks exhibit closely clustered lines of robustness. Thus,
their result of v = 0.001 being optimal is plausible.

2. Figure 1 (a) in [Staib and Jegelka, 2017] contains the robustness result for a WRM-
trained model with v = 0.001, where the attack method is IFGSM (i.e. PGD with
the Lo, norm). Their line graph looks similar to Figure D.2. One difference is that
at € = 0.1, Figure D.2 exhibits a higher attack success rate (i.e. less robustness)
than Figure 1 (a) in [Staib and Jegelka, 2017].

3. Figure 2 in [Staib and Jegelka, 2017] displays the robustness of a WRM-trained
model, where v = 0.001, with respect tot PGD with the Ls norm. Again, their
line graph looks similar to Figure D.2. However, at ¢ = 1.0, their graph indicates
the attack success rate is less than 0.1, whereas Figure D.2 tells us that the attack
success rate is higher than 0.1.

4. Figures 6 (c) and (d) in [Sinha et al.; 2018], where they use v = 0.37, give slightly
lower attack success rates than Figures D.3 and D.2, respectively. Nonetheless,
overall Figure 6 of [Sinha et al.; 2018] is consistent with my experiment results.
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5.2.3 Comparison of DRO-trained models
Overview

This experiment aims to compare three DRO algorithms, distributional DRO, FWDRO,
and WRM, where we use the W5 distributional distance and the Lo distance for the
underlying metric.

I will use v = 1.0 for WRM since it is uniquely optimal if we use the Lo norm in
FGSM and PGD attacks. Also, v = 1.0 does not significantly deviate from the optimal
value when FGSM and PGD use the Lo, norm. Notice that v = 1.0 is larger than
v = 0.37, which Sinha et al. [2018] use for MNIST. Thus, there should not be an issue of
~v = 1.0 being too small and consequently violating an underlying assumption of WRM.

Now that we have selected an optimal ~, we are ready to compare three DRO al-
gorithms: WRM, the Frank-Wolfe method, and PGD (which is only valid for the Ws
distance with the underlying distance metric of Ly). For the FW method and PGD, I
use € = 2.8 in training.

Results

The results are presented in Figures 5.5 and 5.6.
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Figure 5.5: Robustness of models trained by various DRO algorithms. The Lo, norm is

used in adversarial attacks. The label “Lag” refers to the Lagrangian relaxation based
DRO, that is, WRM.

Irrespective of the norm in use, the following trend emerges: the Frank-Wolfe method
with ReLU is the most robust if € is sufficiently small; otherwise, WRM with ELU is the
most robust.

This experiment result is consistent with what Staib and Jegelka [2017] report: FW-
DRO is better than WRM for all € € [0,0.20] in the IFGSM attack (i.e. PGD with the
Lo norm). Note that their experimental setup differs from mine in that they use the
underlying distance function of L, whilst I use the Ly distance.
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Figure 5.6: Robustness of models trained by various DRO algorithms. The Lo norm is
used in adversarial attacks. The label “Lag” refers to the Lagrangian relaxation based
DRO, that is, WRM.

It is surprising that distributional PGD does not perform as well as other DRO
algorithms because intuitively, distributional PGD reflects the theoretical formulation of
DRO (See (3.2.2)) the most faithfully among the three DRO algorithms. In contrast to
distributional PGD, FWDRO employs a more complicated optimization method (viz. the
Frank-Wolfe method) so that it can deal with not only the Ly norm but also the L
norm for the underlying distance function. Likewise, WRM makes use of Lagrangian
relaxation, which is an approximation technique.

Further, the relatively poor performance of distributional PGD as a training algo-
rithm ties in with the poor performance of distributional PGD as an adversarial attack
(See Appendix D.1).

5.3 Comparison of loss functions

This section compares loss functions in terms of the robustness of the resulting neural
networks. The following DRO settings are considered:

1. WRM with ReLLU and v = 1.0;
2. FWDRO with ReLU and ¢ = 2.8;
3. Distributional PGD with ReLU and ¢ = 2.8.

The loss functions I examine are obtained by dropping constant terms from the seven
loss functions in [Carlini and Wagner, 2017] listed in Section 4.2. As a result, the loss
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functions become:
fi(z) :=losspy(x)
+
fo(x) == (I?;ZX Fi(x) — Ft(x)>

fa(x) = softplus <nil$< Fi(z) — Ft(x)>

fa(z) := (0.5 — Fy(x))*t
f5(x) :==1ogy(2.125 — 2F;(x))

fo(z) = (rggf Zi(x) — Zt(ﬂﬁ)) '
Fo(x) == softplus <nil7?§< Zi(x) — Zt(:c)> .

The original paper defines f5(x) := In(2 — 2F(x)). However, I use f5 := logy(2.125 —
2F;(x)) instead so as to avoid arithmetic overflow (the base is changed from e to 2 for
convenience). The original function In(2 — 2F;(x)) approaches —oo as Fy(x) approaches
1. Consequently, we obtain an NaN for the loss, which then leads to all weights in a
neural network becoming NaN'’s.

5.3.1 WRM-trained neural networks
Overview

This section presents the experiment that compares the performance of fi,..., fr on
WRM. In addition to the primary purpose of identifying an optimal loss function, this
experiment serves another purpose: to check if the experiment results of [Carlini and
Wagner, 2017] apply to not only adversarial attacks but also adversarial training (specif-
ically WRM). As noted at the end of Section 4.3, WRM is essentially adversarial training
where the inner maximization problem (i.e. the problem of finding adversarial examples)
is solved by the adversarial attacks in [Carlini and Wagner, 2017]. Hence, it is reasonable
to expect that the results of [Carlini and Wagner, 2017] will transfer to the setting of
WRM.

There are three differences between the experiment setup in my experiment and that
in [Carlini and Wagner, 2017]:

1. The Lagrangian parameter in WRM is fixed (my experiment uses v = 1.0), whilst
in the adversarial attacks of [Carlini and Wagner, 2017], we ought to first search
for an optimal Lagrangian parameter (i.e. ¢ in (4.1.3)).

2. Carlini and Wagner [2017] use a different architecture of neural networks. Their
neural networks have a couple of max pooling layers and more convolutional layers
than the architecture used in [Staib and Jegelka, 2017] and [Sinha et al., 2018].
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3. Carlini and Wagner [2017] consider targeted adversarial attacks, whilst in WRM,
the inner maximization problem of DRO is solved using untargeted attacks.

4. Carlini and Wagner [2017] evaluate loss functions mainly by the average size of
perturbations rather than adversarial attack success rates. This is because their
adversarial attack problem given in (4.1.1) is an optimization problem for the
perturbation size.

The activation function for neural networks in this experiment is ReLU. Since the
experiment results in Section 5.2.3 indicate that ReLU and ELU yield comparable ro-
bustness, I could use ELU instead. However, in view of the fact that one purpose of this
experiment is to see if the experiment results of Carlini and Wagner [2017] carry over
to the setting of WRM, I decided to use ReLLU because this is what Carlini and Wagner
[2017] use.

Carlini and Wagner [2017] report that fg is the best-performing loss function. Hence,
if their results carry over from adversarial attacks to adversarial training despite the
above two differences in the experimental setups, fg should also be the best-performing
loss function.

Results
As indicated by Figures 5.7 and 5.8, fg is not an optimal loss function.
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Figure 5.7: Robustness of WRM-trained neural networks with various loss functions.
The Lo, norm is used in adversarial attacks.

We can make the following remarks on these graphs:

1. Regardless of whether we use the Lo, or Lo norm in adversarial attacks, f5 is
uniquely the best-performing loss function. When the Ly norm is used in attacks,
the test accuracy of f5 is worse than those of other loss functions. However, as
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Figure 5.8: Robustness of WRM-trained neural networks with various loss functions.
The Ly norm is used in adversarial attacks.

soon as we start introducing adversarial perturbations to input images, f5 quickly
emerges with the highest degree of robustness to adversarial perturbations.

2. As for the next best-performing loss functions, if we use the Lo, norm in adversarial
attacks (See Figure 5.7), fi and f3 are close contenders. For the Ly norm, on the
other hand, f3 is uniquely the second best-performing,

3. The performance of fg is fairly poor—in fact, it is one of the worst-performing loss
functions.

In conclusion, of the seven loss functions tested in the experiment, f5 yields the most
robust neural networks. Also, f1 and f3 perform fairly well, whereas fg performs poorly.
The high degree of robustness arising from f5 ties in with the good performance of f5
reported in [Carlini and Wagner, 2017] (although their experiment results indicate fg is
marginally better than f5). However, the results on the performance of f; and fs in my
experiment stand in contrast with the results in [Carlini and Wagner, 2017] since they
conclude that f; is one of the worst-performing and fg is the best-performing.

5.3.2 FW-trained neural networks

This section empirically compares fi,..., fr on FWDRO. The activation function for
this experiment is ReLU because the results in Section 5.2.3 show that overall ReLU
gives more robustness than ELU when FWDRO is used.

The results are displayed in Figure 5.9 and 5.10.

We can observe the following:

1. Irrespective of adversarial attack types and norms, f; gives the highest degree of
robustness. The closest contender of fi is fr.
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Figure 5.9: Robustness of FW-trained neural networks with various loss functions. The
L norm is used in adversarial attacks.
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Figure 5.10: Robustness of FW-trained neural networks with various loss functions. The
Lo norm is used in adversarial attacks.

2. Some loss functions exhibit lines that are nearly horizontal. fo and f5 result
in considerably low test accuracy that is very close to 0 even in the absence of
adversarial perturbations; hence, there is no room for an increase in adversarial
attack success rates. On the other hand, for fg with the Lo-FGSM attack, the
line is nearly horizontal even though there is some room for an increase in the
adversarial attack success rate. This implies that fg can provide robustness to
neural networks. However, since fg gives an unacceptably low test accuracy, this
loss function is not recommendable in practice.

3. It is surprising that f5, which is the best-performing loss function in WRM (Sec-
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tion 5.3.1), is completely useless when used in FWDRO. It is unknown what causes

the poor performance of f5 in FWDRO.

5.3.3 PGD-trained neural networks

In this section, I test the performance of f, ..

., fr on distributional PGD. The activation

function is again ReLU, for Section 5.2.3 indicates that ReL U gives more robustness than

ELU.

The results are displayed in Figure 5.11 and 5.12.
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Figure 5.11: Robustness of PGD-trained neural networks with various loss functions.

The Lo norm is used in adversarial attacks.
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Figure 5.12:
The Ly norm is used in adversarial attacks.

We can make the following observations:
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1. When the Ly norm is used in adversarial attacks, fs is markedly the best-performing
loss function. However, if L., norm is used, although f3 is one of the three best-
performing loss functions, it is not uniquely the best. Other contenders are f; and
f7. Speaking of fi, when the Ls norm is used in adversarial attacks, although
f1 clearly does not give as much robustness as f3, f1 is nonetheless the second
best-performing loss function.

2. As in the experiment on FWDRO (Section 5.3.2), f5 exhibits an unacceptably low
test accuracy and a nearly horizontal line of adversarial attack success rates. This
is true for both of FGSM and PGD and both of the Lo, and Ly norms.
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Chapter 6

Conclusion

6.1 Conclusion

In this work, I have identified two issues with the current state of research on DRO (Sec-
tion 3.3). T have also proved that WRM, which is a distributionally robust optimization
(DRO) algorithm by Sinha et al. [2018], can be viewed as an algorithm for adversar-
ial training where adversarial examples are devised using the formulation of adversarial
attacks in [Carlini and Wagner, 2017] (Section 4.3).

Furthermore, I have empirically studied the relationship between loss functions and
the robustness of neural networks in the same setting of DRO as [Staib and Jegelka,
2017; Sinha et al., 2018] (Chapter 5). In these empirical studies, I have tested three DRO
algorithms (i.e distributional PGD, FWDRO, and WRM), evaluating the performance
of the seven loss functions used in [Carlini and Wagner, 2017] and identifying an optimal
loss function for each DRO algorithm. In addition, I have conducted experiments in
order to reproduce part of the experiment results reported by Staib and Jegelka [2017]
and Sinha et al. [2018], confirming that their results generally agree with my experiment
results.

Regarding the relationship between loss functions and the robustness of neural net-
works trained by DRO, the key takeaways are:

1. Optimal loss functions are not universal; rather, they are specific to settings and
hyper-parameters. Concretely, through the experiment results of this project, we
know that optimal loss functions depend on DRO algorithms and that an opti-
mal loss function for one DRO algorithm may perform poorly on another DRO
algorithm.

2. As far as the three DRO algorithms examined in this project and the specific
neural network architecture used in this project are concerned, the cross entropy
loss function, which is widely used, generally produces acceptable performance
with respect to the robustness of neural networks.
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6.2 Future work

Potential avenues for future research are discussed below.

Dependency of optimal loss functions on neural network architecture  The fact that [Carlini
and Wagner, 2017] and this project yield different optimal loss functions suggests that
optimal loss functions in one setting (whether it is for adversarial attacks or adversarial
training) do not necessarily carry over to other settings. The differences between the
setting of [Carlini and Wagner, 2017] and this project’s settings are listed in Section 5.3.1.
This motivates further research on dependencies of optimal loss functions in adversarial
attacks/training; e.g. architecture of neural networks.

Development of distributional adversarial attacks As explained in Section D.1, if we use
distributional PGD to launch distributional adversarial attacks, the algorithm has a
considerably lower attack success rate than conventional PGD. One direction for fu-
ture research is to investigate why distributional PGD is less effective than (pointwise)
PGD. This research direction is worthwhile because as of now, DRO algorithms are
tested against pointwise adversarial attacks, which DRO is not meant to deal with (See
Section 3.3). To evaluate DRO algorithms in a fair manner, it is required to establish
methodologies for “distributionally” adversarially perturbing probability distributions.

Investigation into loss functions with low accuracy In the experiment results of Sec-
tions 5.3.2 and 5.3.3, we observe that some loss functions produce nearly horizontal lines
of high adversarial attack success rates across the whole range of € (including € = 0).
What is worth noting is that f5, which performs well in WRM, yields a significantly low
test accuracy at € = 0 if we use FWDRO. It is therefore interesting to examine why fs,
for instance, does not perform well in FWDRO.

45



Appendix A

Fundamentals of optimization

A.1 Distances, Lipschitz continuity, and norms

This section introduces formal definitions of three notions that come up often in the
literature of deep neural networks and adversarial perturbations: distances, Lipschitz
continuity, and norms.

A.1.1 Distances and Lipschitz continuity
Definition A.1.1 (Metric space). Given a set A and a function dy : A x A — R, the

pair (A,da) is a metric space if and only if the following properties are satisfied:
Va,y.da(z,y) 20
Ve, yda(z,y) =0 <= z=y
Vw, y'dA(xv y) = dA(y7 :L')
V.TL', Y, Z.dA(l’, Z) < dA(xv y) + dA(ya Z)

The function d is called a metric/distance.

Definition A.1.2 (Lipschitz continuity). Consider a function f : X — Y, where
(X,dx) and (Y,dy) are metric spaces. The function f is said to be Lipschitz continuous
(or K-Lipschitz continuous) if and only if there exists a real constant K > 0 such that

dy (f(z1,22)) < Kdx(z1,22)

for all x1,x9 € X. K 1is called a Lipschitz constant, and the smallest such K, denoted
by Kypest, @s called the best Lipschitz constant.

Intuitively, Lipschitz continuity means that the function’s output cannot change at
an arbitrarily large rate with respect to the change in the function’s input. If a function
is differentiable at all points in the domain, then its Lipschitz constant is an upper
bound of the function’s gradient. For instance, f : R®Y — R defined as f := % is not
Lipschitz continuous, since its derivative on the interval (0,00) cannot be bounded by
any constant.
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A.1.2 Norms

Vectors are ubiquitous in this field of artificial neural networks, serving as tools to express
weights and states of neural networks. The definition of metrics allows many distinct
distances to be defined, whether we deal with matrices or other mathematical entities.
If we focus on vector spaces, their metrics are usually defined using the notion of norms,
which formalizes the intuitive concept of “length” of a vector.

As we mostly work with real numbers as opposed to complex numbers in artificial
neural networks, it suffices to consider vector spaces over the real field. Henceforth, I
only consider vector spaces over the real field.

The following definitions for bilinear forms, positive definiteness, and inner products
are taken from the lecture notes on linear algebra at the University of Oxford in 2014.

Definition A.1.3 (Bilinear form). Given a vector space V' over the real field, a function
0:V xV =R is a bilienar form if and only if 6 satisfies

O(A\u 4 pv, w) = N (u, w) 4+ pb(v, w)
0(u, Av + pw) = A0(u,v) + pd(u, w),
where u,v,w € V and A\, u € R. 6 is said to be symmetric if and only if
0(u,v) = 6(v,u)
for allu,v e V.

Definition A.1.4 (Positive definiteness). A symmetric bilinear form 6 on a vector space
V' is positive definite if and only if for all w € V we have

O(u,u) >0
and
O(u,u) =0 < u=0

Definition A.1.5 (Inner product). Given a vector space V' over the real field, an inner
product on V is defined as a positive definite symmetric bilinear form. In other words,
an inner product on 'V is (-,-) : V. x V' — R such that the following are satisfied:

1. Positive definiteness: for all v € V, we have (u,u) >0 and (u,u) <= u=0.

2. Symmetry: for all u,v € V, we have (u,v) = (v,u).

3. Linearity: for all u,v,w € V and \,pu € R, we have (Au + pv,w) = Nu,w) +
(v, w).

The standard inner product of column vectors is

D

(x,y) =Ty = Zﬂﬁiyia

i=1
where z and y have the dimension of D. The same definition applies to row vectors,
with slight modification (i.e. we should have zyT instead of zTy).
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Definition A.1.6 (Norm). Given a vector space V' over the real field, a function f :
V = R is a norm on V if and only if it satisfies

1. Positive definiteness: f(u) >0 for allu € V and f(u) =0 <= u=0.

2. Homogeneity: f(cu) = |c| f(u) for allc e R and u € V.

3. Triangle inequality: f(u+v) < f(u) + f(v) for all u,v € V.

We can obtain norms from inner products as stated in the next proposition.

Proposition A.1.1. Given an inner product {(-,-) on a vector space V, f(u) = /{(u,u)
18 a noTrm.

Some commonly used norms of column/row vectors belong to the class of the L,
norms, where p > 1 (and it is possible to have p = 00). If v = (uy,...,up) or u =
(u1,...,up)T, then its L, norm is given by

1

D p

Jull, = <Z|Uf|> :
i=1

The L; norm is also known as the Manhattan distance, and the Ls norm is the
Euclidean distance. Further, we can define the Lo, norm by taking the limit of the L,
norm as p approaches infinity. This yields

fullo = max fu].

In a vector space of column/row vectors, the most predominant metric is the L,
norm of the difference between two input vectors. Formally, this metric is defined as

d(z,y) = [l = yll,-

A.2 Primer on convex optimization

This section reviews some widely deployed gradient descent algorithms for (constrained)
convex optimization. I will begin by introducing key definitions and concepts in convex
optimization to set the stage. The presentation style of this section is attributed to
Bubeck [2015].
A.2.1 Introduction
A convex optimization problem takes the shape of

minimise f(z)

subject to x € X,
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where the objective function f(z) is convex and X is a convex set. Without loss of
generality, the aim of convex optimization is assumed to be minimizing an objective
function instead of its maximization.

In numerical optimization, one common paradigm is the black-box model, where we
can only retrieve information about individual points of an objective function to be op-
timized. If we only need to access the values of an objective function, this optimization
method is said to be zeroth order. If we additionally need to access gradients of the
objective function (i.e. Vf(x)), the optimization method is first order. As for the con-
straints specifying feasible regions, in the black-box model, we can assume that they are
known. Alternatively, we can use a more restrictive model in which we only have access
to a separation oracle. A separation oracle tells whether a given point is in the feasible
region or not (and if not, the oracle returns a hyperplane separating the point and the
feasible region).

Another paradigm in numerical optimization is called the structured model, in which
we can access information about the global structure of an objective function. For
instance, in the LASSO problem, the loss function, which is usually the least squared
error, is smooth, whilst the penalty term is not smooth (smoothness will be formally
defined later). By exploiting this structure, we can develop an efficient algorithm to the
LASSO problem.

Convex optimization problems are an important class of optimization problems to
investigate for numerous reasons, a couple of which are

1. Convexity gives rise to some nice properties that are helpful in optimization. One
particularly noteworthy property is that local optima are also global optima. To
check whether a given point is locally optimal, we only need local information.
On the other hand, it is much more difficult to check whether a given point is
globally optimal (under no additional assumptions on the objective function or the
feasible region) if we use the black-box model. By contrast, in convex optimization
problems, finding global optima amounts to finding local optima.

2. Many real-world problems can be formulated (or reformulated) as convex opti-
mization problems.

On the first point, to prove that local optima are global optima in convex optimiza-
tion, we use not only the assumption that f is convex but also the assumption that
X is convex. Thus, in the definition of convex optimization problems, it is essential to
impose the convexity requirement on both objective functions and feasible regions. On
a related note, convex optimization problems are usually assumed to be constrained.
Unconstrained convex optimization can be viewed as constrained convex optimization
problems with the feasible region of R™, which is indeed convex.

The second point by no means suggests that nonconvex optimization is less prevalent
than convex optimization. The real world also abounds with nonconvex optimization
problems, including deep neural networks. It is possible to borrow algorithms from
convex optimization and apply them to nonconvex optimization to obtain meaningful
results.
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A.2.2 Projected subgradient descent

In gradient descent-based algorithms for convex optimization, we use gradients to de-
termine the direction in which an objective function decreases. One issue with using
gradients is that they are not well-defined if the objective function is not differentiable.
To sidestep this issue, we define the notion of subgradients, which play the same role as
gradients and can be well-defined even if the objective function is not differentiable.

Definition A.2.1 (Subgradients). Given X CR™ and f: X — R, g € R" is a subgra-
dient of f at x € X if and only if for any y € X, we have

flx) = fly) <gT(z—y).
The set of subgradients of f at x is denoted by Of(x).
The following proposition relates convexity of functions and existence of subgradients:

Proposition A.2.1 (Proposition 1.1 in [Bubeck, 2015]). Consider a convex set X C R"™
and a function f : X — R. If 0f(x) # 0 for all x € X, f is a convex function.
Conversely, if [ is convez, then for any x in the interior of X, df(x) # 0. Furthermore,
if f is convex and differentiable at xz, then V f(z) € df(x).

Projected subgradient descent iteratively makes a step towards a minimizer of the
objective function using the following equation:

Yt+1 = T — NGt
Tip1 = (Y1),

where g; € 0f(x¢), Iy is a projection operator on X, and 7 is a fixed step size. Pro-
jected gradient descent (PGD) is a variant of projected subgradient descent in which the
objective function is differentiable and hence the gradient V f(z;) is used in place of a
subgradient.

The projection operator Ily is formally defined by

IIv(x) := argmin ||z — .
v(@) = argmin 2 — yl,

It is worth observing that we use the Euclidean distance in the definition of project
operators for projected subgradient descent. The reason for using the Euclidean distance
will be revealed later in the convergence proof of projected subgradient descent.

The following property of projection operators will also prove to be useful in the
convergence proof:

Lemma A.2.1 (Lemma 3.1 in [Bubeck, 2015]). Given x € X and y € R", we have

(Tx(y) — 2)"(TMx(y) —y) < 0.
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X

Figure A.1: Projection on a convex set

This lemma is illustrated in Figure A.1, where point p is the projection of y on a
convex set. Due to convexity of the set, three points y, p, and = form an angle larger
than or equal to §. Hence, (Ix(y) — x)"(Ix(y) — y), which is the dot product of two
vectors 9% and ﬁ, is smaller than or equal to 0. In addition, for the same reason, we
have I (y) — |3 + [ITx () — yl3 < lly — /3.

The following theorem provides us with a suitable step size and a convergence rate
of projected subgradient descent.

Theorem A.2.1 (Theorem 3.2 in [Bubeck, 2015]). Projected subgradient descent with

the step size of n = % satisfies

1 .. _RL
f(t;$s> _f(x)gﬁa

where L is a Lipschitz constant of f, t is the number of iterations, and R is the radius
(in the Euclidean distance) of a ball that completely contains X. Here, x* € X denotes
an optimal value.

Theorem A.2.1 suggests that f (% Zi:l xs) is a good approximation of f(z*). Alter-
natively, the final output of projected subgradient descent can be the smallest objective
value that we have computed, namely min{f(z;) | 1 < s < t}. Similarly to Theo-
rem A.2.1, min{f(zs) | 1 <s <t} satisfies

RL

min{ () |15 < 1) = fa") < .

A.2.3 Important properties of objective functions

Here, I introduce two properties of objective functions that can speed up convergence
of projected subgradient descent (and more generally gradient descent-based iterative
algorithms for convex optimization problems).

The first property, S-smoothness, is defined below.
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Definition A.2.2. A continuously differentiable function f is said to be B-smooth if
and only if

V(@) =V I@lly < Bl =yl

In words, the gradient of f is B-Lipschitz continuous.

Because different notions of smoothness are utilized in the literature of numerical
optimization, we should be mindful of which definition of smoothness is in use in the
current context. For example, in [Nocedal and Wright, 1999], by smoothness, the authors
mean that the second derivatives exist and are continuous.

In projected subgradient descent, if the objective function is assumed to be S-smooth

as well as convex, the convergence rate improves from O (%) to O (%)
The second key property, strong convexity, is defined as follows.

Definition A.2.3. A (differentiable) convez function f : X — R is a-strongly convez if
and only if for any x,y € X

f@) = fy) < V@) (@ =) = 5 e =y}

We can define a-strong convexity even when f is convex but not differentiable. This
is achieved by replacing the gradient V f(z) in the above definition with a subgradient
g € 0f(x).

The following lemma offers an alternative characterization of a-strong convexity:

Lemma A.2.2 (Bubeck [2015]). A convez function f is a-strongly convex if and only
if v f(x) = § |3 is convex.

The above lemma suggests that « is (a lower bound of) a measure of the curvature
of f. To illustrate this, for simplicity, suppose x is a one-dimensional variable, that is, a
scalar. If the second derivative of f is small (i.e. the curvature of f islow), z — f(z)—$a?
remains convex only for small . Conversely, if f’s second derivative is large (that is,
f’s curvature is high), then a can be large before it makes x — f(x) — %wQ nonconvex.

Strong convexity alone improves the convergence rate of projected subgradient de-

scent from O (i) to O (%) Moreover, strong convexity combined with smoothness can

Vi
further improve the convergence rate [Bubeck, 2015].

A.2.4  Frank-Wolfe algorithm

The Frank-Wolfe algorithm (also known as conditional gradient descent) was first pub-
lished by Frank and Wolfe [1956]. Like projected subgradient descent, the Frank-Wolfe
method uses gradient descent to iteratively make a step towards a minimizer of an ob-
jective function. However, one major difference between them is that the Frank-Wolfe
algorithm does not use projection, for we always stay inside the feasible region X desig-
nated by constraints.
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We assume that f is S-smooth for the Frank-Wolfe method. The iterative update in
the Frank-Wolfe method works by

v T
v € argmin V f (x;)Ty
Tep1 = (L — )zt + Ve,

where (7,)s>1 is a fixed sequence. It is clear that

yr = x¢ +arg min_ Vf(x)Ta.
atxieX
The optimal value for o has the longest component along the descent direction (that is,
the opposite of the directional derivative) of f at z;. Essentially, this step can be regarded
as finding an optimal point (within X') of the linear approximation to f. Computing y;
amounts to solving a linear optimization problem (note that only the objective function
is linear; the constraint is not necessarily linear), which in some cases is computationally
more tractable than computing projection.

The Frank-Wolfe method then selects a point x;y1 located somewhere between x;
and y;. In order for the algorithm to work properly, z; in the first iteration (i.e. o or
x1, depending on the starting index) must be drawn from X. The first z; is usually
randomly drawn from X.

With regard to the sequence (vs)s>1, there are various rules for determining x4
from x; and y;. One natural choice is to compute vs = argmin, (1) f(zs +7(ys — s)),
and this scheme is known as line search. Another choice is to use s = %1 forl1 <s<t.
In this case, the convergence rate is given by the following theorem.

Theorem A.2.2 (Theorem 3.8 in [Bubeck, 2015]). Fiz a norm ||-||. Let f be convex
and (-smooth with respect to the norm ||-||. If R = sup, ex |z —yll and vs = 5,4%1 for
1 < s <t then for any t > 2, we have

28R?
— ) < .
fla) = f7) < 255
In this theorem, the S-smoothness with respect to an arbitrary norm ||-|| is defined

by
IVf(z) =Vl < Bllz—yl,

where |||, is the dual norm; i.e. |[g||, := supyegn.|q|<1 97z For instance, the dual norm
of the L, norm is the L, norm, where % + é =1 (if one of p and ¢ is 1, the other takes
the value of 00).

In comparison with projected subgradient descent, if f is assumed to be convex and (-
smooth, both optimization methods have the convergence rate of O (%) One advantage
of the Frank-Wolfe method over projected subgradient descent is that the former does
not require projection and instead uses a linear minimization oracle over X (i.e. an
algorithm to solve a linear optimization problem with the feasible region being X). In
many applications in machine learning, it is easier to solve linear optimization problems
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than computing projection because the constraints that specify feasible regions are well-
structured. This is why the Frank-Wolfe method has recently gained more popularity in
the machine learning community [Lacoste-Julien, 2016; Reddi et al., 2016].

A.2.5 Stochastic gradient descent and coordinate descent

In this section, I briefly introduce two techniques to reduce the amount of computation
in each iteration of gradient-based optimization methods (e.g. projected subgradient
descent and the Frank-Wolfe method). Since they specify how to reduce the amount of
computation in each iteration rather than in what direction to make a step or how large
the step size should be, these techniques are orthogonal to convex optimization methods.
Hence, we can combine these techniques with any iterative convex optimization method
(although the convergence analysis may need to be carried out for each individual case).

The first technique works by computing an approximation of a subgradient whose
expected value (when seen as a random variable) is the true subgradient. If we use
this technique in projected subgradient descent, the resulting optimization algorithm
is known as stochastic gradient descent (SGD). In [Bubeck, 2015], SGD is studied in
the context of constrained convex optimization problems, but in other sources, SGD is
presented in the context of unconstrained convex optimization problems.

In many applications in machine learning, an objective function to be optimized is in
the form of > 7" | f(z;), where f is some function (e.g. composition of a neural network
and a loss function) and x; are training examples. When n is large, it is time-consuming
to compute the gradient of the objective function by summing all the gradients of f(x;)
for 1 < ¢ < n. This is where projected gradient descent comes in handy, because
it computes an approximation to the gradient by using only a small set of randomly
chosen training examples.

The second technique to reduce the amount of computation in each iteration oper-
ates by updating only a small number of coordinates. An iterative convex optimization
method using this technique is called coordinate descent (CD), and there are many
variants of CD [Wright, 2015]. If more than one coordinate is updated in each itera-
tion and this fact is to be emphasized, this method is called block coordinate descent
(BCD). If the coordinates to be updated are picked out randomly, then the method
is called random/stochastic coordinate descent (RCD/SCD). With respect to the type
of optimization problems, many sources on coordinate descent seem to focus on the
unconstrained setting [Bubeck, 2015; Wright, 2015].

A.3 General constrained optimization

In this section, I give an overview of general constrained optimization, where we do not
assume convexity of objective functions and feasible regions. This section follows the
same presentation style as the one in [Ruszczyniski, 2006].
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A.3.1 Lagrangian duality and relaxation

A general constrained optimization problem can be formulated as

minimize f(z)
subject to  g;(x) <

0 i=1,...,p (A.3.1)
hj(x) =0

7=1,...,q.

The Lagrangian of (A.3.1) is given by
P q
Lz, A, p) = f(@) + Y Xigi(x) + Y pihi(x).
i=1 i=1

The domain of this function is R x Ag, where Ag = RI;O x R%. The primal function
associated with (A.3.1) is defined as -

LP(‘T) = Sup L(.’L’, )\7”)7
()‘a/‘)eAO

and the dual function is
Lp(A,p) := inf L(z, A, p).
S

Additionally, the primal problem is

in L
min Lp(z),
and the dual problem is
max Lp(A,p).
ounfn, PP
If x is feasible in the original optimization problem (A.3.1), then we have Ly(z) =
f(z). In this case, because g;(x) < 0 for all 7 and h;(z) = 0 for all 7, the largest value for
Ly(x) is obtained by substituting A; = 0 for all ¢ and any value for p;. Consequently,
we obtain L,(x) = f(z) when x is feasible. Conversely, if = is infeasible in (A.3.1), then
L,(z) = co. To sum up, we have

Lp(z) = {f(fﬁ) if = is feasible in (A.3.1)

00 otherwise.

Here, we adopt the convention that the minimum of the empty set is oo; hence, (A.3.1)
takes oo if there are no feasible points.

As for the dual function, it can be interpreted as a lower bound of the optimal
objective value of (A.3.1). To illustrate this, we can first see that if z is feasible

V(A p) € Mo-f(x) = L(z, A, ).
This yields

V(A 1) € Ao.f(z) > rynei[gL(y’ A ) = Lp(A, ),
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where x is assumed to be feasible. Here, because a feasible point exists (namely z),
minger L(y, A, 1) is smaller than or equal to L(z, A, 1), which is no larger than f(x).
Therefore, for any feasible point x,

> ax Lp(A, p).
f(w)_(krﬁ)éxo p(A 1)

This means p* > d*, where p* is the optimal objective value of (A.3.1) and d* is the
optimal objective value of the dual problem (that is, max(y ,)ea, Lp(A, 1)), In fact,
p* > d* holds regardless of whether (A.3.1) has feasible points. If (A.3.1) has a feasible
point, by the above reasoning, p* > d* holds. Conversely, if we have no feasible points,
p* = oo and hence p* > d* again holds. Thus, the optimal objective value of the dual
problem is a lower bound on the optimal objective value of the primal problem, and this
result is known as the weak duality.

The quantity p* —d* is called a duality gap, and this is not always 0. However, under
some conditions on objective functions’ convexity and constraints, the duality gap is 0,
and this result is called strong duality.

If strong duality holds, we can solve the dual problem to obtain an optimal objective
value of the primal problem. More specifically, we first evaluate Lp(A, p) for different
values of (A, ) and return the largest optimal objective value. Oftentimes, we only
evaluate Lp(\, ) once with a fixed (A, ). This approach is known as Lagrangian
relaxation.

A.3.2 Penalty method

One general approach to general constrained optimization is to convert a given prob-
lem to a (sequence of) unconstrained optimization problem(s). This can be achieved
by embedding constraints in objective functions in the form of penalty, which is the
idea behind the penalty method. The presentation style of this section is attributed to
Ruszczyriski [2006].

Suppose we are given

;réi/% f(z), (A.3.2)

where X is a feasible region encoded by constraints. To embed the constraints in the
objective function, we create a penalty function P : R™” — R such that

Plz)=0 ifzeXx
P(z) >0 otherwise.

The objective function is then replaced with f(z) + AP(z), where A > 0 is called a
penalty parameter. We consequently obtain the following unconstrained optimization

problem:

I;lei]lg f(z) + AP(z). (A.3.3)

The following lemma relates the solutions to (A.3.2) and (A.3.3):
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Lemma A.3.1 (Lemma 6.5 in [Ruszezynski, 2006]). If (A.3.3) has an optimal solution
x* for some A > 0 such that x € X, then x* is also an optimal solution to (A.3.2).

We cannot know in advance which value of A will yield a solution that is feasible
in the original constrained optimization problem. Hence, in the penalty method, we
construct a sequence of values for A and solve an unconstrained problem instance for
each A in the sequence. One concrete strategy is to keep solving penalty problems with
different values for A until an optimal solution that is also feasible in the original problem
is found. Termination of this strategy is not guaranteed; i.e. it can be the case that for
any A, the associated penalty problem does not yield an optimal solution z* that satisfies
z* € X. However, as stated in the following theorem, a sequence of penalty problems
may yield a subsequence converging to an optimal solution of the original problem.

Theorem A.3.1 (Theorem 6.6 in [Ruszczynski, 2000]). Suppose that (A.3.2) has an
optimal solution. Given a sequence (Ap)k>1 such that limy_,oo Ay = 00, suppose xy, is
an optimal solution to the unconstrained optimization problem with A\i. Then every
accumulation point of (xk)k>1 is an optimal solution to (A.3.2).

Here, an accumulation point of a sequence is defined as a limit of some subsequence.
Note that this theorem does not guarantee the existence of an accumulation point in
(xk)k>1—the theorem only asserts that accumulation points, if they exist, are also op-
timal solutions to the original optimization problem. To ensure the existence of an
accumulating point, we need to make an additional assumption. For more detail and
the proof of the theorem, the reader is referred to [Ruszczynski, 2006].

One common penalty function is a quadratic function. Given an inequality constraint
g(r) < 0, the associated quadratic penalty function is (max{0,g(z)})?. An equality
constraint h(x) = 0 is associated with the penalty h(z)?. One advantage of using a
quadratic function for penalty is that (max{0, g(z)})? is (continuously) differentiable
(provided that g is (continuously) differentiable), unlike max{0, g(x)}.

Finally, it is worth noting that although the penalty method resembles Lagrangian
relaxation, they are distinct. In the penalty method, the terms we add to the original
objective functions represent penalty for violating constraints, whereas in Lagrangian re-
laxation, for inequality constraints, the additional terms can represent “rewards” rather
than penalty. For instance, given an inequality constraint g(z) < 0, Lagrangian relax-
ation always adds g(z) to the Lagrangian, whilst in the penalty method, if g(z) < 0,
then P(x) = 0 (by the definition of penalty functions); consequently, 0 is added to the
objective function instead of g(z).
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Appendix B

Adversarial attacks and training

B.1 Adversarial attacks

B.1.1 L-BFGS

This is a targeted adversarial attack proposed by Szegedy et al. [2013].

Let F' denote a classifier. Given an instance x € X, a concept ¢ to be learned, and
the target label t # c(x), Szegedy et al. [2013] formulate the problem of finding (optimal)
adversarial examples as follows:

minimize  ||d]|
subject to F(x+0) =t
r+oeX.

The norm operator ||-|| measures the size of the perturbation §. Common norm operators
for adversarial examples in computer vision include the Ly norm and L., norm.

Note that this is by no means the only way to formulate adversarial examples. As F'is
usually non-convex, we generally cannot precisely solve the above optimization problems
to compute (optimal) adversarial examples. Instead, the problem is “approximately”
solved by a numerical optimization method called L-BFGS.

B.1.2 Fast gradient sign method (FGSM)

This is untargeted adversarial attack proposed by Goodfellow et al. [2015].
Given an instance x € X, a loss function ¢, and a user-specified adversarial budget
€, an adversarial perturbation is given by

0 =e€-sign(V,L(0,x,y)). (B.1.1)

In those applications where each component of a vector € X is required to fall into
a range [a,b] (known as a box constraint), we need to apply clipping to x + 6. Clipping
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is defined by clip(q ) : © — y such that

a ifz; <a
Y =z fa<ax<bd
b ifx; > 0.

The rationale behind the design of FGSM is based on the observation by Goodfellow
et al. [2015]: neural networks tend to be locally linear. Goodfellow et al. [2015] maintain
that the local linearity is attributed to many loss functions being locally linear. For
instance, ReLU is piecewise linear, and the tanh and sigmoid functions are nearly linear
in the region close to the origin.

There exists a variant of FGSM for the Lo norm, where the sign operation in (B.1.1)
is replaced by projection on a unit Lo-ball around z. This variant is oftentimes called
fast gradient method (FGM) because we use Euclidean projection instead of the sign
function. Note that in FGSM, the sign function is not identical to the (Euclidean or L)
projection operator on a unit L..-norm ball. This is because d does not necessarily have
the same direction as V 0(0, z,y); in other words, § is not necessarily a scalar product
of V,4(0,z,y) when we use FGSM.

B.1.3 Projected gradient descent (PGD)

Another adversarial attack employs projected gradient descent (PGD), which is a nu-
merical optimization technique (See Appendix A.2.2 for details of PGD in convex opti-
mization). This attack works by iteratively making a step along the gradient of the loss
and then applying projection.

More formally, assume that x is an instance from a training dataset, ¢ is a target
concept to be learned, and / is a loss function. PGD is guided by

Vi (0, x4, c(x)) >
IV (0, e, ()] )

Teyq = Il (xt + -

where ||| is a norm operator and Il is a projection operator on the ball of radius e
(measured by ||-||) around z. Also, € is the overall adversarial budget, and « is the size
of a step made in each iteration. Both ¢ and a are parameters chosen by users. As in
FGSM, if necessary, we apply clipping to z;41 after the projection by II..

If we use the L, norm in PGD and we use the sign function in place of projection, the
resulting adversarial attack is an iterative variant of FGSM. This is known as iterative
FGSM (IFGSM) and is first introduced in [Kurakin et al., 2017].

Further details on PGD as an optimization method will be given in Section A.2.2.

B.2 Solving adversarial training in practice

In Section 2.4.2, adversarial training is formulated in terms of robust optimization. In
that section, it was explained that we usually run adversarial training by repeatedly
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alternate between (i) computing adversarial examples and (ii) update the weights of a
neural network accordingly. Although this workflow of adversarial training seems to be
reasonable at a first glance, there is a technical issue that needs to be resolved.

Adversarial training generally solves the outer minimization in (2.4.1) using gradient
descent whilst keeping § in (2.4.2) fixed. That is, adversarial training implicitly assumes
that the maximizer § of the inner problem is independent of #. However, because § can
be dependent on 0, solving the outer minimization problem whilst fixing the maximizer
(i.e. 0) may not yield a good approximation to the robust optimization problem’s solu-
tion. Assuming that we use gradient descent to solve the outer optimization problem,
Madry et al. [2017] resolve this issue by resorting to Danskin’s theorem. This states that
‘gradients at maximizers of the inner problem correspond to descent directions for the
saddle-point problem’:

Theorem B.2.1 (Danskin’s theorem from [Madry et al., 2017]). Let S be a nonempty
compact topological space. Given g : R" xS — R, assume that g(-,d) is differentiable for
every 0 € S and Vyg(0,0) is continuous on R x S. Additionally, suppose §*(0) = {6 €
arg maxses g(0,0)}. Then the corresponding maz-function

0) := 0,0

¢(0) = maxg(6,9)

is locally Lipschitz continuous and directionally differentiable. Further, its directional
derivative along vector h is

¢,(97 h) = sup theg(e’ 5)
5€5*(0)

In particular, if for some 0 € R™ the set 6*(0) = {d,} is singleton, then the maz-function
1s differentiable at 6 and
V(6) = Vo (60,53). (B.2.1)

A directional derivative of a multivariate function f : R™ — R refers to the function’s
gradient along a given vector h € R™. Note that on the right hand side of (B.2.1), the
value of dj is fixed when the gradient of g(6, ;) with respect to 6 is evaluated. Therefore,
(B.2.1) equates the gradient of ¢(#), in which the maximizer § can be dependent on 6,
with the gradient of g(f,d;), in which the maximizer d; is fixed. Employing Danskin’s
theorem, we obtain the following corollary.

Corollary B.2.1 (Madry et al. [2017]). Let 5 € S be a mazimizer for maxs (0, x+6,y).
Then, —Vl(0,x + 6,y) is a descent direction for ¢(0) = maxscs £(6,x + 0,y), provided
that Vel(0,x + 8,1) is nonzero.

Proof. This proof is attributed to Madry et al. [2017]. To apply Theorem B.2.1, set

9(0,0) =40,z + d,y).
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Theorem B.2.1 yields that the directional derivative of ¢(#) := maxses (6, + 6,y) in
the direction of h = Vygl(0,x + Z,y) is

¢'(0,h) = sup hTVyl(0,x +6,y) (B.2.2)
5€5*(0)
> hTh. (B.2.3)

Thus, if h = Vel(0,x + J,y) is nonzero, (B.2.3) is positive. Hence, on the left hand
side of (B.2.2), ¢/(, h) should also be positive. It follows that —h is indeed a descent
direction. O
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Appendix C

Supplementary analysis

C.1 Convergence the Wasserstein distance

In this section, I will analyze the difference between MIX and OPT. This analysis is
crucial because a bound on the convergence rate is necessary if we would like to know
how many training examples are needed to obtain a desired distance between MIX and
OPT.

To this end, because we have already derived a bound on |MIX — OPTempirical| in
Section 3.2.1, it remains to derive a bound on |OPT — OPTeppiricall- The difference
between OPT and OPTeppirical lies in the sets of probability distributions over which the
maximum of E[((6, z,y)] is evaluated. In OPT, the set of probability distributions under
consideration is {D | Wp(ﬁ,D) < €}, whereas in OPTempirical, {D| Wp(ﬁ,Dn) < e} is
used, where D,, is an empirical instance distribution. I will first examine the convergence
of Wp(D,D,,) to 0 and then investigate how W, (D, D,,) affects |OPT — OPTempirical-

Research results on the convergence of W), (D, D,,) are already available in the liter-
ature [Fournier and Guillin, 2015; Lei, 2018]. For instance, Fournier and Guillin [2015]
derive moment estimates and concentration estimates, which respectively look like

E[W,(D,D,)] < a(n) for all n > 1,

and
P(W,(D,Dy) > z) < a(n,x) foralln > 1,2 > 0.

As the exact details are complicated, I will not present them here.

Now that we have obtained a convergence rate of the Wasserstein distance, the next
step is to study the relationship between W, (D,D,) and |[OPT — OPTempirical|- Fix
D and D,,, and suppose W,(D,D,) = §. Figure C.1 depicts two uncertainty regions:
{D | W,(D,D) < ¢} and {D | W,(D,D,) < €}. In this diagram, the uncertainty
regions are depicted as circles whose centers are D and D,,. Let A, B, and C' denote
probability distributions that achieve the highest values of E[{(f,z,y)] in respective
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Figure C.1: Uncertainty regions around D and D,

regions. Consequently, we have
OPT = max { (0,2, )] 146, .1}
OPTempiricaI = Inax {%[£(07 z, y)]7 IE[E(G, z, y)]} .

Let B’ denote a probability distribution from {D | W,(D,D) < ¢, W,(D,D,,) < €}
that is the closest to A in terms of the W, distance. Since W,(D,D,) = J, we have
Wy(A, B") <. This can be formally proved as follows.

Proposition C.1.1. Let X be a Polish space and we consider probably distributions on
X. Assume that Wy(D,Dy,) = 6. Further, given a probability distribution A, assume
that W,(A, D) < e < W,(A,Dy,). If B’ is the closest probably to A (with respect to the
W, distance) such that Wy(B', Dy,) < €, then W,(A, B") <.

Proof. Since the Wasserstein distance is a distance metric, the triangle inequality holds,.
This gives

W, (A, D,) < Wp(A,D) + W,(D,Dy)
<e+6.

I will first focus on the case of p = 1. According to Section 7.4 of [Villani, 2003], for
any cost function ¢ (in Definition 3.1.2), any probability measures p1, pg, 1,2 and any
a € [0, 1], we have

Wi(apr + (1 — a)pz, avn + (1 — a)r) < aWi(p,vi) + (1 — a)Wi(ug, v2),

where these four probably measures are defined on a Polish space. Applying this in-
equality to our setting, we obtain

Wi(aA+ (1 —a)Dp,aDyp + (1 — @)Dy) < aWi (A, Dy) + (1 — a)Wi(Dy,, Dy)
S Wi (@A + (1 — a)Dy, Dy) < aWi (A, Dy).

If we set B" =aA+ (1 —a)D,, and a = WitADy)» it gives

Wi(B",D,) < e.
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By a similar argument, we can prove
Wi(B", A) <.

Therefore, by definition, we also have Wi(B’, A) < é.
Finally, to prove the general case of W), as explained in Section 3.1, we observe

1
Wpa(X,Y) = Wig(X,Y)r, where the second subscript of W denotes the under-
lying distance metric. Hence, we can translate, for example, W, 4(A,D) < € into
W14 (A, D) < €’. As a consequence, we can lift the above result of Wi(B',A) < ¢
into

WLdp(B/,A) < §P
Wp7d(B/, A) <é.

This concludes the proof. O
As Wy(A, B') < 6, we have

/d(w,x')p dry(z,2") < 6P (C.1.1)

for some coupling v € II(A, B’) such that v does not change labels. Fix this coupling ~.
Here, d : X x X — R2% is a metric on X. Since z — 2P for any p € [1,00) is a convex
function on the domain [0,00) and d(-,-) always returns non-negative values, it follows
from Jensen’s inequality that

( / d(z,2') d’y(x,x’))p < / d(z, 2" dy(z, ). (C.1.2)

Combining (C.1.1) and (C.1.2) yields

/d(a:,x')d’y(a:,x') < 0. (C.1.3)

The same result can be obtained for the case of p = cc.
Following the convention used in [Staib and Jegelka, 2017], I assume the L, norm is
used for the underlying metric d. For any ¢ € [1,00] and any x,2’ € R™, we have

1
ﬁHx—x’Hz < d(z,z") S\/me—x'HQ. (C.1.4)
This can be easily seen from Figure C.2, which illustrates the relationship between the
Ly, Lo, and L, norms in a two-dimensional space. As p increases, the unit circle of
L, approaches a square of radius one. By comparing the unit circles of the three L,

norms, it is straightforward to see that z—2']l, < /2 and lz=2ll, /3 in R2. These

lz—2']l, lz—allg —
two upper bounds are generalized to 1/m if the space we work with has the dimension
m. Consequently, (C.1.4) is yielded.
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Figure C.2: Unit circles with respect to the Ly, Lo, and Lo, norms

By (C.1.4), we obtain

;ﬁ/Hm — ||, dy(z,2') < /d(x,x’) dy(z, 2').
Combining this with (C.1.3) gives
/ Ja —2'[|, dy(z,2") < 6v/m. (C.1.5)
Because a Lipschitz constant of £(6, -, y) is L for any y, [(0, z,y) — £(0,2",y)| < L ||z — 2|,

holds, provided that we use the Lo norm in the definition of Lipschitz continuity. It fol-
lows from (C.1.5) that

\Ig[ae,x,yﬂ ~ E[0,2.9)] < Lovm

By the definition of B, we have Ep/[¢(0,x,y)] < Ep[¢(0,z,y)]. Hence, Eg[¢(0,z,y)]
EA[l(0,z,y)] + Loy/m must hold. By the same reasoning, we have Eg[l(0,z,y)]
Ec[4(0,z,y)] + Léy/m. Therefore, by case analysis, we derive

INIA

‘OPT - OPTempirical‘ < Lé\/%

C.2 Relationship between € and ~

In a number of adversarial training procedures and adversarial attacks, € is commonly
used as a robustness parameter (specifically, adversarial budget). On the other hand,
in WRM by Sinha et al. [2018], the relaxation parameter for the Lagrangian relaxation,
denoted by -, is used to regulate robustness. In this section, I discuss the relationship
between these two parameters.
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Recall that DRO with the Wasserstein distance is formulated as

min _ max E [40,z,v)], (C.2.1)
0 D:W:1(D,D)<e (2,y)~D

where € is a robustness parameter specified by the user and D is a distribution over
X x Y. Sinha et al. [2018] applies the Lagrangian relaxation to (C.2.1), transforming
the inner maximization problem to

sup | B _[0(8,z,y)] — \Wi(D,D)]|, (C.2.2)
D | (@y)eD

where 7 is a penalty parameter. Due to the duality result (See Theorem 3.2.2), we have
(3.2.5).

Thus, one approach to (numerically) solving the inner problem of (C.2.1) is to solve
(C.2.2) multiple times, each with a different value for v, and pick the one with the
best objective value. In the specific context of adversarial training, instead of selecting
optimal 7 in terms of Ae + E, ,y.pl¢a(0,z,y)] appearing in (3.2.5), it may be more
sensible to select vy that results in the highest robustness to adversarial attacks. Staib
and Jegelka [2017] adopt this approach in their experiments for comparing DRO methods
(e.g. the Frank-Wolfe method-based DRO) that use € and the Lagrangian relaxation-
based method, which uses 7 instead of €. They tested v drawn from

{0.0001, 0.0003, 0.001,0.003,0.01,0.03,0.1,0.3,1},

where the ratios between two consecutive values are approximately the same. They
report that v = 0.001 produced the best performance against an IFGSM adversary.

However, this (supposedly optimal) value of v is much lower than a typical value used
in the experiments by Sinha et al. [2018]. For instance, v = 2 is used for a synthetic
dataset that has a circular decision boundary, and approximately v = 0.37 is used for
MNIST. In [Sinha et al., 2018], (C.2.2) is solved using stochastic gradient descent (SGD),
and they derive the convergence bound under several assumptions on the loss function
¢, the cost function ¢, and the value of 7. Specifically, Sinha et al. [2018] assume that
~ is sufficiently large, which corresponds to a sufficiently large value of €. The inverse
relationship between € and « in effect follows from the duality result in (3.2.5).

In order to illustrate this inverse relationship more explicitly, we substitute (3.2.6)
into (3.2.5), yielding

sup E [¢0,z,y)]=inf E sup [€(0,2',y) — Mc(z,2") —€)] |, (C.2.3)
D:W1(D,D)<e (@,y)~D A20 (z,y)~D ac’EX[ ]

Here, for simplicity, the cost function is ¢ : X x X — R0 instead of ¢ : (X x
V) x (X xY) = R2OU {oo}. In other words, I adopt the standard convention that
c((z,y), (2',y")) = oo whenever y # y/'.

If € increases, the left hand side will likely increase as well (or at least remains
the same). Thus, the right hand side must not decrease if € increases. On the right
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hand side, c(z,z’) — € decreases as e increases. Hence, v needs to decrease such that
E(zy)~D [sup(m,ﬂ,) [0(0,2',y") — Mc(z,2") — €)]| does not decrease. Therefore, € and ~
are inversely related.

Additionally, the theory underlying WRM suggests that if ~ is sufficiently large,
the resulting optimisation problem is strongly concave and hence can be approximately
solved with good accuracy by gradient descent. This is in accord with the experiment
results of [Sinha et al., 2018] (see Sections A.3 and A.4 of [Sinha et al, 2018]). As
~ decreases, the performance of the Lagrangian relaxation-based DRO becomes less
effective in the sense that it becomes more similar to the performance of other adversarial
training procedures. Hence, the Lagrangian relaxation-based DRO is meaningful only
when ~ is large (or equivalently, € is small).

In [Staib and Jegelka, 2017], the optimal v is quite small A neural network trained
by WRM with a small value of 7 is unlikely to faithfully exhibit the true nature of
WRM. Thus, it is worthwhile to investigate whether the same optimal value of v can be
obtained.

Sinha et al. [2018], on the other hand, relate € and v in the following way:

= E [e(Ty (Owrm, 2, Y), z)], (C.2.4)
(mvy)NDn

where T,(0, z,y) returns the maximizer of (3.2.6); that is,
T,(0,z,y) = arg ma))g{ﬂ(@,x’,y) —ye(z,2')}. (C.2.5)
z'e

Also, Owrwm refers to the parameters of a neural network trained using the Lagrangian
relaxation-based DRO and D, is the empirical distribution. The justification of (C.2.4)
follows from the next proposition:

Proposition C.2.1 (Sinha et al. [2018]). Suppose

n

1

P(@) = E Z(STV(G,xi,yi) (026)
i=1
= arg max E [£(6,z,y)] —YWi(D,Dy) ¢, (C.2.7)
D ((zy)~D

where {(z,yi)}11 is a training sample and . denotes a probability distribution with a
unit mass as point z. Strictly speaking, the second line is ill-defined because it does not
return a unique probability distribution. However, since this abuse of notation does not
cause confusion, I will adopt this notational convention. Then for any parameters 6, we
have

@ yI)END [e(Ty(0,z,y),x)] = Wi(P(0),Dy). (C.2.8)

Proof. By Theorem 3.2.2, for any probability distributions A and B, we have

E Ee, y — YW~ A,B — E 9, 3 )
swp{ B (105 - AR} = E (6,000
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where ¢, is given in (3.2.6). By (C.2.7), we obtain

o B [H0.2.0)] =/ WA(PO) Do) = | B [64(6..3) (€:2:9)
SAWIPO).D) = B0y E (602 (€2.10)

Therefore, we have

B [e(Ty(0,2,y),x)] = Wi(P(0), Dn)

(xvy)NDn
=, B [T 0,0,0).0] = Wi(PE), D)
= E c(T(0,z,y),x)] = E (0,z,y)] — E 0,x, by (C.2.10
(x,y)wpnh(”( y), )] (x,y)NP(H)[( y)l (I’y)NDn[ﬁb'y( y)l by ( )
— E c(T,(0,z,y),z)|+ E [¢5(0,2,y)] = E 000, x,
LE, b Gay)a)+ B Oan)] = B (6.0.0)
= E [06,T,00,x,v), = E 006, x,y)],
LE [0.T,6.000) = E000y)

where the last line follows from the definitions of ¢., and T’, given in (3.2.6) and (C.2.5).
Finally, it follows from the definition of P(f) in (C.2.6) that the last equality holds.
Therefore, the claim (C.2.8) is true. O

On the right hand side of (C.2.8), P(f) is an adversarial probability distribution
that achieves the highest objective value, where the objective function is derived from
(C.2.1) by Lagrangian relaxation. To put it differently, P(f) is an “relaxed/empirical”
estimate of argmaxp. iy p. py<e By y)~pl(0;7,y)]. Therefore, it is reasonable to take
the distance between D,, and P(f) as a measure of the robustness achieved by a trained
neural neural network with the parameters 6.

C.3 Comparison of FWDRO and WRM

In this section, I compare FWDRO, a DRO algorithm developed by Staib and Jegelka
[2017] and based on the Frank-Wolfe method, and WRM, a DRO algorithm developed
by Sinha et al. [2018] and based on Lagrangian relaxation.

C.3.1 Theoretical formulations

One similarity between FWDRO and WRM is that both of them solve the inner maxi-
mization problem (i.e. finding adversarial examples) and the outer minimization problem
(i.e. optimizing model parameters) alternately. As for the outer optimization problem,
both of the two approaches use stochastic (projected) gradient descent.

Thus, they differ in the way the inner optimization problem is approximately solved.
In FWDRO, the empirical approximation to DRO is directly solved by means of the
Frank-Wolfe method. Hence, this approach retains the constraint of the inner problem.
By contrast, in WRM, Lagrangian relaxation is applied in order to remove the constraint
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of the inner optimization problem As a result, the inner optimization problem becomes
unconstrained. The empirical formulation of DRO that this approach induces is equiva-
lent to the Lagrangian relaxation of RO. Hence, in a sense, WRM loses some flavour of
distributional robustness.

C.3.2 Empirical performance

Staib and Jegelka [2017] conduct experiments to compare the performance of different
approaches to adversarial training. Specifically, they empirically study the following
methods:

e Empirical risk minimization (ERM)

e Fast DRO (FDRO) and Frank-Wolfe DRO (FWDRO): these are the empirical
approximations to DRO developed by Staib and Jegelka [2017]. FDRO only makes
one step in the Frank-Wolfe method (see line 5 of Algorithm 1), whereas FWDRO
makes multiples steps as in the standard Frank-Wolfe method.

e WRM

e Fast gradient sign method (FGSM) and iterative FGSM (IFGSM): they first gener-
ate adversarial examples using FGSM and IFGSM (See Section 2.4.1), respectively,
and then train neural networks using the newly generated adversarial examples in
addition to original training data. For convenience, when there is no risk of am-
biguity, I will refer to the corresponding adversarial training procedures as FGSM
and IFGSM, although they technically refer to adversarial attacks rather than
defenses.

Staib and Jegelka [2017] compare these methods in terms of their defenses against
an IFGSM adversary on MNIST, and the above methods are ranked as follows in the
descending order of defense success rates:

1. IFGSM
2. FGSM and FWDRO (roughly tied)

3. WRM and FDRO. They are tied in one experiment, but in a different experiment
that is more favorable to WRM, WRM performs better than FDRO.

4. ERM.

Staib and Jegelka [2017] remark that IFGSM performs better than FWDRO possibly
because FWDRO does not reach optimality or because DRO “tolerates more pointwise
loss to counteract the stronger adversary”.

Sinha et al. [2018] also conduct experiments to assess the performance of different
adversarial training procedures. Since they use ¢((z,y), (z/,/)) = ||z — 2|3 + 00 - Lyzy,
their formulation of empirical DRO is equivalent to the formulation by Staib and Jegelka
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[2017] using the W5 and Lo distances. In fact, in this case, since projection on an Lo o-
ball can be computed efficiently, we can directly solve (3.2.2) rather than using FWDRO
or WRM. Although Sinha et al. [2018] use the Wy with Ls norms for the defense, they
consider both the Lo and Ly, norms when launching adversarial attacks.

Their experiment results confirm that WRM only works well for large A, which
corresponds to the robustness guarantee with small e. WRM empirically outperforms
other approaches when they only defend against adversarial examples that are nearly
imperceptible to the human eye. However, when € is sufficiently large (and hence the
corresponding A becomes small), the superiority of WRM diminishes.

Comparing WRM with other methods, Sinha et al. [2018] report that WRM performs
better than FGSM-based and IFGSM-based adversarial training procedures, provided
that the adversary’s budged is small. This contradicts the experiment result by Staib and
Jegelka [2017], who report that IFGSM performs better than WRM under the adversary
of IFGSM. It could be the case that Staib and Jegelka [2017] and Sinha et al. [2018] use
different robustness levels for other adversarial training methods when comparing them
with WRM. In addition, in [Sinha et al.,; 2018], in many test cases (including the cases
where IFGSM is an adversary), FGSM performs better than IFGSM, which contradicts
the report of Staib and Jegelka [2017].
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Appendix D

Supplementary experiment results

This chapter contains supplementary experiment results for Section 5.2.

D.1 Distributional PGD attacks

Overview

In Section 5.2.2, we use FGSM and PGD attacks to evaluate ten values of v for WRM.
However, although it is a common practice in the literature to evaluate the robustness
of a neural networks using pointwise attacks (e.g. FGSM and PGD), DRO algorithms,
including WRM, are meant to defend against “distributional” adversarial perturbations
instead of pointwise attacks. To launch distributional adversarial attacks, we are required
to solve (3.2.1). It can be approximated by (3.2.2), which can in turn be approximately
solved by PGD. This is precisely what is done in distributional PGD to solve the inner
maximization problem of DRO in (3.1.1).

Regarding hyper-parameters, the distributional distance is the 2-Wasserstein dis-
tance, and the pointwise distance function is Lo. Forty-one evenly separated values of €
are sampled from the range [0, 10.0]. The size of each batch used to create distributional
perturbations is 512, and 40 iterations are executed for each batch. As indicated in Sec-
tion 5.1, 15 iterations are used when training neural networks by means of distributional
PGD; however, when distributional PGD is used for attacks, the number of iterations is
increased from 15 to 40.

Results

The experiment results are presented in Figure D.1.

The adversarial attack success rate sometimes slightly drops even when the adver-
sarial budget e increases. This is probably due to the stochastic nature of distributional
PGD: the dataset is randomly divided into batches.

It is worth observing that the adversarial attack success rates are noticeably low. For
instance, when € = 4.0, the attack success rate is less than 0.05 whether we use ReLLU or
ELU. On the other hand, if we use PGD instead of distributional PGD to attack neural
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Figure D.1: Robustness of WRM-trained models to distributional PGD attacks

networks, as shown by Figure D.3, the attack success rate at € = 4.0 is more than 0.1.
Hence, distributional PGD is deficient as a (distributional) adversarial attack algorithm.

The poor performance of distributional PGD as an adversarial attack ties in with its
performance as a training algorithm compared to FWDRO and WRM (See Section 5.2.3).

D.2  Comparison of DRO models using PGD attacks

The robustness results of WRM-trained neural networks with various values of v to PGD
attacks are presented in Figure D.2 and Figure D.3.
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Figure D.2: Robustness of WRM-trained models to PGD with the Lo, norm
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