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Learning Objectives

Safety & Contracts

rigorous specification
contracts
preconditions
postconditions
differential dynamic logic

discrete+continuous model semantics
analytic specification reasoning principles
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if(x=0) vi=—cv
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@ Safety of Robots
@ Safety of Bouncing Balls
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Safety of Robots

Three Laws of Robotics Isaac Asimov 1942 §

@ A robot may not injure a human being or, through inaction, allow a
human being to come to harm.

@ A robot must obey the orders given to it by human beings, except where
such orders would conflict with the First Law.

© A robot must protect its own existence as long as such protection does
not conflict with the First or Second Law.
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Safety of Robots

Three Laws of Robotics Isaac Asimov 1942 7}

@ A robot may not injure a human being or, through inaction, allow a
human being to come to harm.

@ A robot must obey the orders given to it by human beings, except where
such orders would conflict with the First Law.

© A robot must protect its own existence as long as such protection does
not conflict with the First or Second Law.

Three Laws of Robotics are not the answer.
They are the inspiration!
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Contracts are Not Enough

CPS contracts are crucial for CPS safety.
We need to understand CPS programs and contracts and how we can
convince ourselves that a CPS program respects its contract.

Contracts are at a disadvantage compared to full logic.
Logic is for Specification and Reasoning
@ Specification of a whole CPS program.

© Analytic inspection of its parts.

© Argumentative relations between contracts and program parts.
“Yes, this CPS program meets its contract, and here’s why ...”
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° Differential Dynamic Logic
@ Syntax
@ Semantics
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Differential Dynamic Logic: Syntax

Definition (Syntax of differential dynamic logic)
The formulas of differential dynamic logic are defined by the grammar:
P.Q:=e>&|-P|PANQ|PVQ|P—Q|VxP|3xP|[c]P | (cx)P
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Differential Dynamic Logic: Syntax

Definition (Syntax of differential dynamic logic)
The formulas of differential dynamic logic are defined by the grammar:
P,Q:=e>&|-P|PAQ|PVQ|P—Q|VxP|3IxP|[a]P]|

AII Som AII Som
Impl
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Differential Dynamic Logic dL: Semantics

Definition (dL Formulas)
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Differential Dynamic Logic dL: Semantics

Definition (dL Formulas)
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Differential Dynamic Logic dL: Semantics

Definition (dL Formulas)

o-span
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Ex: Runaround Robot

(x,5)
()
(v,w)
///‘— - ==
/ P A
/ ’
| /
|
\
\ /
\\ //

André Platzer, Stefan Mitsch (CMU) LFCPS/04 12/15


https://doi.org/10.1007/978-3-319-63588-0_4
https://www.cs.cmu.edu/~smitsch/courses/lfcps22/
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Example (Runaround Robot)
((w::—1 Uo:=1Uw®:=0);
X =v,y=wVv =0oww = —wv})*
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Ex: Runaround Robot

Example (Runaround Robot)
(x.y)#o0— [((?Q-1;0:=—1U7Q;0:=1U?Qy; ®:=0);
{X/ = Vay, =Ww, V/ = w, W/ = —(DV})*] (va) 7£ o
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Differential Dynamic Logic dL: Syntax

Definition (Hybrid program «)
a,f = x:=f(x)]|?7Q| ¥ =f(x)&Q|aUB | ;B | a*

Definition (dL Formula P)
P,Q :=e>&|-P|PAQ|VYxP|3xP|[c]P| (a)P
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Differential Dynamic Logic dL: Syntax

Differential
Equation

Discrete
Assign

Nondet.
Choice

Test
Condition

Definition (Hybrid program o)
a,f = x=fx)|?7Q| X =f(x)&Q|auB |a;B | a*

Definition (dL Formula P)

P,.Q :=e>&é|-P|PAQ|VYxP|3IxP|[a]P]| ()P

A
All Some| [All Som
IReaIsI IReaIsI lRunsI IRunsl
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Differential Dynamic Logic dL: Semantics

Definition (Hybrid program semantics) ([-]: HP — (.7 x %))
[x:=f(x)] = {(w,v) : v=w except V[x] = o[f(x)]}
[’Q] = {(w,0) : ©<[Q]}
¥ =f(x)] = {(¢(0),9(r)) : ¢ = x" = f(x) for some duration r}
[eUB] = [e]UIB]
[o: 81 = [o] o [B]

* — B n
[e] = [o] = Li]ﬂa I compositional semantics
ne

Definition (dL semantics) ([]: Fml = ()
[e>e] = {0 : o[e] > oe]}
-1 = [PI°
[PAQ] = [PIN[Q]
[Ka)P] = [e]o[P]={® : ve[P]forsomev: (w,v) <[]}
[[@]P] = [~(a)-P]={w : ve[P]foralv: (o,v) < [a]}
[BxP] = {o : o] < [P] for somer e R}
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