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0 Learning Objectives

e Fundamental Runtime Safety Challenges

e Simultaneous Model Validation and Proof Transfer
@ Model Validation

© Provably Correct Monitor Synthesis
@ Logical State Relations
@ Correct-by-Construction Synthesis
@ Controller Monitors
@ Prediction Monitors

Q summary
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Learning Objectives

Verified Models & Verified Runtime Safety

proof in a model vs. truth in reality
tracing assumptions
turning provers upside down
correct-by-construction
dynamic contracts
proofs for CPS implementations

models vs. reality tame CPS complexity
inevitable differences runtime validation
model compliance online monitor
architectural design prediction vs. run
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e Fundamental Runtime Safety Challenges
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What Else Could Possibly Go Wrong?

Proposition (System Proved Safe)
A — [(ctrl, plant)*]S J
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What Else Could Possibly Go Wrong?

Proposition (System Proved Safe)
A — [(ctrl, plant)*]S J

m Predictions need models!

S Right answer to wrong question
A Proof, so can’t forget condition
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What Else Could Possibly Go Wrong?

A — [(ctrl; plant)*]S
Predictions need models!

i A Challenge
;rl Verification results about models
- only apply if CPS fits to the model
‘4 Simultaneous model validation and proof transfer

PI’OLn, SO AT UETTavVIOTCUTTeTT
4 Empty behavior
¥ Model vs. control implementation

Proof, so all behavior correct
¥ No runs
¥ Plant model vs. real physics
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9 Simultaneous Model Validation and Proof Transfer
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Runtime Monitor for Runtime Validation of Model

Proposition (System Proved Safe)
A — [(ctrl, plant)*]S J
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Runtime Monitor for Runtime Validation of Model

Proposition (System Proved Safe)
A — [(ctrl, plant)*]S J

A Monitor easy if measurable
Veto turns CPS off

Stefan Mitsch, André Platzer (CMU) LFCPS/19 4/15


https://doi.org/10.1007/978-3-319-63588-0_19
https://www.cs.cmu.edu/~smitsch/courses/lfcps22/

Runtime Monitor for Runtime Validation of Model

Proposition (System Proved Safe)
A — [(ctrl, plant)*]S J

A Monitor easy if measurable
Veto turns CPS off

Stefan Mitsch, André Platzer (CMU) LFCPS/19 4/15


https://doi.org/10.1007/978-3-319-63588-0_19
https://www.cs.cmu.edu/~smitsch/courses/lfcps22/

Runtime Monitor for Runtime Validation of Model

Proposition (System Proved Safe)
A — [(ctrl, plant)*]S J

A Monitor easy if measurable
Veto turns CPS off

S Too late to monitor
CPS already unsafe!
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Runtime Monitor for Runtime Validation of Model

Proposition (System Proved Safe)
A — [(ctrl, plant)*]S J
[

Synthesize or Monitor

A Monitor easy if measurable

Veto turns CPS off —>(Controller}————

S Too late to monitor
CPS already unsafe!

Y

l Sensors l Actuators
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Runtime Monitor for Runtime Validation of Model

Proposition (System Proved Safe)
A — [(ctrl, plant)*]S J
[

Synthesize or Monitor

A Monitor easy if measurable

Veto turns CPS off —>(Controller)
S Too late to monitor
CPS already unsafe! y ModelPlex
ctrl Refinement proofs Compl.iance
Monitor
v

(Sensors)
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Runtime Monitor for Runtime Validation of Model

Proposition (System Proved Safe)
A — [(ctrl, plant)*]S J
|

Monitor
A Monitor easy if measurable
Veto turns CPS off —>(Controller)
S Too late to monitor
CPS already unsafe! y ModelPlex
ctrl Refinement proofs C?\;lnopl_n:;ce
. . nitor
Monitor each control decision
Veto overrides decision *

(Sensors)
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Runtime Monitor for Runtime Validation of Model

Proposition (System Proved Safe)
A — [(ctrl, plant)*]S J
|

Monitor
A Monitor easy if measurable
Veto turns CPS off —>(Controller)
S Too late to monitor
CPS already unsafe! y ModelPlex
ctrl Refinement proofs CT\;l"opl.'fgce | Fallback
. . nitor
Monitor each control decision
Veto overrides decision *

(Sensors)

plant No source code for physics
Observe and compare
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Runtime Monitor for Runtime Validation of Model

Proposition (System Proved Safe) Monitors must be correct |
A — [(ctrl, plant)*]S J
|

Monitor

A Monitor easy if measurable

Veto turns CPS off —>(Controller }—

S Too late to monitor

CPS already unsafe! J y ModelPlex

ctrl Refinement proofs C(I)\;Ino[:ii:;rce L[ Fallback
Monitor each control decision "

Veto overrides decision *

(Sensors)

plant No source code for physics
Observe and compare
Veto triggers best fallback
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Runtime Monitor for Runtime Validation of Model

Proposition (System Proved Safe) Monitors must be correct |
A — [(ctrl, plant)*]S J

\lelaitele Verified runtime validation!

A Monitor easy if measurable

Veto turns CPS off —>(Controller)
S Too late to monitor
CPS already unsafe! J y ModelPlex
ctrl Refinement proofs C(I)\;Ino[:;:;rce L[ Fallback
Monitor each control decision "
Veto overrides decision *

(Sensors)

plant No source code for physics
Observe and compare
Veto triggers best fallback
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Model Validation and Proof Transfer

Ensure that verification results about models
apply to CPS implementations

< ) Model o
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@ Model Validation
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Model o @ : ctrl p|ant : '
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Model o
A Challenge

Model describes behavior,
[ but at runtime we get sampled observations
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Model Validation

pre-state
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Model Validation

measure
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Model Validation

Online model checking

E Model o
i a=A

Ua:=0

IV Ua:=—B
measure E
- .~ 7S physics, -7 TeS
E 0 Vg E 0 v
- o eg, E .

p\ flight !

pre-state post-state

Stefan Mitsch, André Platzer (CMU) LFCPS/19 7/15


https://doi.org/10.1007/978-3-319-63588-0_19
https://www.cs.cmu.edu/~smitsch/courses/lfcps22/

Model Validation
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Logic characterization

Monitor:

quantifier-free, program-free formula

P(x,x")
checked online

physics,

eqg.,
flight

e Voo

 measure

post-state
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Model Validation

Logic characterization

] Monitor:
i quantifier-free, program-free formula
1 P(x,x™)
| checked online

M A How to check model online? .
@ Transform model into observation-monitor
1 es ) C
p‘s\}/,’ flight \,b‘h@)'//
pre-state post-state
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Bouncing Ball Monitors

Proposition (Can bounce around safely)

)

A= [({X =v,V =—g&x>0};(?x=0;vi=—cvU?x £0))’]S
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Bouncing Ball Monitors

Proposition (Can bounce around safely)

A= [({X =v,V = —g&x>0};(?x =0;vi=—cvU?x £0))°]S

Example (Controller Monitor)

'control changes (x,v) to (x™,vT) '
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Bouncing Ball Monitors

Proposition (Can bounce around safely)

A= [({X =v,V = —g&x>0};(?x =0;vi=—cvU?x £0))°]S

Example (Controller Monitor)
(x=0AvF=—cvV x>0AvT=v) AxT=x

'control changes (x,v) to (x™,vT) .
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Bouncing Ball Monitors

Proposition (Can bounce around safely)

A= [({X =v,V =—g&x>0};(?2x=0;vi=—cvU?x £0))°]S

Example (Controller Monitor)
(x=0AvFt=—cvV x>0AvF=v) AxT=x

1test+domain .
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Example (Controller Monitor)
(x=0AvFt=—cvV x>0AvF=v) AxT=x

Example (Plant Monitor)
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Bouncing Ball Monitors

Proposition (Can bounce around safely)

A= [({X =v,V =—g&x>0};(?x=0;vi=—cvU?x £0))’]S

Example (Controller Monitor)
(x=0AvFt=—cvV x>0AvF=v) AxT=x

Example (Plant Monitor)

from solution
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Proposition (Can bounce around safely)
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Example (Controller Monitor)
(x=0AvFt=—cvV x>0AvF=v) AxT=x

Example (Plant Monitor)
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Proposition (Can bounce around safely)
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Example (Controller Monitor)
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Bouncing Ball Monitors

Proposition (Can bounce around safely)

A= [({X =v,V =—g&x>0};(?2x=0;vi=—cvU?x £0))’]S
substitute in

Example (Controller Monitor)
(x=0AvF=—cvV x>0AvT=v) AxT=x

Example (Plant Monitor)
vt=v—g-AtAxt =x+v-At—(AtPAAL>0AXx>0AXxT >0

Example (Model Monitor, combines controller and plant monitor)

AxT =x+ V-At—g(At)ZAXZO/\X+ >0
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Bouncing Ball Monitors

A= [({X = v,V = —g&x > 0}:(?x = 0;v:i=—cvU?x #0))']S

(x=04ayt—_

A Takeaway
Monitors are subtle, in desperate need of correctness proof.

v — 1 What proof implies a safe system if the monitors pass?

g

Ax+:er\/-At—E(At)Zszom(+ >0
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© Provably Correct Monitor Synthesis
@ Logical State Relations
@ Correct-by-Construction Synthesis
@ Controller Monitors
@ Prediction Monitors
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Characterizing State Relations in Logic

When are two states linked through a run of model a?

Measure, e oo ooooTouTToooTonTo oo | measure
.7 TS evolve, 27 a8
/ / \
' l eg. ' !
\ / H \ 7
Pay .- flight ptot
pre-state post-state
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Characterizing State Relations in Logic

When are two states linked through a run of model o.?

(semantics of hybrid programs: reachability relation [c] )

Measure , oo | measure
: //’-‘\'\Sg //’-\\QS
1 v / \
1 | I 1 }
\ ! \ !
\ / \ 7
p\_ _=? bq—w/
pre-state post-state
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Characterizing State Relations in Logic

When are two states linked through a run of model a?

(exists a run of a that transforms x into x*? |

O R
ol (w,v) €[] semantical
| I
| iff (@,v) = (@) A x=xT logicaldL | ..
vl xeBV(a) :
measure | t----------——————————————_______! !measure
s ;77 TS
l‘l \l l‘I \l
p\_,’ bq—w/
prestate post-state
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Characterizing State Relations in Logic

When are two states linked through a run of model a?

o
o (@vield
| iff (@, v) | (o) A x=xT
"t xeBV(a)
. iff (0, V) = P(x,xT
measure | L-——g———z—):---(————z ———————————————
: /’-\\SE
l‘l \l: l‘ \
p\\_/,/ \b+~‘2//
prestate post-state
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Characterizing State Relations in Logic

When are two states linked through a run of model a?

@
Al (0,v) € [a]
it (o,v) (@) Ax=xT
"t xeBV(a)
— if (o,v) = P(x,x"
measure | L-———(————)—%--(—————) ———————————————
: /’-\\SE
l‘/ \l: l‘ \
p\\_/,/ \b+~‘2//
~ pre-state post-state
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Characterizing State Relations in Logic

Logic reduces online safety to offline proof plus runtime monitor

a;) E (o,v) €[] semantical
| iff (@,v) = (@) A\ x=xT logical dL
"t xeBV(a)
i (0,v) = P(x,xT arithmetical
measure | L-———(————)—%--(—————) ———————————————

Sl : Voffline proof

TS B POGxT) = (@) Aoy k=Xt :
f 0 D 3 E [

p\ . bq—w’
 pre-state  post-state
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Characterizing State Relations in Logic

Logic reduces online safety to offline proof plus runtime monitor

a:) E (o,v) €[] semantical
| iff (@,v) = (@) A\ x=xTlogical dL
"t xeBV(a)
i (0,v) =P, xT arithmetical !
measure | L-———(————)—)?-—(—————) ———————————————

A . Voffline proof

- '*S E PO xT) = (o) Axepv(a) X=X ;
E | 3 E [ 0 3
P ' g /\ E o

Pt | PlxoxT) satisfiable, | e

but not valid

pre-state post-state
>

@ finish proof at runtime
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Simultaneous Model Validation and Proof Transfer

Logic reduces online safety to offline proof plus runtime monitor

EA—[o]S

Voffline proof

) E (o,v) € |[a]] semantical

, iff (0,v) = (&) A\ x=xTlogical dL

vl xeBV(a)

i (0,v) EP(x,xT arithmetical !
measure | It (@) = POxT) _ arithmetical

A 3 Voffline proof ]
TS POOxt) (@) Acepv(a X=X

1 2 1 |
. 0 3 N\ o 0 3
P | PlxoxT) satisfiable, | e’
but not valid
pre-state post-state
A

@ finish proof at runtime
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Simultaneous Model Validation and Proof Transfer

Logic reduces online safety to offline proof plus runtime monitor

EA—[a]S +oe[A]
Woffline proof gruntime monitor

()

) E (o,v) € |[a]] semantical

, iff (0,v) = (&) A\ x=xTlogical dL

vl xeBV(a)

i (0,v) EP(x,xT arithmetical !
measure | It (@) = POxT) _ arithmetical

A 3 Voffline proof ]
TS B POGxT) = (0) Asepy(ey x=xT :
E 0 B E o0 .
P ;o /\ E o

P | PlxoxT) satisfiable, | e’

but not valid

pre-state post-state
A

@ finish proof at runtime
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Simultaneous Model Validation and Proof Transfer

Logic reduces online safety to offline proof plus runtime monitor

EFA—[o]S +we[A] +(o,v)e[a]
Woffline proof gruntime monitor

()

) E (o,v) € |[a]] semantical

, iff (0,v) = (&) A\ x=xTlogical dL

vl xeBV(a)

i (0,v) EP(x,xT arithmetical !
measure | It (@) = POxT) _ arithmetical

A 3 Voffline proof ]
TS B POGxT) = (0) Asepy(ey x=xT :
E 0 B E o0 .
P ;o /\ E o

P | PlxoxT) satisfiable, | e’

but not valid

pre-state post-state
A

@ finish proof at runtime
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Simultaneous Model Validation and Proof Transfer

Logic reduces online safety to offline proof plus runtime monitor

EA—[alS +we[A] +(w,v)e o] implies v € [S]
Woffline proof £gruntime monitor
[N
p ! ((D,V) € IIa]]
- iff (0,v) (@) Ax=x"
vii xeBV(a)
— if (o,v) = P(x,x arithmetical
measure, ‘--- —(— =< —)-)?- —(— — —) ——————————————— | measure
g i ; Voffline proof T T ;
7 RS EPHxT) = () Avepvoy x=xt TS
S A S
1 P(x,xT) satisfiable, et
but not valid
pre-state post-state
VNS

@ finish proof at runtime
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Simultaneous Model Validation and Proof Transfer

Logic reduces online safety to offline proof plus runtime monitor

FA—[a]S +we[A] +(o,v)EP(x,xT) implies v e [S]

Woffline proof &gruntime monitor 3runtime monitor
w r—-T—-—">""®""""~"~"~" "~~~ T T T T T T T T T T T T T
) i (w,v) € |[a]]
I
| 4
a iff (@,V) /\x xt
vl xeBV(a)
|
I

if (0,v)EP(x,xT)
. : »»»»»»»»»»» . Voffline proof ] :
// QS = P(x, X+) — () Axesy a)X:X+ ,’/ ‘S

K ' A E »

Pt | Plxoxt) satisfiable, | e

but not valid

pre-state post-state
A

@ finish proof at runtime
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Simultaneous Model Validation and Proof Transfer

Logic reduces online safety to offline proof plus runtime monitor

EA—=[a]lS +we[A] +(w,v)EP(x,xT) impliesve[S]

Voffline proof €¥gruntime monitor &3runtime monitor

System safe as long as monitor satisfied (FMSD'16) B e
(extension to imperfect sensors with additional quantifiers)

P RO PTG o NXeBV(a) X—X g xS

I 1 I |
Pay . P(x,x") satisfiable, ‘ et

but not valid
pre-state post-state
A

@ finish proof at runtime
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Correct-by-Construction Synthesis

dL proof calculus executes models symbolically

Model o
pre-state x | j—1 ode @ post-state x T

proof attempt
o () (Axerv(m) X = x*)
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Correct-by-Construction Synthesis

dL proof calculus executes models symbolically

pre-state x @—i(@i—»@ post-state x T

o (climbUdescend)(/Ayepy(a) X = x*)
/\

J\

(climbUdescend)P «»
(climb) PV (descend) P

‘ proof attempt |
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Correct-by-Construction Synthesis

dL proof calculus executes models symbolically

pre-state x @—i(@i—»@ post-state x T

proof attempt
@ (climbUdescend)(Axepy(a)X = x™)

| Y
(climb)(Axepv(ey X =x") S ~, (descend)(Axepv(o) X =X")
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Correct-by-Construction Synthesis

dL proof calculus executes models symbolically
Model o

: i |
pre-state x | j—1 climb i post-state x™
| fdescend }J'

proof attempt
@ (climbUdescend)(Axepy(a)X = x™)

V
(o) Acaia X = X7) § . {de508n) Aseay(a ¥ = x*)

Pi(x,xT) ﬁ ﬁ Po(x,xT)
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Correct-by-Construction Synthesis

dL proof calculus executes models symbolically
Model o

: i I
pre-state x | j—1 climb i post-state xT
| fdescend })'

proof attempt
@ (climbUdescend)(Axepy(a)X = x™)

V
(o) Acaia X = X7) § . {de508n)(Aseay(a ¥ = x*)

Pi(x,xT) i ﬁ Po(x,xT)

Monitor: Py(x,x™)V Pa(x,x™)
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Correct-by-Construction Synthesis

dL proof calculus executes models symbolically
Model o

proof attempt
@ (climbUdescend)(Axepy(a)X = x™)

\%
(climb) (Axepv(a) X = XT) ]J/O\]) (descend) (Axepv(a) X = X)

Pi(x,xT) i i Po(x,xT)

Monitor: Py(x,x™)V Pa(x,x™)

@ The subgoals that cannot be proved express all the conditions on the
relations of variables imposed by the model ~~ finish proof at runtime
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Correct-by-Construction Synthesis

dL proof calculus executes models symbolically
Model o

pre-state x =1 F>@——@— i post-state x+

proof attempt

Model Monitor

(cli Immediate detection of model violation
~> Mitigates safety issues with safe fallback action

P1(X7X+) Y Y P2(X7X+)

Monitor: Pi(x,xT)V Pa(x,x™)

@ The subgoals that cannot be proved express all the conditions on the
relations of variables imposed by the model ~ finish proof at runtime
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Typical (ctrl; plant)” models can check earlier

predict

( Controller Monitor )
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Controller Monitor: Veto Early If Noncompliant

. . Model o
prior state x | | ; @ post-state x™

Model Monitor
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Controller Monitor: Veto Early If Noncompliant

Model o
- _étFI_ X Ta‘nT 5

prior state x

Controller Monltor before actuation
post-state x™

Semantical: (w,V) € [etrl] {reachability relation of ctrIJ
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Controller Monitor: Veto Early If Noncompliant

Model o
- _étFI_ X Ta‘nT 5

prior state x

Controller Monltor before actuation
post-state x™

Offline

Semantical: (w,v) € [ctrl]
{ Theorem
Logical dL: (@, V) = (ctrl)(x = xT)

exists a run of ctrl to
a state where x = xt
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Controller Monitor: Veto Early If Noncompliant

Model o

prior state x | ® J—>J—>J,—> i+1

Controller Monitor before actuation
post-state x™

Offline
Semantical: (w,V) € [etrl]
' Theorem exists a run of ctrl to ]
_ A
Logical dL: (w, V) k= (ctrl)(x = xT) a state where x = x
1) dL proof

Arithmetical:  (o,Vv) = P(x,x*) ﬁcheck at runtime]
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Controller Monitor: Veto Early If Noncompliant

Model o
- _étFI_ X Ta‘nT 5

prior state x

Controller Monltor before actuation
post-state x™

Offline
Semantical: (w,V) € [etrl]
' Theorem exists a run of ctrl to ]
_ A
Logical dL: (w, V) k= (ctrl)(x = xT) a state where x = x
1) dL proof

Arithmetical:  (o,Vv) = P(x,x*) %check at runtime]

Theorem (Controller Monitor Correctness)
Controller safe and in plant bounds as long as monitor satisfied (FMSD'16)

)
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Controller Monitor: Veto Early If Noncompliant

Model a

prior state x | @ ——(@p— V. — L 41

Controller Monitor before actuation
post-state x™

Offline
Controller Monitor

Immediate detection of unsafe control before actuation 5
~~ Safe execution of unverified implementations
in perfect environments
1 AL pProor

Arithmetical: (0)= V) = P(X:Xﬂ ﬁcheck at runtime}

Controller safe and in plant bounds as long as monitor satisfied (FMSD'16)
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Safe despite evolution with disturbance?

( Prediction Monitor )
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Prediction Monitor: Compliance with Disturbance

( post-state x+ ]
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Prediction Monitor: Compliance with Disturbance

[plant of the form (x’ = f(x)&Q) ’

Model o
< ) :"'cirl'"'léﬁt"! < )
pre-state x . O
Prediction Monltor OE_’
before actuation :
post-state x™ . _Qi
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Prediction Monitor: Compliance with Disturbance

[time bound t:=0; (x’ =f(x), ! =1&QAt< e) ’

Prediction Monltor
before actuation
post-state x™

within time &

states reachable J
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Prediction Monitor: Compliance with Disturbance

[disturbance t:=0; (f(x) -0 <X<f(x)+8,{=1&QANLt< 8)]

Model o

| la !
pre-state x \a-))—ul Jc_tr)l vp > i1 ’

Prediction Monitor

before actuation © X' states reachable
post-state x* | ____ I within time &
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Prediction Monitor: Compliance with Disturbance

[disturbance t:=0; (f(x) -0 <X<f(x)+8,{=1&QANLt< 8)]

Model o

| la !
pre-state x \w)—»:JC—tLI vp > i1 }

Prediction Monitor

before actuation : N states reachabIeJ

post-state x* | ____ I within time &

Offline

Logical dL: (w,V) |= (ctrl)(x = x* A [plant]J)
1+ dL proof
Arithmetical: (@,Vv) = P(x,x™)

Invariant J implies safety S
(known from safety proof)
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Prediction Monitor: Compliance with Disturbance

[disturbance t:=0; (f(x) -8 <X<f(x)+8,=1&QANLt< 8)}

Model &V

pre-state x | @

Prediction Monitor with Disturbanceb

Detect unsafe control before actuation despite disturbance
~~ Safety in realistic environments

Offline

Logical dL: (w,V) = (ctrl)(x = x™ A [plant]J)
1+ dL proof
Arithmetical: (o,V) = P(x,x™) {

Invariant J implies safety S
(known from safety proof)
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© summary
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Simultaneous model validation and proof transfer safeguards real CPS
@ Validate model compliance
@ Characterize compliance with model in logic
@ Prover transforms compliance formula to executable monitor
@ Model validation and proof transfer by offline + online proof

. Model o
'JT

‘ Model Monitor ’ ‘ Controller Monitor ] ‘ Prediction Monitor

model adequate? control safe? until next cycle?
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